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for Automotive Software

L LBMC (the low-level bounded model
checker) is a static software analysis tool
for finding bugs in C (and, to some extent, in
C++) programes. It is mainly intended for check-
ing low-level system code and is based on the
technique of Bounded Model Checking.

Reduce test- and development-cycles
and secure short lead times.

Fewer software errors through innovative,
LLBMC is fully automatic and requires minimal verifying static code-analysis.

preparation efforts and user interaction. It sup-

ports all C constructs, including not so common

features such as bit-fields. LLBMC models Avoid manual justification of warnings and
memory accesses (heap, stack, global varia- prevent dangerous misjudgments.

bles) with high precision and is thus able to find

hard-to-detect memory access errors like heap

or stack buffer overflows. LLBMC can also un- Fewer false positives by marking all

cover errors due to uninitialized variables or source locations as secure or insecure.
other sources of undefined behavior. Due to its

precise analysis, LLBMC produces almost no

false alarms (false positives). Fully automatic and bit-precise software

LLBMC is developed at Karlsruhe Institute of analysis with exact error traces.

Technology (KIT), Germany, and will soon be
commercially available via a university spin-off,

QPR-Technologies Innovative methods of error tracing

and software visualization.
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Array index out of bounds error occurs in line 15, file brake_intens.
Report  CDB Files checked: 1 Loop bound: 1

 85.71% Safe (6)
W 14.29% Error (1)
Functions checked: 1 Timeout per 60s 0% Warning (0)
Report function 0% Loop bound (0)

Lines of code 16
checked: 0% Timeout (0)
0% Unresolved (0)

Relevant declarations:

Enter function auto_brake_intensity (ile brake_intensity.c g
_brake_ L Filter Check Results Ghecks performect .
int auto_brake_intensity(int speed diff) 1D Locati F
4 ..bycheckresut | © © ocation |

speed_diff « 98

© sate
if (speed diff > MAX DIFF || speed diff < 0) {
© Eror

Condition evaluates to false: (98 > 100 || 98 < 0) is false

™y
4122 in mpe = spesd diff * 1000 / 36003 O Warning 13:25 auto_brake_intensity Shift by more than bitwidth
- - O Timeout 3:25 auto_brake_intensity Shift by a negative number
return brake_intensity[b_idx]; B .bysourcefie © ©
Array index out of bounds: max_index (brake_intensity) = 5, b_id Compiler Warnings
/ .. by function oo none

Contact: Availability:
Dr. Carsten Sinz, Karlsruhe Institute of Technology (KIT) http://llbmc.org
Research Group “Verification meets Algorithm Engineering” http://qpr-technologies.de

Am Fasanengarten 5, 76131 Karlsruhe, Germany
E-Mail: carsten.sinz@kit.edu, info@qpr-technologies.de



