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Abstract— Defect density and variabilities in values of parameters
continue to grow with each new generation of nano-scale fabrication
technology. In SRAMs, variabilities reduce yield and necessitate ex-
tensive interventions, such as the use of increasing numbers of spares
to achieve acceptable yield. For most microprocessor chips, the num-
ber of SRAM bits is expected to grow 2X for every generation. Conse-
quently, microprocessor chip yields will be seriously undermined if no
defect-tolerance approach is used. In this paper, we show the limits of
the traditional spares-based defect-tolerance approaches for SRAMs.
We then propose and implement a software-based approach for im-
proving cache yield. We demonstrate that our approach can signifi-
cantly increase microprocessor chip yields (normalized with respect to
chip area) compared to the traditional approaches, for upcoming
fabrication technologies. In particular, we demonstrate that our ap-
proach dramatically increases effective computing capacity, meas-
ured in MIPS-per-unit-chip-area. Our approach does not require any
hardware design changes and hence can be applied to improve yield
of any modern microprocessor chip, incurs low performance penalty
only for the chips with unrepaired defects in SRAMs, and adapts
without requiring any design changes as the yield improves for a
particular design and fabrication technology.

L INTRODUCTION

As CMOS technology continues to move deeper into nano-
scale, defect rates are increasing. Furthermore, in SRAMs many
parametric changes caused by increasing variabilities also ma-
nifest as bit-cell failures. As a result, the SRAM bit-cell failure
rate, defined as the probability that any single SRAM cell is
defective, is predicted to reach 10™° for 16nm technology [1]. In
fact, for 12nm technologies SRAM cells are predicted as being
less robust compared with logic gates under process variations.

Every state-of-the-art processor dedicates a large fraction of
chip area to SRAM caches. For example in Intel’s Itanium 2
Montecito processor, more than 80% of the die area is devoted
to caches [2]. Furthermore, the number of SRAM cells on mi-
croprocessor chips is predicted to grow 2X every 3.5 years after
2013 [3]. As a consequence, on-chip SRAM yield will signifi-
cantly influence the yield of future microprocessor chips. Hence,
adoption of defect-tolerance schemes for on-chip SRAM caches
is imperative to achieve acceptable yield for microprocessor
chips fabricated in the future.

Conventionally, spare memory cells are added to memories
and used to replace defective cells, rows, and columns [4] [5].
Adding more spare rows or columns can potentially help in-
crease the yield of on-chip SRAM caches. However, the arca
overhead caused by spares needs to be investigated carefully
under the high bit-cell failure rate of the future technology. In
this paper, we will first reveal the fundamental limitation of
spares-based schemes. We will show that in terms of the prima-
ry economic benefit, measured by yield-per-area (YPA), beyond
some point we will obtain diminishing marginal returns as we
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add more spare rows and columns to SRAM to combat increas-
ing bit-cell failure rates.

Although coding techniques such as ECC can be used as a de-
fect-tolerance scheme [6] in SRAM caches, coding techniques
are typically designed to tolerate faults or errors that occur dur-
ing chip’s operational life, such as single- or multi-bit upsets
caused by alpha particles. Using ECC for repairing manufactur-
ing defects reduces chips’ ability to tolerate soft-errors, and po-
tentially increases failure rate during system’s operational life.
Hence, we do not use ECC to combat manufacturing defects.

In this paper, we propose a software-based defect-tolerance
approach for targeting defect-tolerance in the unified last-level
cache (LLC); we do not target lower level caches as these occu-
py much smaller chip area compared to LLC in general-purpose
microprocessors. The proposed approach aims to salvage micro-
processor chips with LLC defects that are beyond the repair
capacity of hardware-based defect-tolerance scheme incorpo-
rated in the LLC. The proposed approach is successfully imple-
mented by modifying operating system (OS) kernel and the
booting procedure. Our preliminary implementation proves that
our approach can be applied in a straightforward manner to any
modern OS. Our implementation demonstrates the considerable
benefits, especially for higher SRAM failure rates expected in
the near future. One main qualitative advantage of our approach
is that it can be applied to combat fabrication defects in most
existing microprocessor designs, since it does not require any
modifications to the hardware design. Another important advan-
tage of our approach is that it causes overhead only for those
chips that are fabricated with defective cache bit-cells that can-
not be completely repaired using the available spares. Our eval-
uations will quantitatively demonstrate that the proposed ap-
proach significantly improves the usable cache size as well as
computation capability per silicon area.

II. LIMITATIONS OF SPARES-BASED SCHEMES

In this paper SRAM design decisions are made to maximize
YPA. SRAM designs optimized for power and performance will
have slightly different limitations on the number of spares that
can be used without adversely affecting YPA (more ahead).
Hence, the specific numbers derived from the case study in this
section should not be arbitrarily compared with other SRAM
designs. However, the limitations of different designs do not
differ by large amounts since the limitations are fundamental in
nature. In this paper, we focus on defects in (1) the SRAM bit-
cells, and (2) the interconnect wires. The interconnect yield is
derived via critical area analysis [7]. Area is estimated using a
version of CACTI [8], a widely used model for characterizing
most metrics of a cache design, enhanced to consider spares
required for defect-tolerance.



A. Adverse effect of spares

The spares-based scheme causes the following area overheads:
the area of the spares and reconfiguration circuitry, and the area
needed to fit the wire track of reconfiguration circuitry into the
pitch of each SRAM row or column. To be able to replace any
row containing one or more defective bit-cells with N, spare
rows, a wordline driver fan-outs to the row it drives as well as
neighboring N, rows through a de-multiplexor. The height of a
row will be the maximum of the height of a de-multiplexor’s
output wire track or the height of a SRAM bit-cell. It is impera-
tive that the re-configuration circuitry for each row to fit within
the height of the row, since otherwise the SRAM density will
decrease dramatically. Similar situation occurs for spare col-
umns. Hence as the number of spare rows and columns increases,
the area of the SRAM increases non-linearly. In our analysis and
experiments using CACTI [8] assuming the tightest wire pitch
allowed, only one spare row and one spare column can be added
to a sub-array without dramatically increasing the overall area.

Case study:

A 3MB 12-way associative cache with 64-byte blocks is used as
a case study throughout the paper. The cache is divided into 48
equal-size sub-arrays. Each sub-array is equipped with N, spare
rows and N, spare columns. The YPA of the cache is plotted in
Fig. 1 for various numbers of spares rows and columns. The
yield calculation will be presented in Section IV. CACTI is en-
hanced to include the area overheads of spares. The area of the
cache is then obtained for a 32nm technology. The SRAM bit-
cells are assumed to have a failure rate of 1076 [1]. It can be seen
that the YPA value reaches its maximum value at Ny, = 2 and
N, = 1 and decreases if higher numbers of spare rows and col-
umns are used.
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Figure 1. YPA of the 3MB cache with various number of spares

B. Dividing into smaller sub-arrays

By dividing the SRAM into smaller sub-arrays, we can in-
crease the total number of defective bit-cells that can be repaired
without using too many spares in each sub-array. However, in-
creasing the number of sub-arrays also increases the intercon-
nect wires in the array, and the yield of such design is often li-
mited by the interconnect wires. By increasing the number of
spares (N, Ny.) for different number of sub-arrays (Ngy), we
calculate the YPA of each configuration until the YPA trend
starts falling. Fig. 2 shows the numbers of spare rows and col-
umns that maximize YPA for different numbers of sub-arrays.
Note that the highest achievable YPA drops as the number of
sub-arrays increases beyond a certain level. Because intercon-
nect wires grow with the number of sub-arrays, the overall yield
is limited by the interconnect yield rather than sub-array yield

for designs with large numbers of sub-arrays. Besides, the over-
all area also grows thus YPA decreases further.
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Figure 2. Spares allocation (N,., Ng.) that maximize YPA for
ent N, for failure rate of 107°

TABLE I shows the optimal YPA can be achieved by varying
(Ng4, Ng;, Ng.) of the SRAM cache under failure rates predicted
for future technologies [1]. The optimal YPA drops 42% and the
yield is only 57% for this YPA-optimized design under the high-
er failure rate. The analysis clearly shows that by using only
spares, low YPA and low yield will be expected as the failure
rate increases. Clearly, more advanced defect-tolerance schemes
must be adopted to achieve high YPA and yield in the future.

TABLE 1. HIGHEST YPA ACHIEVED BY OPTIMAL SRAM DESIGN

Failure rate (Ng4, N, Ngo) Yield Optimal YPA
107° (48,1,2) 71.2% 9.74x 1078
2.5%x107¢ 96,1.3) 57.1% 5.69 x 1078

III. PROPOSED APPROACH AND RELATED SCHEMES

A. Proposed Approach: OS-Based Defect Tolerance

The basic idea behind our approach is to actively avoid using
the unrepaired bit-cells. Available spare rows and columns are
used to repair a maximum number of defective bit-cells. For
some chips this repairs all defective bit-cells, while in other chips
some defective cells cannot be repaired. Our approach salvages
the defective chips beyond the hardware repair capacity by not
accessing memory locations containing unrepaired bit-cells. Our
goal is to develop an approach that causes least hardware over-
head and depends as little as possible on the circuit implementa-
tion, so our approach can be applied more universally.

Fig. 3 illustrates the main idea behind our approach. SRAM
cache and DRAM main memory are shown in logical view and
each block of the DRAM has the same size as a cache block.
Each set of Ng contiguous DRAM blocks constitutes a cache
region. Since the number of blocks in each cache region is Ng,
there is a one-to-one mapping relation between blocks in one
cache region and all sets in the cache. “X” denotes a single defec-
tive block in the cache and the stars mark the DRAM blocks
which may be corrupted when cached into the defective cache
location marked by X. If we can avoid using every one of the
starred blocks in the DRAM, the defective block in the cache will
not be accessed. Since LLC and DRAM locations are accessed
using physical addresses, we can only avoid page frames in the
part of the system that works with physical addresses. In the
modern OSs with virtual memory, a physical page frame is the
granularity at which the memory management unit of an OS can
access DRAM.



DRAM is divided into a numbers of page frames. The shaded
sections in the DRAM represent page frames, and each consists
of a number of blocks. The shaded section in the cache represents
a page cover which is a continuous region of the cache to which
a page frame maps. A page cover is defective if it contains one
or more defective blocks. The OS allocates the frames to soft-
ware processes on demand. We can avoid using the page frames
containing the starred DRAM blocks by modifying the physical
memory management. The cache will become useable with re-
duced capacity as we avoid the use of defective page cover. The
percentage of the disabled memory size is the same in both
SRAM and DRAM.
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Figure 3. Logical view of SRAM cache and DRAM

The idea of avoiding the use of defective page cover can also be
implemented in TLB by changing the address translation to avoid
using the defective page covers. However, the OS level approach
clearly has lower hardware overhead. Hence we choose to im-
plement the approach at the OS level. Under the predicted failure
rates, the organization of the lower level caches in today’s mi-
croprocessor chips makes the application of the approach to the
lower level cache impractical due to the high reduction in memo-
1y size.

Similar to other related schemes to be addressed later, our ap-
proach assumes that testing provides the information about de-
fective cache locations. When OS boots, we instruct the OS to
reserve every page frame that is mapped onto defective cache
locations. Subsequently, the OS meets all requests for memory
from processes by allocating only the unreserved pages. Since
page frames that are mapped to defective locations are never
assigned to any process or bound with any virtual page, the de-
fective cache locations will never be accessed. A page cover-
disabling scheme is hence achieved. The proposed approach has
been implemented by modifying Linux 2.6.32 kernel. The mod-
ified OS boots-up successfully and can operate without any ex-
ceptions or crashes. We also check the output values for bench-
mark applications to assure correctness.

B. Related Hardware Schemes

Hardware-based reconfiguration approaches can be categorized
into two: remapping and disabling schemes. Remapping refers
to schemes which modify the decoders to achieve dynamic con-
figurability. In [9], a programmable decoder is proposed to re-
map any access to defective blocks in the cache to healthy ones.
The decoder is programmed to implement different mapping
functions based on the information in a defective-bit-cell map.
Disabling refers to schemes that bypass the defective cache lo-
cations during accesses. A defective-bit-cell map can be inte-
grated into the cache tag array in the form of additional valid
bits, which are called availability bits [10] or fault bits (FTB)
[11]. A cache hit occurs only if the tag matches, the valid bit is

set, and the FTB for the target location indicates healthy block.
Data written to the cache cannot be placed in blocks with a FTB
indicating defective block; instead, the data is placed into other
healthy blocks in the same set or is written directly to a higher
level cache or DRAM. Disabling can be applied at different gra-
nularities, namely blocks, sets, and ways. Way-disabling is cur-
rently implemented in a mass market microprocessor chip for
power management [12]. A similar disabling mechanism to
combat high bit-cell failure rate in future technologies can be
designed in a straightforward manner. Hence we will compare
our approach to way-disabling in later sections.

Compared to these hardware-based schemes, our approach
does not need hardware reconfiguration circuit and does not
require any modification to existing cache designs. These facts
set our approach apart from other schemes, since (1) the recon-
figuration circuit adds area and latency overhead to defective
chips as well as healthy chips, and (2) the reconfiguration circuit
is also susceptible to defects.

C. Proposed Metrics

Way-disabling scheme and our OS-based approach both pre-
vent the system from using the defective parts of the cache. We
propose a new metric, expected capacity per area (EC-per-
area), to measure the effectiveness of these schemes. EC is the
measure of the percentage of all cache bits that can be used.
Chips with the same number of usable bits are assigned to a
grade, denoted by g, , where x indicates that there are x defec-
tive page covers or ways to be avoided in the chips of this grade.

EC =335 (1 =70 % P(g:) (1)
where, P(g,) denotes the percentage of grade g, chips among
all the chips manufactured, N is the total number of the disabl-
ing granules, due to the proposed page cover-disabling or the
way-disabling (used as a baseline for comparison) in the cache.
EC-per-area of a configuration (Nsy4, Ny, Ng.) would be the EC
divided by the area of the configuration. In order to measure the
benefits of our approach in term of computing capability (per-
formance), expected million-instruction-per-second per area
(EMIPS-per-area) is derived from experiments and area data.

EMIPS = 3,5, (MIPS,) X P(gy) 2)
where, MIPS, is the million-instruction-per-second for grade g,

measured by simulating benchmark applications.

D. Operational and Product Delivery Model

Our approach personalizes each fabricated microprocessor chip
by binning chips into finer grades, since we can mask the defects
at a finer granularity. The approach assumes that LLC testing is
capable of identifying and recording the locations of unrepaired
bit-cells in each fabricated copy of the microprocessor chip.
When booting up, the bootstrapping software further translates
the locations of unrepaired bit-cells in its LLC into locations of
defective page covers. The bootstrapping software then relays
the locations of defective page covers to the OS. In the above
mentioned process, the location information of unrepaired bit-
cells must be delivered to microprocessor users/vendors. Such
information can be delivered in many possible ways. For exam-
ple, the location information can be encoded into processor iden-
tification registers. Bootstrapping software can then read the reg-
isters to identify defective page covers’ locations. In our imple-
mentation for experiments ahead, the defect locations are coded
directly as OS kernel parameters and sent to the bootstrapping
software.



IV.  ANALYSIS OF PROPOSED APPROACH

A. Sub-array organization

Fig. 4 illustrates the relation between logical granules (page
covers and ways) and the underlying sub-array arrangement of a
3MB cache realized using 6 sub-arrays and is used to explain
our terminology. The distribution of unrepaired bit-cells in a
physical sub-array is derived first and used to derive the distri-
bution of defective logical granules for the proposed approach.

In the 3MB cache of the case study, each 4KB page frame is
direct-mapped to 64 continuous sets. The continuous 64 sets
mapped by a page frame constitute a non-overlapping page cov-
er and there are total 64 page covers in the cache. Each page
cover spans 3 sub-arrays, and a group of 3 sub-arrays enveloped
by a same set of page covers is called a sub-array group (SAG).
The number of sub-arrays in an SAG (Ngs,) is 3. The number of
page covers in an SAG (Nguqe) is 32. The number of SAG
(Nga¢) 1s 2. Similarly, when adopting the way-disabling scheme,
the sub-arrays in a non-overlapping disabling granule form an
SAG. In this specific case, Nygq4 = 2, Nggg = 3, and Ngygr = 4.
SAG and Ng,, are defined by the defect-tolerance scheme used
as well as sub-array configurations of the SRAM array.
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Figure 4. Mapping of page covers and ways onto 6 sub-arrays

B. Formulations

Sub-array level:

The probability that a sub-array has total x defective bit-
cells, P, (x), is derived assuming uniform distribution of the

defective bit-cells.
X N, )*e~@*Nbit)
P, x) = (P bie)"e /x! 3)

where, p is the failure rate of a bit-cell, Ny;is the total number
of SRAM bit-cells including spares in a sub-array. The probabil-
ity that a sub-array has n unrepaired bit-cells, Ps,,, (1), is calcu-
lated as below,
PSAu(n) = PA(n + Ny + Nsc) X
N+Nor+Nog NecX Nep=(i=D WNec+Ner=1)+ b 25 vien:i2 2/)
Hi:l T NeeX Ntr_(i—l)] @)
where, N and N, are the total number of columns and rows
respectively, including spares. The second term represents the
probability that there are n + Ny, + N un-aligned defective
bit-cells in any row/column. It is possible that the available
spares may be able to repair all-but n defective bit-cells even if
more than n + N, + Ny, cells are defective thus Pgy, (n) value
we calculate is a lower bound.

Yield of spare rows and columns scheme:

The yield of an SRAM array with Ng, sub-arrays is estimated
as follows.

Ngr+Ngc o
yVss = {Z PAD) + ) Pyt Ny No) x (1
n=1

n+Ngp+N, Ntcx Ntr—(i—l)(Ntc"'Ntr—1)+(Zl':i_2,\-/ie1v;i>z 2j)

LYo +ee o e (5)
where, Y is the yield of a sub-array. Equation (4) neglects the
contribution of the possibilities that more than n + Ny, + N
defective bit-cells can result in n unrepaired bit-cells. However,
in (5) these are counted towards the yield of the baseline spares-
based scheme. Thus in all our calculations ahead, we overesti-
mate the yield of the baseline spares-based scheme and hence
underestimate the percentage of additional chips saved by our
approach.

OS-based approach:
The probability that an SAG has n unrepaired defective SRAM

cells is represented as below

G f(k, Mn_Ngsa_i(x))

Npw(n) Hk:SOA
Pspeu(m) = X2 ( TENTR T ),
P X (Ngsa — k ifx#0
where, f(k,x) = { sau (%) ( gSA ) .lf x ©
PSAu(O) lf x=0

Npy (n) is the number of all possible ways of partitioning n
into Nyg4 sub-arrays, Mn_Ngs,_i(j) is the number of sub-arrays
with exactly j bit-cells in the i*" case of n distributed into Nysa
sub-arrays, and Mn_Ngg,_i(0) = 0. Given that an SAG has a
total n unrepaired bit-cells, there are several ways in which these
n unrepaired bit-cells are distributed among Ng,c: page
covers. Pgycr (ng f), the probability that there are ngy defective
page covers in an SAG can be computed as follows.

(i) (")

- YT (7)

Z;I:]l_] (NsaGtr l)(li_})(NS}th)

where, S is the range of number of unrepaired bit-cells to be
considered. The probability that there are total n,; defective
page covers is calculated in a manner similar to equation (6) as:

Nsag—1 i
Nsac(m) 12 f(k, Mn_Ngsag_i(x))
P(nAf) Z SAG n( k=0

i ngr Ps a6y (D) X

ITj—o Mn_NsaG_i()! ),
P. x) X (Ngye — k ifx+0
where, f(k, x) ={ saoy 00 X (sae k) 1f ®)
PSAGf(O) ifx=0

Ng(n) is the number of all possible ways of partitioning n
into Ngyq SAG, Mn_Ng,;_i(j) is the number of SAG with exact-
ly j defective page covers in the i*" case of n distributed into
Ngue SAG, and Mn_Ng,;_i(0) = 0.

Way-disabling scheme:

The yield of an SAG is represented as below.
Yoag = Y7054 ©)
The probability that there are total n,, groups of ways are

defective is calculated as below.

P(nay) = (ﬁj’:f) (1 = Ysu6)®aW) x YSAG(NSAG_nAW) (10)
The four ways are disabled as a group at a time [12]. Using
equations (1) and (2) and area derived using enhanced CACT]I,
we calculate EC and EC-per-area and compare the benefits of

our approach with way-disabling and spares-based baseline
schemes. The results are presented in the next section.



V.  PERFORMANCE EVALUATION USING IMPLEMENTATION

A. Implementation of our OS-based approach

We implement our approach by modifying Linux 2.6.32 ker-
nel. By sending customized early kernel parameter commands
via the GRand Unified Bootloader (GRUB) during system boot-
up, we reserve physical page frames mapped to locations in
LLC that are identified as being defective. This implementation
is used for performance evaluation by running SPEC CPU2000
benchmarks [13] on a system with a dual core processor and
1GB of DRAM. Each core of the processor has one 8-way
64KB L1 data cache and one 8-way 64KB L1 instruction cache.
Two cores share a 12-way 3MB unified L2 cache (LLC). Dis-
abling different numbers of page covers in a real machine emu-
lates microprocessor chips of different LLC grades. Since OS
does not allow us to control cache ways, we do not compare our
approach to way-disabling in terms of EMIPS-per-area.

B. Evaluation Results

TABLE II shows the configurations (Ngy4, Ny, Ns.) of the 3MB
cache with three different scheme combinations optimized for
EC-per-area under different failure rates expected in upcoming
technologies [1]. EC-per-area of spares-based scheme is equal
to its YPA. TABLE II also shows EC and EMIPS data as origi-
nal values and in normalized form against the values for spares-
based scheme.

TABLE II. COMPARISON OF THREE COMBINATIONS OF THE SCHEMES UNDER
DIFFERENT FAILURE RATES (FR)

Way-disabling &|Page cover-disabling
Spares-based spares & spares
Value [ Norm. | Value [ Norm.
(Nsa, Ny, Noc)| (48,1, 2) “8,1,1) az,1,1)
EC 71.2% [ 61.5% | 0.86 | 78.9% 1.11
EC-per-area
FR= (x109) 9.7 10 1.12 14 1.51
10°° EMIPS 3288.1 N/A | N/A | 37495 1.14
EMIPS-per-
area (x 10-9) 4.5 N/A N/A 6.9 1.55
(Nsa, Nor, Nc)| (96, 1.3) 96, 1,2) “48.1,1
EC 57.1% [ 53.1%| 0.93 | 69.6% 1.22
FR- | ECper-area 5.6 70 | 123 12 2.18
25 (x107°%)
% 10-6| _ EMIPS 2639.2 N/A | N/A [3619.5 1.37
EMIPS-per-
area (x 1074 2.6 N/A | N/A 6.7 2.56

We obtain optimal designs by enumerating various values of
(Ngp, Ng) for different numbers of sub-arrays (Ng,), for each of
the three schemes. Way-disabling and our approach both pro-
vide higher EC-per-area compared to when only spares scheme
is used. Our approach achieves the highest EC-per-area by us-
ing configuration which requires significantly less area. Com-
pared to way-disabling, our approach achieves 34% and 77%
higher EC-per-area for the two failure rates. Although we can-
not obtain EMIPS for the way-disabling scheme, it is clear that
our approach will provide higher EMIPS-per-area since our
approach provides much higher EC-per-area.

C. Benchmark Results

Fig. 5 shows the increase in LLC miss rates for microproces-
sors in various grades measured by Oprofile [14]. It is observed
that LLC size reduction has different impacts on different
benchmarks. We estimate LLC utilization for each benchmark

using sim-cache [15] to confirm these differences. Fig. 6(b)
shows the simulation results for benchmarks that have signifi-
cant increase in LLC miss rate during the execution on the ac-
tual machine.
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Figure 5. LLC miss rate increase for systems with different grades of
LLC

The trends in Fig. 5 and Fig. 6 agree except for twolf. The ma-
chine on which we perform our experiments has equivalent of
4096 sets in Fig. 6. As the number of sets decreases, art, mcf,
and ammp show significant increases in miss rates both in simu-
lations and in real machine benchmarking. For other bench-
marks the LLC utilization is already low, so the reduction in the
LLC size during execution shows no significant change in miss
rate. Besides the verification from the system boot-up logs and
comparison of benchmark outputs, the similarity of LLC miss
behavior also indirectly verify that our implementation indeed

reduces the usable LLC size.
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Figure 6. LLC miss rate change over different number of sets

VI. DISSCUSSION

A. Advantages

The fact that our approach adapts to the outcome of fabrication
and yet does not require any changes to the hardware design
constitutes a significant benefit. One consequence is that as
yield learning improves bit-cell failure rate for a given design,
our approach does not require any changes to the cache design
to achieve optimality for the new failure rate, thus imposes zero
delay and area penalties in microprocessor chips manufactured
in mature technology. In contrast, microprocessors with only



hardware-based schemes either need to be re-designed to
achieve optimal YPA or volume-manufactured with a non-
optimal YPA once the technology matures.

We have shown that adopting our approach in conjunction with
spare rows and columns scheme can further increase the amount
of usable cache. The fact that our approach is able to salvage
defective chips beyond hardware repair capability also makes it
an excellent addition to any hardware defect-tolerance scheme.
In addition, this flexible nature can also benefit the usage of
microprocessor chips under various operating conditions, since
the numbers and locations of defects might change under differ-
ent voltage, temperature, age, and so on. Availability of built-in
self-test (BIST) [16] can enables this approach to also combat
failures that occur throughout a microprocessor’s operational
life as well as under harsh conditions.

B. Cost of the approach

DRAM capacity loss:

Operating with chips with defective page covers comes with
the price of sacrificing some amount of DRAM. In our experi-
ments with the 3MB cache, under the higher failure rate the ex-
pected percentage of DRAM that can be used is 68%. However,
we must emphasize that our approach targets to salvage chips
beyond hardware repair. The systems that suffer from less effec-
tive DRAM are actually using microprocessor chips that would
have been discarded. Comparing the prices of microprocessor
chips and DRAM chips, this is indeed an attractive tradeoff.
DRAM fragmentation:

The presence of unrepaired bit-cell fragments the physical
memory space. Under the bit-cell failure rate and LLC organiza-
tions expected in the near future, the expected value of the num-
ber of contiguous available locations in the physical memory
space is much larger than the normal page size, namely 4KB in
many operating systems, but smaller than the larger page size,
e.g., hugepage in Linux, which is typically 2MB or more. The
default option in most operating systems is to use normal pages
and allocate physical space to programs - even to data structure
such as extremely large arrays — one page at a time. Hence, in
most cases the fragmentation in the physical address space
caused under our approach by unrepaired bit-cells does not
change how the data is stored and accessed. Consequently, by
itself, fragmentation of physical address space typically does not
cause any performance penalty. In contrast, a few specialized
systems use hugepage to improve program performance [17].
We evaluate the performance loss due to the incapability of us-
ing hugepage by supporting the benchmarks using libhugetlbfs
library. Out of eight benchmarks, hugepage improves the per-
formance of five benchmarks. On average, hugepage improves
the performance of these five benchmarks by 9.2%. However,
the applicability of the proposed approach is not limited, since
this feature is not commonly used in most general purpose sys-
tems. Also, such fragmentation penalty will only occur on cop-
ies of a specialized system that use salvaged chips; i.e., penalty
will remain zero for copies using non-salvaged chips.

VII. CONCLUSION

We have proposed a software-based LLC defect-tolerance ap-
proach to overcome the high failure rates expected for SRAMs
manufactured using future fabrication technologies. Our ap-
proach can salvage a dramatically high proportion of micropro-
cessor chips fabricated with unrepaired bit-cells in their LLC.

This is especially beneficial when a fabrication process is still
immature. Our approach requires no circuit modification thus
incurs zero circuit-level delay overhead and zero area overhead.
Consequently, our approach can provide higher performance-
per-$ than existing hardware based schemes. The flexibility of
our approach can makes it useful in conjunction with any hard-
ware defect-tolerance scheme, as well as enables field pro-
grammability of general purpose processors under challenging
operating conditions.
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