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Abstract

Violations in memory references cause tremendous loss of
productivity, catastrophic mission failures, loss of privacy and
security, and much more. Software mechanisms to detect
memory violations have high false positive and negative rates
or huge performance overhead. This paper proposes architec-
tural support to detect memory reference violations in inhe-
rently unsafe languages such as C and C++. In this ap-
proach, the ISA is extended to include “safety” instructions
that provide compile-time information on pointers and objects.
The microarchitecture is extended to efficiently execute the
safety instructions. We explore optimizations, such as delayed
violation detection and stack-based handling of local pointers,
to reduce the performance overhead. Our experiments show
that the synergy between hardware and software results in this
approach having less than 5% average performance over-
head, while an exclusively software mechanism incurs 480%
impact for the same benchmarks.

1 Introduction

Software bugs often result in high rates of computer system
failures [24, 27] and make computer systems vulnerable to securi-
ty attacks [2, 20, 25]. Development of effective means preventing
bugs from entering the software design process is highly unlikely
[19]. Hence, it is of utmost importance to develop mechanisms to
facilitate automatic detection of software bugs and vulnerabilities.

Static detection techniques are computationally infeasible, and
have limited usability in the detection of software errors [23].
Dynamic detection mechanisms have relatively higher detection
accuracies, but they still miss input-dependent software errors.
Dynamic mechanisms with extremely low performance overhead
are required so that checks can be performed for a large set of in-
puts. Low performance overhead of the mechanisms can even
result in their usability in deployed production code for post-
deployment maintenance of software.

Violations in memory references are common in inherently un-
safe languages like C and C++ because pointers are subjected to
very few restrictions. Memory violations are the most difficult to
track and among the easiest to exploit [36]. This paper proposes
SafeProc — a processor that provides architectural support for de-
tecting memory bounds violations, dangling pointers, and multiple
deletions in array and pointer references. Bounds violations occur
when accesses to objects fall outside the boundaries, and are a
major source for system failures and exploits. Dangling pointers
are pointers to invalid/deallocated memory objects, and primarily
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result in system failures. Multiple deletions occur when a deallo-
cated memory object is deallocated again, and mostly cause pro-
gram failures, but can also allow unauthorized execution of arbi-
trary code [26].

Previous dynamic detection approaches, discussed in Section 5,
to detect these violations are exclusively software mechanisms that
have a high performance overhead. For instance, the mechanism
in [30] makes applications as much as 12X slower. The large per-
formance overhead of these mechanisms is due to the execution of
a large number of additional instructions that access huge data
structures storing metadata for the applications. This results in
long stalls in the application’s execution and extensive pollution of
the caches. The coprocessor approach [3] to avoid the limitations
of software has a considerable increase in the off-chip traffic.

SafeProc, on the other hand, uses a small fraction of the proces-
sor transistors (our studies show less than 0.1% for a billion tran-
sistor processor) to perform the operations required for memory
violations detection. With the large number of transistors availa-
ble on modern processor chips, using a small fraction of that tran-
sistor budget to support memory safety is a viable and an attractive
option. The performance impact of SafeProc is low because the
original application is not stalled while the checks are performed,
checks are performed with considerably fewer specialized instruc-
tions executing on specialized hardware, uppermost level of cache
is not polluted, and off-chip traffic is restricted.

We propose ISA extensions to include “safety” instructions,
extensions to the microarchitecture to efficiently execute these
instructions, compilation methodology for safety instructions, and
optimizations to reduce the performance impact of our approach.
The hardware-software synergy keeps the overhead of the pro-
posed mechanism low — less than 5% with optimizations and
about 93% with the base implementation. Our experiments with a
previous software mechanism [22] resulted in about 480% per-
formance impact for the same benchmarks.

2 The Design of SafeProc

SafeProc design is based on the property of ANSI C that any
memory access that originates from within the bounds of an object
must remain within those bounds after any arithmetic on the poin-
ter. The premise of this property is that programmers can manage
the internal memory space of an object in any manner, if the ob-
ject’s memory organization is known to them.

This property has been used by most of the proposed software
mechanisms, which maintain information on the pointers and the
size of the associated objects. SafeProc, on the other hand, pro-
vides architectural support to maintain such pointer-object associa-



tion records (henceforth called POA records). A pointer is identi-
fied by its memory address and an object by the starting and the
ending addresses of its memory space. The pointer address for an
array is the address of the first element in the array. For instance,
if pointer ptr (at memory address X) points to an object with start
address (SA) and end address (EA), then POA record X - {S4, EA}
is maintained by SafeProc. Storing the end address of an object,
instead of its size, to mark the object boundaries has a higher
memory overhead but simplifies the memory management of the
POA records, as discussed in Section 2.4. To also simplify the
microarchitectural extensions, discussed in Section 2.3, a POA
record is assigned for each distinct pointer. This may result in
duplicate object bounds in POA records of different pointers point-
ing to the same object.

2.1 SafeProc Architecture — ISA Extensions

We extend a Reduced Instruction Set Architecture to include
“safety” instructions with specialized opcodes, which are used to
detect violations in memory references.

Safety Operations Violation Detected
Instructions
crc 8R,, immediate | PA = $R, + immediate; Create record for None
PA
drc $R,, immediate | PA = $R; + immediate; Delete PA’s record None
dob $R,, immediate| SA = $R, + immediate; Invalidate objects Multiple deletions
with SA
mtr R, SR, PA = $R, + immediate; Copy $R, and $(R, None
immediate + 1) into object bounds of PA’s record
mfi- SR, SR, PA = $R, + immediate; Copy object None
immediate bounds of PA’s record into $R, and $(R, +
)
check $R,, $R, PA = $R, + immediate; Check $R, lies Dangling pointer,
immediate within object bounds of PA’s record bounds violation

Table 1: Summary of safety instructions;
PA = Pointer Address; SA = Start Address

The basic operations required are creating, updating, checking,
and deleting the POA records, defined in Table 1. Displacement
addressing mode is used for safety instructions because a pointer
address is generated by adding an offset to the frame pointer, the
global pointer, or a register storing another pointer value. The crc
instruction invalidates the object in the created POA record, i.e. a
new pointer is not associated with any object. This is done be-
cause uninitialized pointers may be used along some control paths
in the program. Additional instructions may be added to the ISA
to optimize the compiled code. We refrain from doing that to limit
the amount of ISA extension.

The mtr and mfi- are defined to initialize and update the POA
records. The mtr instruction places the contents of registers, which
should contain the starting and ending addresses for an object, into
a POA record. Similarly, mfi loads the object bounds in a POA
record into registers. The mfi instruction facilitates the pointer
copy operations such as 4 = B, where A and B are pointers. B is
used in an mfi- instruction, and A in an ensuing m#r instruction to
update A’s POA record. The dob instruction invalidates all ob-
jects whose start address matches that generated by $Rs + imme-
diate. The check instruction validates that the memory address
stored in SR lies within the object bounds in the associated POA
record.

The safety instructions detect the violations when they actually
take effect. For instance, a violation is not reported when a pointer
points outside the associated object’s bounds, but rather when that
pointer is used. Studies [30] have shown this relaxed violation
detection approach removes the false positives.

2.2 Compilation for SafeProc

The safety instructions are inserted by the compiler during
compilation. Static compiler analyses may be performed to optim-
ize the number of pointers that are dynamically tracked for viola-
tions [5]. However, in this paper, we experiment with a basic im-
plementation that checks all the pointers. When a pointer is de-
clared (e.g. int * ptr), its record is created using crc, and when it is
deleted, its record is deleted using drc. For instance, upon exit
from a procedure, all local pointers’ records are deleted. Mz and
mfi instructions are inserted when pointers are assigned values,
and check instructions are inserted when the pointers are derefe-
renced. Dob instructions are inserted for all deallocated heap ob-
jects and for local objects that may be referenced from outside the
procedures containing them, e.g. a local object being accessed by
a global pointer. Memory not accessed through pointers is not
checked. For instance, access to an element of a struct using
<struct.element> is not checked.

int* A; // global —> orc $gp, offset // record A in 1* routine
struct B { .
int X; cre $fp, offset // record ptr in foo
int *Y; .
IH . // call to malloc; malloc returns
. malloc(...) // start address in $2
. cre $2,4 // record Y from new object
void foo() addi $3, $2, 8 // bounds in $2 & $3
mtr $fp, $2, offset // store bounds for ptr
struct B * ptr; .
. addi $Rx, $Ry, 4 // place address in $Rx
ptr = (struct B*) // assumes ptr value in $Ry
malloc(sizeof(struct B)); check $fp, SRx, offset // check ptr->Y;
. mfr $2, SR, offset //load record of ptr->Y
. mtr $gp, SR, offset // update bounds for A
A =ptr->Y; .
/ drc $fp, immediate // delete ptr record
}
Program in C C iled Code in A bly

Figure 1: Code fragment with inserted instructions

Figure 1 shows a program written in C on the left and the asso-
ciated assembly code, including the safety instructions, on the
right. Global pointer records are created in the first routine in pro-
gram execution, such as the main(...) routine in C. All local poin-
ter records are created within the routines they are declared, and
heap pointer records when they are created. For instance, pointer
Y’s record in Figure 1 is created after the call to malloc(...). On
return from a procedure, the records for its local pointers are de-
leted. The record for Y is not deleted in Figure 1 because it is a
heap pointer. The record for ptr is updated after malloc(...), and
A’s record after it is assigned ptr->Y. When ptr is used to access
Y, the access is checked against object bounds associated with pzr.

If functions are compiled separately and linked together, object
bounds for pointers received in a procedure may not be known.



For instance, bounds for a pointer passed from one procedure to
another also apply for the receiving pointer, but the bounds are not
known to the receiving procedure if the two are compiled separate-
ly. We utilize activation records for passing bounds between pro-
cedures. The bounds for pointers passed as parameters are placed
just before the parameters and in the same order as the parameters.
The bounds of return pointers are placed at the start of activation
records. Parameter and return pointer bounds are accessed using
offsets from frame and stack pointers, respectively.

If parts of an executable are compiled without inserting safety
instructions, SafeProc may incur false positives or negatives for
pointers and objects that are accessed or modified in those parts.

2.3 SafeProc Architecture — Microarchitecture
Extensions

The safety instructions are executed in-order at commit to
avoid false errors and continue the application while the safety
instructions are executed in the background. Figure 2 shows the
pipeline. The safety instructions are only dispatched to the reorder
buffer. When they become the oldest instructions, they are com-
mitted and removed from the re-order buffer.
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Figure 2: SafeProc pipeline with violation detection hardware

The committed safety instructions read their operands from the
architectural register file (ARF), compute the addresses in an addi-
tional ALU, and then access the violation detection hardware
shown in Figure 2. They write the results back into the ARF. The
execution of safety instructions is entirely off the critical path, and
can be further pipelined to suit the target clock. Nevertheless, we
commit/execute only one safety instruction per cycle to keep the
microarchitectural extensions simple.

The violation detection hardware includes a Pointer Address
Buffer (PAB), a Start Address Buffer (S4B), and an End Address
Buffer (E4AB), which are used to store, update, and check the POA
records. Two valid bits are used per record; R-valid for the validi-
ty of a record and B-valid for the validity of the object bounds.

A crc instruction places the new pointer address in the PAB,
sets its R-valid and resets its B-valid bit. A drc instruction resets
the R-valid bit of the matching entry in the PAB. Mfi reads the
SAB, EAB, and B-valid fields of the matching valid entry. If the
B-valid is set, it places the SAB and EAB values in the registers;
otherwise, it resets the registers. M places the register values into
the SAB and EAB fields of the matching entry. If the register
values are not zeros, it sets the corresponding B-valid bit; other-

wise, it resets the bit. The check instruction reads the SAB, EAB,
and B-valid fields of the entry matching the pointer address, and
forwards them to the comparator. The other register operand val-
ue of the check instruction is compared against the bounds for
violation detection. The dob instruction searches the SAB, and
also the backup storage discussed later. The start address of a dob
instruction may match multiple entries. The B-valid bits of all the
matched entries are gang-invalidated. If no matching valid entries
are found, a multiple deletion violation is detected.

A detailed analysis [9] suggests that the complete violation de-
tection hardware in Figure 2 requires only about 220K transistors,
not including interconnect wires, for 256 entries per buffer. This is
a small fraction of the billion-transistor budget of modern chips.

The limited capacity of the buffers restricts the number of poin-
ters that can be handled simultaneously. To handle large number
of pointers, we provide microarchitectural support for a backup-
records-storage (BRS) to store the records evicted from the viola-
tion detection hardware. A new record in the violation detection
hardware evicts the LRU entry. If a record is fetched from the
BRS, its entry in the BRS is invalidated; all records evicted from
the violation detection hardware are written back into the BRS.
Such handling of records avoids the search for the evicted records.

2.4 BRS Organization

BRS is allocated in the application’s virtual address space.
BRS is searched when the search fails in the buffers. Searching
BRS for read operations stalls the application. To expedite these
searches, BRS is organized in multiple buckets. Each bucket con-
sists of multiple bins linked in a list. Separate buckets are pro-
vided for pointer addresses and object bounds. An object address,
which points to the associated object, is also stored along with
each pointer address. POA record in the BRS is stored in two
parts, one in a pointer address bin and the other in an object
bounds bin. To read the record for a particular pointer address, its
object address is read, and the object bounds are read using that
object address. This BRS structure facilitates faster hardware-
based searches in each bin, as discussed later in the section.

BRS will rarely create memory constraints, as was also ob-
served in our experiments, because applications have huge virtual
address spaces in current systems. For instance, one million con-
current pointers require only about 16MB. We also discuss an
optimization in Section 3 that reduces the memory overhead. In
the rare event that an application runs out of virtual memory, error
detection may be stopped and the BRS memory may be entirely
reclaimed for the application.

To expedite BRS searches, we also provide the Expedited
Search Microarchitecture Extension (ExSME), shown in Figure 3.
The hash table stores the starting addresses of the buckets. Safe-
Proc loads the valid bits and the pointer or start addresses from a
bin into the CAM shown in Figure 3. The required address is then
associatively searched with all the valid addresses. The next bin
address is also loaded and is used to fetch the contents in the next
bin if the search continues across bins. SafeProc uses the proces-
sor’s L2 cache to store the bin contents. The L1 data cache is not
polluted by the POA records, thus limiting the performance impact



of violation detection. To further expedite the search, the bin size
is chosen so the valid bits, the pointer or start addresses, and the
next bin address are accommodated in one L2 cache line.

To expedite the writeback of evicted POA records into the
BRS, the memory locations for the start or pointer addresses of all
invalid entries in a bucket are connected in a linked list. A POA
record is allocated the entry at the head of this linked list. When
the head becomes NULL, i.e. all the entries in the bucket are oc-
cupied, a new bin is allocated for that bucket. If an entry is invali-
dated in the BRS, it is simply made the head of the list, and the
current head becomes the next available entry. To avoid BRS
write latencies, SafeProc also uses a FIFO memory update buffer
(MUB), shown in Figure 3. When instructions that write to POA
records commit but miss in the violation detection hardware, they
are removed from the ROB and placed in the MUB. The commit
of the following instructions continues. Writebacks of evicted
POA records are also placed in the MUB. All writes in the MUB
are completed in an in-order serialized fashion.
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Figure 3: L2 cache interface to speedup searches in the BRS
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Values are also bypassed across entries in the MUB. Our anal-
ysis shows that EXSME with a 256-entry MUB requires about
200K transistors for 32 buckets each for pointer addresses and
object bounds.

3 Enhancements

SafeProc with Delayed Violation Detection: In base Safe-
Proc, mfi and check instructions may stall the pipeline for a long
time because of high BRS search latency. In this technique, these
instructions are also placed in the MUB. The performance im-
proves at the expense of delayed detection of violations, as checks
may be performed later than the actual access. In production-
phase checks, slight delay in violation detection with significantly
lower performance impact may be an attractive option. The mf,
check, and dob instructions in the MUB are completed in-order
relative to one another, but out-of-order relative to the writes. Fur-
thermore, a waiting mfi- instruction whose destination architectural
register is written by following instructions is not allowed to write
its results to the register file. An mfi instruction is immediately
followed by a dependent mr; it is ensured during compilation. If
an mfr instruction is placed in the MUB, the following mr instruc-
tion is also placed in the MUB, and its entry in the detection hard-
ware is invalidated. When an mfi- instruction completes, it for-
wards the object bounds to the dependent m#r instruction, which
writes the updated record in the violation detection hardware.

Stack-based Approach for Local Pointers: The high BRS
search latency results from the large number of POA records
maintained in the BRS. This technique uses the observation that
the only local pointer records accessed are those in the current
scope. In this technique, object bounds associated with local poin-
ters are stored in the corresponding procedure stacks. Local poin-
ters’ records are neither stored in the BRS nor in the violation de-
tection hardware. The space to store object bounds in a procedure
stack is created and deleted along with the procedure stack. All
writes and reads to the object bounds in a procedure stack are per-
formed using load and store instructions, inserted in the code dur-
ing compilation. The POA records for global and heap pointers
are maintained and accessed as in the base SafeProc. Transfers of
object bounds from global/heap pointers to local pointers are per-
formed by mfr instructions followed by dependent store instruc-
tions. This optimization reduces the access latencies for local
pointers (because no BRS search is required), reduces the number
of records, and hence the search latencies for all pointers in the
BRS, and reduces the memory overhead for each local pointer.

4 Experimental Results

4.1 Experimental Setup

We use a subset of the Olden benchmarks [7] to evaluate Safe-
Proc. These benchmarks are highly pointer intensive and have
been extensively used to evaluate software mechanisms for detect-
ing bounds violations [28, 34, 35]. We could not use more
benchmarks because the benchmarks are manually modified to
insert safety instructions. The benchmarks are then compiled with
a gce-based cross-compiler and executed on a modified SimpleS-
calar simulator [6] using a customized version of Portable ISA
(PISA). Table 2 shows the total number of pointers, and hence the
total number of POA records, created for the input sizes used for
the benchmarks. Table 2 also shows the maximum number of
concurrent pointers for which POA records are stored in the ex-
ecution of each benchmark. The processor parameters used in our
experiments are shown in Table 3.

Power Tree-add | Perimeter Health Bisort Mst
Total 232.9 262.1 18.9 71.7 433 12.8
MC 0.9 98.3 3.0 2.7 0.6 2.8

Table 2: Total/max concurrent (MC) pointers (in thousands)
4.2 Performance Results

We focus on the performance impact of memory violation de-
tection in SafeProc, compared to a base without detection. The
Olden benchmarks do not have any violations. Hence, we inserted
several array and pointer reference violations in these benchmarks,
similar to those observed in string libraries and SSH/HTTP serv-
ers. Our experiments showed that SafeProc detected all inserted
errors, without any false positives. We also compare SafeProc
with a software mechanism [22] to detect array and pointer refer-
ence violations. For this, we installed their compiler patch and
executed the compiled benchmarks on SimpleScalar.

Figure 4 presents the increase in execution time for detecting
the violations, with respect to the baseline. Larger values are writ-



ten beside the bars. The average performance impact of the soft-
ware approach is about 479%, while base SafeProc is about 93%,
and SafeProc with the two optimizations is less than 5%. Delayed
detection optimization performs better than the stack-based opti-
mization for all benchmarks, except power and bisort. All
benchmarks, except power and bisort, create a considerable num-
ber of heap objects, and hiding the latency of BRS searches by
delaying the violation detection is more effective than reducing the
BRS search latency through stack-based optimization of local
pointers.

Value
6 instructions
128 Int/128 FP; 1 cycle inter-subsys. Lat.
4 Int/2 FP instructions
32 Int/32 FP instructions
4K bimodal

Parameter
Fetch/Commit
Register File
Issue Width
Issue Queue Size
Branch Predictor

BTB Size 4K entries, 4-way assoc.

L1 Dcache 64-byte block, 32K, 2-way assoc.; 2 cycle lat.

L1 Icache 32K direct mapped; 2 cycle lat.

L2 cache 128-byte block, unified 512K, 8-way assoc.; 10 cycle lat.
Memory Latency 200 cycles first word, 2 cycle inter-word

ROB Size 192 instructions

Load/store buffer
Table 3: Configuration for the base processor

W Software Approach
2 SafeProc with Delayed Detection
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64 entries

O Base SafeProc
B SafeProc with Stack Opt.

90%
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Figure 4: Percentage Increase in Execution Time

Treeadd has the highest performance impact among all the
benchmarks because it utilizes a very large number of concurrent-
ly active pointers (refer to Table 2). We observed that the average
number of bins traversed, and hence the average read miss latency,
is low for all benchmarks, except treeadd. Treeadd also incurs a
large number of read misses.

Figure 5 shows the increase in the code size and in the number
of instructions executed for base SafeProc and for the software
approach. The average code size for SafeProc increases by only
about 1%. However, the number of additional instructions ex-
ecuted increases by an average of about 28%. The software ap-
proach, on the other hand, more than doubles the code size (133%
increase) and executes almost 8x the number of instructions as
compared to the base processor. Furthermore, the additional in-
structions are also executed only at commit, thus having minimal
impact on the execution bandwidth. SafeProc also does not signif-
icantly interfere with the application data in the L1 data cache,
especially for non-inclusive caches used in our experiments. The
application and safety instructions access the L1 and L2 cache,
concurrently and independently. Figure Sb shows the percentage
increase in L1 D-cache and L2 cache misses for the base SafeProc

and the software approach. Very similar cache miss rates were
observed for SafeProc with the two optimizations. Figure 5b
shows that SafeProc has significantly lower cache misses, even for
the L2 cache, than the software approach.

O SafeProc Code Size W Software Approach Code Size

O Software Approach Dynamic Insts Executed

3 SafeProc Dynamic Insts Executed
100%

Power TreeAdd  Perimeter Health Bisort Mst Average

E1L1 d-cache misses for SafeProc
O L2 cache misses for SafeProc

W L1 d-cache misses for Software Approach
L2 cache misses for Software Approach

184
551

i 247
ok

Mst TreeAdd

ded |

Average

Power Perimeter Health Bisort

Figure 5: Percentage Increase in Execution Time

We also increased the number of pointers, to an average of
about two million, in the benchmarks by increasing the input sizes.
As the pointer count increases, the number of pointers stored in the
BRS increases, resulting in higher read and write miss penalties.
We observed that SafeProc with the two optimizations combined
performed an average of about 9% worse than the base processor
for these pointers. These experiments use more (512) buckets
each for pointer and object addresses to limit the search time in the
BRS. Increasing buckets only expands the hash table in ExXSME.

5 Related Work

Static tools for reference violation detection review the pro-
gram code statically and may not be sufficient because they prove
correctness of only a fraction of array and pointer references [1, 5,
14, 16, 17, 33]. Dynamic tools detect errors at runtime. The fat-
pointer approach [4, 21] stores the object bounds along with the
pointers. However, this approach does not handle object dealloca-
tions efficiently because all pointers must be checked to determine
the ones pointing to a deallocated object, requiring traversing
through all structures in the application. Hardbound [37] proposes
architectural support to expedite the fat-pointer based approach.
The table-based approach [8, 18, 28, 32, 34] maintains a map of
pointers to objects in a separate table, thus handling object deallo-
cations efficiently by searching through the centralized database.
However, this approach incurs significant overhead due to misses
in the huge table. The table-based approach is closer in spirit to
our approach.



The third approach [15, 22, 30] stores only address ranges of
live objects in a global table. This approach finds the intended
object before every pointer arithmetic operation, and ensures that
the arithmetic does not cross object bounds. This approach also
incurs significant performance loss because of the software-based
lookup. This method cannot detect illegal references if deallocated
space is allocated to another object, i.e. the new object is illegally
accessed by a pointer legally pointing to the deallocated object.

Electric Fence [29] places inaccessible pages before and after
dynamically allocated objects that result in segmentation faults on
out-of-bound accesses. Other approaches, e.g. StackGuard [11],
specifically target detection of buffer overflows in stacks to pre-
vent overwrite of return addresses. There are techniques (e.g., [10,
12, 13, 31]) that use hardware support to specifically detect exter-
nal inputs being used as jump addresses or fetched as instructions.
These techniques taint external inputs, which propagate during
execution. However, these techniques only detect a small fraction
of the errors discussed in this paper. The authors in [3] developed
a tool that replaces memory violation detection operations with
custom instructions, executed on co-processors, for programs
compiled with CCured [28] for embedded processors.

6 Conclusions

Software mechanisms to automatically detect array and pointer
reference violations have high false positive or negative rates or
significant performance overhead, severely restricting their usabili-
ty. In this paper, we propose architectural support to dynamically
detect bounds violations, dangling pointers, and multiple deletions.
In this approach, the ISA is extended to include safety instructions
to convey compile-time information to the hardware, the processor
microarchitecture is extended to efficiently execute these instruc-
tions, and the compiler is extended to appropriately insert these
instructions during compilation. Overall, our approach handles a
large number of pointers with less than 5% performance impact.
In comparison, the software mechanism that we evaluated resulted
in about 480% performance impact.

7 References

[1] A. Aggarwal and K. Randall, “Related Field Analysis,” Proc. of Pro-
gramming Language Design and Implementation, 2001.

[2] Aleph One, “Smashing The Stack For Fun and Profit,” Phrack Volume
Seven, Issue Forty-Nine, July 2003.

[3] D.Arora, et al., “Architectural support for safe software execution on
embedded processors,” In Proc. If Int’l Conf. on Hardware/software co-
design and system synthesis, 2006.

[4] T. Austin, S. Breach, and G. Sohi, “Efficient Detection of All Pointer and
Array Access Errors,” Proc. Programming Language Design and Imple-
mentation (PLDI), 1994.

[S] R.Bodik, R. Gupta, and V. Sarkar, “ABCD: Eliminating Array Bounds
Checks on Demand,” Proc. of PLDI, 2000.

[6] D.Burger and T. M. Austin, “The SimpleScalar Tool Set, Version 2.0,”
Computer Arch. News. 1997.

[71 M. Carlisle, “Olden: Parallelizing Programs with Dynamic Data Struc-
tures on Distributed-Memory Machines,” PhD Thesis, Princeton Univer-
sity Department of Computer Science, June 1996.

[8] Checker. http://www.gnu.org/software/checker/checker.html

[9] W. Chen, “The VLSI Handbook,” 2.« Edition, CRC Press, 2007.

[10] J. Chow, et al., “Understanding data lifetime via whole system simula-
tion,” In Proc. of the USENIX Security Symp, 2004.

[11] C.Cowan, et al., “StackGuard: Automatic Adaptive Detection and Pre-
vention of Buffer-Overflow Attacks,” Proc. USENIX Security Conf.,
1998.

[12] J.R. Crandall and F. T. Chong, “Minos: Control data attack prevention
orthogonal to memory model,” In Proc. Micro, 2004.

[13] M. Dalton, et al., “Raksha: A flexible informatin flow architecture for
software security,” Proc. ISCA, 2007.

[14] D. Dhurjati, et al., “Memory safety without garbage collection for em-
bedded applications,” ACM Trans. on Embedded Computing Sys, Feb.
2005.

[15] D.Dhurjati and V. Adve, “Backwards-Compatible Array Bounds Check-
ing for C with Very Low Overhead,” Proc. Int’l Conf. on Software Engi-
neering (ICSE), 2006.

[16] N. Dor, M. Rodeh, and M. Sagiv, “CSSV: Towards a Realistic Tool for
Statically Detecting All Buffer Overflows in C,” Proc. PLDI, 2003.

[17] V. Ganapathy, et al., “Buffer overrun detection using linear programming
and static analysis,” Proc. ACM Conf. on Comp. and Comm. Sec., 2003.

[18] R. Hastings and B. Joyce, “Purify: Fast Detection of Memory Leaks and
Access Errors,” Proc. of the 1992 Winter Usenix Conference, 1992.

[19] G.J. Holzmann, “The Logic of Bugs,” In Proc. 10th ACM SIGSOFT
Symposium on Foundations of Software Engineering (FSE), 2002.

[20] iSec Security Research: Vulnerabilities 2004.
http://www.isec.pl/vulnerabilities04.html

[21] T.Jim, etal., “Cyclone: A Safe Dialect of C,” Proceedings of the USE-
NIX Annual Technical Conference, June 2002.

[22] R.Jones and P. Kelly, “Backwards-compatible bounds checking for
arrays and pointers in C programs,” Proc. of Int’l Workshop on Auto-
mated Debugging, May 1997.

[23] E. Larson, “Efficient Dynamic Detection of Input Related Software Er-
rors,” PhD Dissertation, University of Michigan, 2004.

[24] E.Marcus and H. Stern, “Blueprints for high availability,” John Willey
and Sons, 2000.

[25] MS TechNet Security,
http://www.microsoft.com/technet/Security/default.mspx

[26] MITRE Corporation. CAN-2004-0416. Common Vulnerabilities and
Exposures (CVE) (cve.mitre.org), 2004.

[27] National Institute of Standards and Technology (NIST), Department of
Commerce, “Software errors cost U.S. economy $59.5 billion annually,”
NIST News Release 2002-10, June 2002.

[28] G. Necula, et al., “CCured: Type-Safe Retrofitting of Legacy Code,”
Proc. of the Symposium on Principles of Programming Languages, 2002.

[29] B. Perens. Electric Fence.
http://sunsite.unc.edw/pub/Linux/devel/lang/c/ElectricFence.2.0.5.tar.gz

[30] O.Ruwase and M. Lam, ““A practical dynamic buffer overflow detector,”
Proc. of Network and Distributed System Security Symp., 2004.

[31] N. Vachharajani, et al., “RIFLE: An architectural framework for usercen-
tric information-flow security,” In Proc. Micro, 2004.

[32] Valgrind. http://valgrind.kde.org.

[33] Y. Xie, A. Chou, D. Engler, “ARCHER: Using Symbolic, Path-sensitive
Analysis to Detect Memory Access Errors,” Proc. of 11th International
Symposium on the Foundations of Software Engineering, Sep. 2003.

[34] W.Xu, et al., “An efficient and backwards-compatible transformation to
ensure memory safety of ¢ programs,” Proc. Symp. on Foundations of
Software Engineering, 2004.

[35] S. Yongand S. Horwitz, “Protecting C programs from attacks via invalid
pointer dereferences,” In Foundations of Software Engineering, 2003.

[36] http://www.mcafee.com/us/local content/white papers/
wp_ricochetbriefbuffer.pdf

[37]J. Devietti, et al. “Hardbound: Architectural Support for Spatial Safety of
the C Programming Language,” Proc. ASPLOS 2008.



	Main
	DATE09
	Front Matter
	Table of Contents
	Author Index



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




