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Abstract— Fault injection has become a very classical method to
determine the dependability of an integrated system with respect
to soft errors. Due to the huge number of possible error
configurations in complex circuits, a random selection of a subset
of potential errors is usual in practical experiments. The main
limitation of such a selection is the confidence in the outcomes
that is never quantified in the articles. This paper proposes an
approach to quantify both the error on the presented results and
the confidence on the presented interval. The computation of the
required number of faults to inject in order to achieve a given
confidence and error interval is also discussed. Experimental
results are shown and fully support the presented approach.
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L INTRODUCTION

Dependability analysis is a growing concern for integrated
circuit designers and manufacturers due to the increasing
sensitivity of the circuits manufactured with aggressive
technologies. Particle strikes or electromagnetic interferences
can induce spurious currents in the circuit core, resulting in
erroneous logical behaviors and potentially catastrophic
application failures [1]. The probability of such events has
become non negligible even at sea level due to alpha particles
and atmospheric neutrons and protons It is thus an increasing
concern in most applications. In addition to such natural
perturbations, deliberate fault-based attacks, using for example
a laser, can be mounted to hack critical data such as secret
cryptographic keys stored in circuits designed for security
applications [2]. No matter the physical origin of the fault, an
application failure results either from an erroneous value
directly induced on one circuit output, or from an erroneous
sequential behavior due to one or several incorrect bits in some
internal register(s). Such internal errors, occurring without
damaging the circuit, are called "soft errors".

The robustness of a given circuit with respect to
perturbations can be qualified by various means after
manufacturing (particle accelerators, alpha particle sources,
laser, etc.). However, it is mandatory to analyze the possible
consequences of soft errors during the design phase to avoid
discovering unacceptable behaviors only during qualification.

Fault injection has become a classical approach for design-
time dependability analysis. A fault injection campaign
consists in comparing the reference behavior of the circuit for a
given workload (i.e., the correct behavior validated by the
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designer) with the behavior obtained in presence of each fault
in a predetermined set. Many approaches have been developed
and the comparison can be based on simulations [3, 4, 5, 6, 7]
or emulation [8, 9, 10]. Even with fault pruning techniques [7]
and the acceleration obtained using emulation hardware, the
main limitation of fault injection is the impossibility to
completely analyze large circuits running complex workloads.
As a matter of fact, it is often impossible to inject in a
reasonable time all possible errors in all locations and at each
clock cycle. In consequence, most of the results published in
the literature are based on Statistical Fault Injection (SFI).
During a SFI campaign, only a subset of the possible errors is
injected. This subset is selected randomly with respect to the
injection target and with respect to the injection cycle. This
process allows a designer to tune the number of experiments
according to the time available for the evaluation. Most often,
the authors report that they have injected "a large number of
faults" that gives "a good confidence" in the results.
Unfortunately, neither this confidence nor the error on the
results is quantified.

Up to our knowledge, this paper is the first attempt to
propose a rigorous evaluation of the margin of error and
confidence interval for SFI campaigns, without assumptions
about the expected results. Also, the presented equations allow
a designer to compute the required number of experiments to
achieve given margin of error and confidence level. The focus
is on synchronous digital circuits. Experimental results on a
medium-size circuit and with a complex error model are
shown, supporting the proposed approach.

The statistical background is summarized in section 2 with
a sensitivity analysis of the various parameters. The
coprocessor used as case study is presented in section 3. The
experimental results are discussed in section 4. Some
comments on previous work are finally summarized in
section 5.

II.  STATISTICAL BACKGROUND

Sampling is used in many domains. We propose to apply to
fault injection the mathematical framework used in other fields
where sampling is necessary, for example surveys [11, 12]. In
this section, we will summarize the hypotheses and the formula
that can be used to compute either the sample size (i.e. the
number of faults to inject) or the confidence and error interval
on the results.



A. Hypotheses

It is assumed in the computations that the characteristics of
the population (in our case, all the possible soft errors at any
clock cycle) follow a normal distribution.

Each individual (i.e. a given error configuration at a given
cycle) in the initial population must have the same probability
to be selected in the sample. So a uniform distribution must be
used during the random sampling.

In fault injection, the initial population is always finite,
although the total number of individuals N can be huge. N
depends on the circuit (number of memory elements that can be
modified by the perturbations), on the error model (expected
multiplicity and distribution of the erroneous bits for a soft
error at a given time), and on the application (number of cycles
of the workload).

In practice, the population can be considered as infinitely
large if the sampling fraction is less than 5%. However, in what
follows, we will use the equations related to finite populations
(results would be the same in most cases assuming an infinite
population, with simplified equations, but this is a conservative
and more general approach).

In the initial population, sampling is done without
replacement. Otherwise, the population can be considered as
infinite but of course bias can be introduced if the same
individual is chosen several times in the sample.

Finally, the advantage in the case of fault injections (as
opposed to polls) is that the margin of error must only account
for random sampling error. There is no systematic error
induced by non-response, lies, and so on ...

B.  Number of Faults to Inject

With the previous hypotheses, the sample size n, or number
of faults to (randomly) select for injection, can be computed
with (1) with respect to:

- the initial population size N.

- the estimated proportion p of individuals in the population
having a given characteristic (e.g. the estimated probability
of faults resulting in a failure). This parameter defines the
standard error.

- the margin of error e. This is the error on the result Peval
obtained during the campaign using the sample. The exact
probability that individuals have the desired characteristic
should be in the interval [Peval — e ; Peval + e¢],
or [Peval — e*100 ; Peval + e*100] if Peval is given as a
percentage.

- the cut-off point (or critical value) t corresponding to the
confidence level. This level is the probability that the exact
value is actually within the error interval. A 90%, 95% or
99% confidence level is usually chosen (typically 95%).
The cut-off point is computed with respect to the Normal
distribution (quantile table).
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For a given sample size n and a given confidence level, the
margin of error can be conversely computed with (2).
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C. Sensitivity Analysis: p Parameter

The parameter p basically corresponds to an estimate of the
true value being searched (e.g. percentage of errors resulting in
a failure). Since this value is a priori unknown (but between 0
and 1), a conservative approach is to use the value that will
maximize the sample size. In other words, the sample size will
be chosen so that it will be sufficient to ensure the expected
margin of error with the expected confidence level, no matter
the actual value of the proportion. It has been demonstrated that
this is achieved for p=0.5; it is therefore sufficient to use this
value in all cases. If the expected proportion is very small or
very large, refining this estimate would lead to a reduced
sample size for a given margin of error but our goal is to avoid
any a priori assumption on the results.

D. Sensitivity Analysis: N Parameter

When N is large, its increase has little influence on the
sample size for a given margin of error and a given confidence.
This is illustrated by the curve in Figure 1. Such an asymptotic
behavior is very interesting since it means that the number of
fault injection experiments can remain reasonable when the
error multiplicity (or number of simultaneous erroneous bits)
increases over a given threshold value. Of course, the sample
has to be obtained uniformly from the total population of
possible errors up to the selected multiplicity.
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Figure 1. n as a function of N (p=0.5, margin of error equal to 5%, 90%
confidence level).

E. Sensitivity Analysis: e Parameter

The definition of the margin of error is probably the most
sensitive one. Reducing this margin quickly increases the
required sample size (example in Figure 2).
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Figure 2. nas a function of e (p=0.5, N=150,000, 90% confidence level).

F.  Sensitivity Analysis: t Parameter

Increasing the confidence level (and thus the t parameter)
has less impact on n than reducing e. This will be shown
hereafter on the example of the case study.

G. Practical Implementation

In order to correctly implement the approach, it is important
to ensure that the sampling process is minimally biased, so that
the sample is actually representative of the total population. As
far as we know, the Mersenne-Twister algorithm [13] is one
the most powerful to ensure the best uniform distribution. The
results presented hereafter have therefore been obtained using
samples selected with this algorithm.

III. CASE STUDY: A ROBUST AES COPROCESSOR

Experiments have been performed on several circuits to
confirm the validity of the approach. The most complex case
study was performed on a cryptographic coprocessor
performing AES computations with continuous on-line
detection of errors [14], assuming soft errors with unknown
multiplicity. The circuit complexity is around 13K equivalent
gates. Results presented in this paper are limited to this case
study but the other experiments have also confirmed the
validity of the proposed approach.

A.  Algorithm and Coprocessor Architecture

The AES algorithm [15] is a round-iterated cipher which
encrypts 128-bit input blocks with 128-, 192- or 256-bit keys.
All iterations are virtually identical and are made of four
operations: SubBytes, ShiftRows, MixColumns,
AddRoundKey. SubBytes is a nonlinear byte substitution. This
is the most complex operation of AES and ensures that a
significant nonlinearity is introduced during the encryption.
The elements implementing this function are referred to as S-
Boxes. They are often described as substitution tables,
synthesized as ROMs or multilevel combinatorial logic.
However, an algebraic definition also exists and can be used to
implement smaller and more power-efficient S-Boxes. The
structure can then be easily pipelined into two or three stages.
Figure 3 shows an inner pipeline stage made of three 4-bit
registers.

The pipeline registers can be a target for fault-based
attacks: the secret key can be easily found by computing few
faulty encryptions and comparing the correct and the faulty
results [17]. For this reason, several countermeasures have
been proposed in the literature. Some of them are based on
temporal redundancy: the same process is computed twice and
the results compared, in order to detect any transient fault. The
Double-Data-Rate technique [14] uses this approach in order to
detect transient faults during the computation. However, since
data must be processed and saved at each clock edge, the
number of registers within the design increases. In particular,
all the data registers are shadowed by another register of the
same size, but triggered by the opposite clock edge. For
instance, the 2-stage DDR implementation of the S-Box is
depicted in Figure 4.
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Figure 3. 2-stage pipelined implementation of AES S-Box in GF((2*)?) [16].
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Figure 4. 2-stage pipelined implementation of AES S-Box with DDR-based
on-line error detection.

B.  Campaign Specifications

The fault injection campaign used as a case study is one of
those aiming at evaluating the robustness of the DDR
implementation of the S-Box with respect to errors with large
multiplicity. In this campaign example, the injections were
performed on two 4-bit registers and their DDR counterpart.
This means that globally 16 bits were targeted. No assumption
was made about the attacker, leading to assume 65535 possible
error configurations. With the studied architecture, a single
block encryption with a 128-bit key involves loading the data
register during the first 4 clock cycles and then computing 10
round iterations: thus, a block can be encrypted or decrypted in
64 clock cycles. Almost every clock cycle of the computation
process was considered, except the first and last ones, not
meaningful for a successful attack. In consequence, the total
number of errors is N = 65,535%62 = 4,063,170 since we only
considered the case of attack durations inferior to 1 clock cycle.

A first campaign was performed, actually injecting all those
errors. The errors were classified in four classes: detected,



undetected, silent, or false positive. The undetected errors
correspond in fact to the cases where a register and its shadow
have exactly the same error. False positives are obtained when
the error detection is triggered but the encryption result is
correct. Errors are silent if they are not detected but have no
consequence on the application result.

Then, we computed the classification results from only a
subset of these experiments. As shown in Table 1, as few as
385 experiments should be sufficient to achieve a 5% margin
of error with a 95% confidence! This corresponds to only
0.009% of the possible errors. Increasing the confidence is not
very costly since a 99.8% confidence would require 955
experiments (0.024% of the possible errors). Reducing the
margin of error makes the sample size increase much more
rapidly, as previously discussed. For the comparisons presented
in this paper, we have performed the classification for ten
different samples generated for margins of error equal to 5%
and 1%, and confidence levels of 95% and 99%. The sample
sizes are therefore 384, 663, 9581 and 16519. The largest
samples correspond to only 4% of the possible errors.

TABLE L VALUE OF THE SAMPLE SIZE (N) WITH RESPECT TO THE
MARGIN OF ERROR E AND THE CONFIDENCE LEVEL (OR T PARAMETER) FOR
N=4,063,170 AND P=0.5.

t=1.96 t=2.5758 t=3.0902
(95% cont.) (99% cont.) (99.8% conf.)
e=5% 385 663 955
e=1% 9581 16519 23734
e=0.1% 776792 1177857 1503781

IV. RESULT ANALYSIS

The goal here is not to discuss the robustness of the AES
implementation, but the conclusions obtained with either a
complete fault injection campaign or a SFI campaign with the
four selected sample sizes.

A.  Full Campaign Results

The results of the complete fault injection campaign are
summarized in Table 2. These values correspond to the real
probability for one of the considered errors to be in one of the
four classes. They have been used as a reference in the other
experiments.

TABLE II. CLASSIFICATION OF ERROR EFFECTS AFTER A COMPLETE
FAULT INJECTION CAMPAIGN.
Class detected | undetected silent false pos.
Percentage 46.3 1.9 5.5 46.3

B.  SFI Campaign Results

The results obtained with the ten smallest samples (n=385)
are shown in Figure 5. In 38 cases out of 40, the real value is
within the error margin. This corresponds to the 95%
confidence level specified for this value of n. The two values
that are out of the error margin are identified in Figure 5:
percentage of detected faults for sample S2 and percentage of
false positives for sample S8. In the first case, the error margin
indicates a value between 46.9 and 56.9 while the correct value

is 46.3. In the second case, the error margin indicates a value
between 46.4 and 56.4 while the correct value is 46.3. In both
cases, the real value is therefore not so far from the error
interval.

In all the other cases, with either an increased confidence
level or a decreased margin of error, the real value was always
within the error interval for the four classes.
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Figure 5. Results and computed margins of error obtained for the four
classes with 10 different samples (n=385, N=4,063,170, p=0.5, e=5%, 95%
confidence). The horizontal lines show the real values, evaluated with the full
campaign and indicated in Table 2.



V. PREVIOUS WORK

As mentioned in the introduction, up to our knowledge no
paper has reported similar experiments or has discussed the
significance of a given number of injected faults without
assumptions about the results.

The discussion in [18] is limited to the cases in which the
studied property must hold for almost 100% of the injected
faults, and no comparison with exhaustive injections is made.

In [19], a formula is very briefly introduced to justify a
drastic reduction in the number of target flip-flops used during
the experiments (300 instead of 150,000). However, the
numerical applications in this paper do not match the
mentioned formula (that does not exactly correspond to the one
proposed here). Also, time sampling was done independently,
100 uniform sampling points being chosen without any
justification (it is mentioned it was "chosen somewhat
arbitrarily"). Nothing was said about the global margin of error
and the global confidence level, while 30,000 RTL simulations
were performed instead of the 150 trillion possible flips.
Finally, once again, no comparison with exhaustive injections
was provided.

Applying our formula to their specific case (with N=150
trillion) we find that 30,000 injections (i.e. an experimental
time reduced by 7 orders of magnitude) lead to a 0.57% margin
of error with 95% confidence level, or to a 0.1% margin of
error with t=0.3464, i.e. a 27% confidence level, or to a 1%
margin of error with t=3.4641, i.e. a confidence level of almost
100%. Depending on the exact goals of the experiment, a
smaller number of injection experiments may therefore have
been used with a reasonable margin of error and a reasonable
confidence level.

VI. CONCLUSION

This paper presents a rigorous approach to determine either
the sample size necessary during a SFI campaign, or the
margin of error with a given confidence level. The
experimental results show that it is possible to obtain very
precise results about the robustness of a circuit while injecting
only a very small portion of the possible errors. The
mathematics presented here are not new, but up to our
knowledge it is the first time such a study is reported in the
context of SFI. The impact is very strong since the approach
allows a designer to actually know the margin of error for a
given SFI campaign while restricting the experimental time to
the minimum. Two major limitations of current practice are
therefore addressed at the same time. As illustrated by the
presented case study, this controlled sampling process is
particularly important when errors with large multiplicity have
to be considered since the total number of potential errors
becomes rapidly huge. This process is also very important in
order to correctly quantify the robustness of large circuits
running complex workloads.
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