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Generative Al in the Hardware Design Flow:
From High-Level Synthesis to Security

INTRODUCTION: THE SILICON DESIGN CRISIS

The $100 Million Design Barrier

Modern chip development from specification to prototype LLMs asS the New Des.ign Catalyst
now requires 12 months and massive capital investment. » Generative Al offers the ability to decompose

The HumMan Expertise Bottleneck complex problems, suggest code and coordinate

: : various tools. Can it rescue hardware design?
Despite of the EDA tools, much of the hardware design and J
security validation process remains manual.

G2HLSC: BRIDGING THE SW-T0-HW GAP

Software to HLS Transformation: SPECIFICATION

C2HLSC enables LLMs to rewrite software
code (C/C++) into hardware-suitable
representations for HLS tools.

State of the Art Results:
We achieved 60-100% success rate with ARCHITECTURAL

CAN REASONING MODELS AID DSE?

Reasoning vs Instruction Tuning

Reasoning models have proved
effective at solving complex
problems. Can they aid Design
Space Exploration?

LLMs ILP Formulations
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Limited hardware related skills:
Models often get confused
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can perform one of the following tasks.
Minimize latency while keeping area as —> LLM

;' k\, \ close as possible to <target_area>

< The result of the last
action is: <result>
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@ Impact of Model Scale and Finetuning I WIARVEL: MULTI AGENT SECURITY VERIFICATION

- Qw —=— QwC —a— VR —— VT * DeepSeek 16B

Pyl RS W [ B S LLM Assisted Security Auditing

S A Simulation Agent
4 4

p—
o

Similar Bug Age

Supervisor Agent

Pass@1 (Baseline vs. Max Potential)

3 7 14 16 3 7 14 16
. Model Parameters (Billions) Mode.l Paramet.ers (Billions) Su pe rvisor explores the desig N a nd
Single Agents Contributions orchestrates the agents

VeriThoughts Verilog Eval v2
9% - 70.6% 1

o — & Single Agents Contributions

19 >

Linter

CWE-
Assertion-

SimilarBug-

Anomaly-

0
1
1
Simulator- 4
3
&

C-3 I
71.1% : - 39.8% : -
Best Prompt Fine-Tuned Best Prompt Fine-Tune
(Base Model) (Baseline) (Base Mode U N D E R R EVI Ew

CONGLUSION AND FUTURE DIRECTIONS

Future: Specification-Tuned Models

Training models to augment the hardware design
capabilities. Hardware constraints, timing concepts.

Future: Post Silicon Mitigation

Revisit patchable hardware concepts to take into
account possible model failures.

Foundation for modernizing Silicon Flows

While current models have limitations, well-designed
workflows make GenAl a viable assistantin hardware

development.




