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e |oT is rapidly expanding across smart homes, healthcare, and industrial systems. e Existing loT authentication schemes such as PKI and IBE introduce high
e Most loT devices are resource-constrained, limiting security capabillities. computational and storage overhead.
e As a result, loT systems are highly vulnerable to MITM, replay, and impersonation e Current PUF-based protocols:
attacks. o Rely on large CRP databases
e Authentication and key exchange are fundamental to ensuring secure communication o Lacks support for offline loT environments
In loT environments. o Limited focus on PUF reliability and noise handling in real deployments

Work 1: PUF-Assisted Public Key—based Authentication and Key-Exchange Protocol
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Work 2: Efficient PUF and Symmetric-Key—based Authentication and Key Exchange Protocol
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Work 3: Lightweight and Robust PUF based Authentication and Key-Exchange Protocol
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