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Abstract: This work investigates side-channel leakage in FPGA-based neural network accelerators, demonstrating that power variations can be exploited to
recover model architecture, inputs, and even outputs. We introduce novel attacks, including training-induced side-channel amplification, as well as
countermeasures such as side-channel-aware training and power-based model fingerprinting. Finally, we show that the same side-channel signals can be
repurposed for functional safety, enabling efficient concurrent detection of out-of-distribution inputs and hardware faults.

Side-Channels for Countermeasures
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Reverse-Engineering Attacks
Input Image/Audio Extraction [3,12]
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= Cross-device & weight-agnostic input recovery
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Key results:
» Reduces input reconstruction attack success by ~66%

Fingerprinting with Side-Channels [4]
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Folding Reverse-Engineering [2]
Naive attack
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Side-Channel Trojan Injection [6,8]
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= Sub-second fault detection with
negligible hardware overhead

= Reveals a significant vulnerability in FPGA-based DP-Secure FL
= Power consumption can be increased by up to 17.41%
= Causes 2.31% rise in inference time, 4.75% reduction in throughput

Side-Channels for Functional Safety Training-Induced Side-Channel Amplification
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