SAFARI Deeply Understanding and Efficiently Mitigating
o DRAM Read Disturbance via New Testing Infrastructure
ETHzurich  and Comprehensive Real-Chip Experimental Studies —_—

Personal Website
Ataberk Olgun
olgunataberk@gmail.com

Motivation

DRAM is a Key Component Memory Isolation DRAM Read Disturbance
Threatens Memory Isolation
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Sorvers Mobile Devices DRAM cells become increasingly

Safety-critical Memory isolation is difficult in modern memory chips

systems

more vulnerable to read disturbance

Core Contributions Broader Vision
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ABACuS DRAM Read DiSturbance Variable Read Disturbance New infrastructure to easily test real DRAM chips
[USENIX Sec’24] |[HPCA'25] enables timely understanding and discovery of

new read disturbance phenomena
and efficient & effective read disturbance mitigations
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Efficiently Mitigating Uncovering New ﬂ lead to
DRAM Read Disturbance Read Disturbance Phenomena Fundamentally secure, available, safe computing systems

1) DRAM Bender 2) HBM2 Read Disturbance

DRAM Bender DRAM Bender is Widely Available - HBM chips are extensively used
The first publicly-available DDR4/3 & HBM2 in important system infrastructures of today
Characterlzatlon lnfra Stru Cture Testing Infrastructure Pl’OtOCOl support FPGA Support ] ] ) ) . .
SoftMC [134] ODR3 One Profotype We provide the first detailed experimental characterization
* Flexible and Easy to Use Design Goals LiteX RowHammer Tester (LRT) [17] | DDR3/4, LPDDR4 | Two Prototypes of read disturbance in modern HBEM2 DRAM chips
e Source code available: Flexibility DRAM Bender (this work) DDR3/DDR4 Five Prototypes

*  Ability to test any DRAM operation Six Key Takeaway

* Ability to test any combination of DRAM operations

|, 2nd custom timing parameters Six out of the box FPGA-based prototypes ‘ Different 3D-stacked HBM2 channels
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«  Simple programming interface (C++) R - JR——— k. L S exhibit different RowHammer Vulnerablllty
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* Accessible to a wide range of users
who may lack experience in hardware design

Extensibility Two key implications for read disturbance attacks and mitigations

. : * Modular design L s A LR :
O github.com/CMU  Wlldafined rterfaces between hardware modules Bittware XUPVVH A read disturbance attack can use the most vulnerable
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(DDR4 & HBM2) HBM?2 channel to prepare for and perform the attack faster

A read disturbance mitigation can
allocate fewer resources for read-disturbance-resilient channels and
more efficiently prevent read disturbance bitflips

DRAM Bender enables many studies, ideas,
and methodologies in the design of future memory systems

3) Variable Read Disturbance 4) ABACuS
RDT underestimated Key Takeaway @ Key ObservatiOn

High overhead

Bittware XUPP3R (DDR4) AMD Alveo U200 (DDR4) AMD Alveo U50 (HBM?2)

The Read Disturbance Threshold (RDT) of a row Many workloads access the same row address in different banks at around the same time

4 Secure
changes randomly and unpredictably over time . .
(e.g., 20) . & y P y Modern physical > DRAM address mappings
$ RDT overestimated Spatial locality in memory accesses (e.g., [Pessl+, USENIX Security 2016 and Kaseridis+, MICRO 2011])
. . . C - . . e.g., essi—+, ecurity an aseriais—r,
: Ground truth Insecu;e Accurately identifying RDT is challenging o (e 0., [Smiths. ACM CSUR 1982])
_____ " RDT Low overhead . A program tends to access neighboring +  Place neighboring cache blocks

(e.g., 1,000)

Performance and
Energy Overhead

(e.g. 140’000) Variation in read disturbance threshold across 1000 measurements cache blocks at around the same time into different banks, but into the same row
can reach 3.5X and may not be bounded « e.g., a streaming access to an array « Leverage DRAM bank-level parallelism

for higher-throughput DRAM access

d T 13K - CV = 0.52
: ; | X ol V=105 VRD is affected by data pattern, @ Key Id ea
Configured RDT E 9K - temperature,
for the Mitigation Technique o 7K 3.5X aggressor rlOW on time  There are many (e.g., 16) banks in a DRAM chip
zi Comprehensive RDT profiling - Newer DRAM standards (DDR5) have more (32) banks
Prior works assume that the ground truth T i< time-intensive - # of activation counters linearly increases with # of banks

Read Disturbance Threshold (RDT) can be identified . . R

(2 Measurement Number « Rows with the same address have similar activation counts

« Have one counter for all rows with the same address
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Number of Simultaneously Tested Banks Number of Measurements (N) At very low RowHammer thresholds (e.g., 125), ABACuS:

Comprehensive RDT testing can take tens of hours A Iarge guardband does not guarantee that * Induces small system performance (1.5%) and DRAM energy (1.2%) overhead

the minimum RDT is alwavs identified « Qutperforms the state-of-the-art mitigations Hydra, REGA, and PARA
(only 1000 measurements, one data pattern, y except the highly area costly Graphene

one temperature level, one aggressor row on time) Using guardbands alone is likely not effective « Induces 22.7X smaller chip area than Graphene
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