
Side-channel attack (SCA):
• Exploit side-channel leakages in implementation
• Most common: Instantaneous power consumption
• Countermeasure: Randomness!

Fault Injection attack (FIA):
• Actively introducing faults into the system
• Clock glitch, laser injection
• Countermeasure: Redundancy!

But software countermeasures usually bring huge overhead

Architectural Defenses：
• Customized hardware extension
• Instruction Set Extension
Key contributions:
1. Masking Extension (Data Randomization)

1) Field Multiplier as cornerstone
2) IPM Multiplication Gadget
3) IPM-FD Gadget enabling concurrent SCA and FA resistance

2. Shuffling Extension (Instruction Randomization)
1) Run-time configurable permutation engine
2) Memory offset replacement on-the-fly

3. Orthogonal protections (Combined Countermeasures)
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Direct leakage of Intermediate and 
sensitive values

Implementation flow:
Software Bottleneck → Hardware Extension and RISC-V IntegraƟon → FuncƟonality and Security VerificaƟon on FPGA

Background and Introduction

1. Field Multiplier

• Lowest level bottleneck
• From singular to SIMD-like vectorization
• Up-to 24x times faster

2. IPM Multiplication Gadget
• Domain Oriented Masking (DOM)-like multiplication
• 2 first-order optimization
• 1 higher-order generalization
• Up-to 33x times faster
• TVLA shows no leakage

3. IPM-FD Gadget
• Rely heavily on IPM operations and field multipliers
• Multi-cycle instructions and pipeline stall
• Up-to 16x times speed up factor
• TVLA shows no leakage

Masking Extension
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1. Run-time Configurable permutation engine
• Distributed memory to reduce hardware resources
• Knuth-permutation
• Ping-pong dual memory
• Replace array offset with
permutation output
• Integrated in ID stage

2. Permutation Reconstruction for larger sizes

3. Combined Countermeasure
• Combining masking and shuffling
• Take-away: Shuffling as a very cheap countermeasure to

provide extra security

Shuffling Extension
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Instructions

• Reuse Shuffling Machine
• Reconstruction of

𝑛 = 𝑛ଵெ஺௑ × 𝑛ଶெ஺௑

• Suitable for Post-Quantum 
Cryptographic algorithms 
with large loop size


