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This Ph.D. research investigates how modern Al systems, particularly domain-specialized agentic systems NYU CTF Bench contains 200 validated challenges from a total of 528 challenges created for NYU’'s CSAW
and large language models, can be designed, evaluated, and deployed across diverse domains. In CTFs over the last decade. Challenges span common the CTF categories: crypto, forensics, pwn, reverse, web,
cybersecurity, we construct open benchmarks and develop multi-agent solving frameworks that enable and misc. Such categoriezed challenge variety permits for a comprehensive evaluation of agents’ capabilities

autonomous CTF challenge solving with progressively improved performance. In Al-aided EDA, we study data across different security disciplines.
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Large Language Models have achieved impressive results in Verilog code generation, yet data contamination,
where benchmark data leaks into training datasets, threatens evaluation validity. This work presents the first
systematic contamination analysis of hardware coding benchmarks VerilogEval and RTLLM across
commercial and open-source LLMs, and explores mitigation strategies that reduce contamination while
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