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Motivation & Goal

Motivation:

loT devices in smart homes, cyber-physical systems, and edge deployments
enlarge the attack surface.

>

» Conventional intrusion detection systems (IDSs) are often designed for

server-class platforms and are too heavy for constrained loT devices.

» Pure cloud offloading introduces latency and privacy concerns, while pure

on-device deployment must respect tight CPU and memory budgets.

Research goal:

» Jointly optimize signal representation, model complexity, and runtime
mapping for deployable loT intrusion detection.

Key message:
» Lightweight loT IDS benefits from algorithm-architecture co-design.
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» Core thesis theme: algorithm—architecture co-design for deployable loT
intrusion detection
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Prototype A: Flow-Based IDS on FPGA SoC [1]

Gateway-side deployment

» Traffic is mirrored at the loT gateway and aggregated into per-flow records.
» An ensemble feature selection technique reduces 15 candidate features to 3.
» A compact Random Forest is quantized and mapped to a PYNQ-/2 SoC.
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Figure 1: Flow-based gateway IDS prototype on FPGA SoC.
Comparison against Software SOTA

Method

Software SOTA
Flow-based IDS [1]

Key point

Platform Acc. F1 Latency

ARM Cortex-A9 99.14% 99.10% 145.24 ms
PYNQ-Z2 00.14% 99.10% 1.07 ms

» Same detection quality, much lower inference latency via FPGA acceleration

Prototype B: Power-Traced IDS on Raspberry Pi [2]

Endpoint-side deployment

» A low-cost current sensor samples device power traces at 100-500 Hz.

» Sliding windows are transformed into statistical, time-domain, and
frequency-domain features.

» A lightweight XGBoost model is exported to ONNX and optimized for
Raspberry Pi 3B+
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Figure 2: Power side-channel IDS prototype on Raspberry Pi 3B+.

Comparison against representative SOTA FlowGuard

Method Platform Freq. Cores TPR FPR Latency

FlowGuard [Jia+, loTJ20] Intel i7 PC 2.2GHz 12 99.31% 4.89% 4.75 ms
Power-traced IDS [2] RPI 3B+ 1.4GHz 4 100.00% 1.72% 25.54 ms

Key point
» Competitive detection on a much smaller and lower-cost edge platform

Conclusion and Future Work

Summary

» This PhD work studies algorithm /architecture co-design for lightweight
intrusion detection on loT edge platforms.

» Two edge-side prototypes demonstrate the feasibility of this idea across
heterogeneous substrates:

1) a flow-based gateway IDS on FPGA SoC, and
2) a power side-channel endpoint IDS on Raspberry Pi.

» Together, they show that deployable IDS requires joint consideration of
feature representation, model complexity, and runtime constraints.

Future direction
» Generalize the co-design pipeline to broader attack scenarios

» Extend to more devices, platforms, and sensing conditions

Takeaway T he goal is not only high detection accuracy, but also practical

deployability on real loT edge platforms.
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