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Motivation:
• Execution of lattice-based algorithms involves large-degree polynomial multiplication,  hash 

operations etc. that makes the software implementation slower. 
• Need for efficient, lightweight, and low-latency polynomial multiplication unit using NTT. 
• As the transition to post-quantum cryptography accelerates, the growing reliance on hybrid 

cryptosystems also raises the risk of backdoor insertion.
• To ensure post-quantum cryptographic algorithms remain secure in real-world deployments, 

it is essential to analyze and mitigate side-channel vulnerabilities that could leak sensitive 
information despite strong theoretical security.
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• Designing lightweight hardware accelerator for 
PQC algorithms.

• Designing low-latency hardware accelerator for 
lattice based PQC algorithms.

• Analyzing possible backdoors on lattice-based PQC.
• Side-channel analysis on NTT/INVNTT/PWM of  

CRYSTALS-Kyber and CRYSTALS-Dilithium.

Challenges:

Shared multipliers/adder/subtractor. Unified BFU that performs NTT/NTT−1/PWM 
for ML-KEM/ML-DSA. Lightweight Control unit and pipelined memory access for 
radix-2. The state-of-the-art work consumed 3487 LUTs, 4 DSPs, achieving an ADP-
LUT of 6612. In contrast, our NTTCore took 2893 LUTs, 4.5 BRAMs with 4 DSPs with 
a frequency of 342 MHz, achieving an ADP-LUT of 3662.

Proposed stealthy 
backdoor for Kyber, 
utilizing the error. 

• Kyber uses the secret key in the decapsulation phase by 
executing (v − sTu), where v and u are the ciphertext vector 
and s is the secret vector.

• We have performed a chosen ciphertext attack on the 
hardware implementation of the Kyber.

• For the collection of power traces, we have used 
ChipWhisperer CW305 with ChipWhisperer Lite. 

TVLA of PWM Kyber

Our chosen ciphertext attack is able to recover one polynomial of the secret key for 
Kyber in (10k * (256/d)) number of traces, where d is the pipeline depth of the design.

Ongoing Works:

• BRAM-free/ Multiplieress Radix-4 
NTT Multiplication Unit (In 
submission).

• More efficient side-channel attacks 
and countermeasures on ML-KEM/ 
ML-DSA.

• Hardware acceleration of Isogeny-
based cryptography.

• Low-latency hardware accelerator 
for ML-KEM/ML-DSA.

Correlation Power Attack
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