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Abstract—NIST has released a set of post-quantum cryp-
tography (PQC) standards that address the threat posed by
the emergence of quantum computing. The standard includes
a modular lattice-based key exchange mechanism (ML-KEM)
based on the CRYSTALS-Kyber algorithm. Recent work has
shown that Kyber is susceptible to electromagnetic (EM) and
power side-channel attacks. A full understanding of the side-
channel vulnerabilities in Kyber is of paramount importance for
next-generation communication and computing infrastructures.

In this study, we target a previously unexplored section of
the Kyber algorithm and implement a chosen ciphertext side-
channel attack. We focus our attack on the Barrett reduction
operation in the decapsulation algorithm. Compared to previous
attacks on Barrett reduction, which targeted variables after
the Inverse-Number Theoretic Transform (INTT), we focus on
Barrett reduction on NTT variables, allowing for more general
chosen ciphertexts that can evade input sanity checking. We
design a scheme that requires only a set of 12 ciphertexts and side-
channel EM traces of the corresponding decapsulation processes,
which can reveal distinct leakages under different key values.
The secret key is retrieved by pattern matching of the EM
leakages. We develop an algorithm that utilizes an SMT solver
to automatically select a set of ciphertexts. We implement Kyber
on an ARM Cortex M4-based microcontroller and launch this
new EM side-channel attack. Our results show that the attack
achieves a success rate of over 95% in recovering the secret key
value.

Index Terms—Hardware Security, Power/EM Side-Channel,
Post Quantum Cryptography, ML-KEM, CRYSTAL-Kyber, Cho-
sen Ciphertext Attack

I. INTRODUCTION

As quantum computing moves forward towards commercial
adoption, it poses a serious threat to current cryptographic
algorithms, demanding alternative post-quantum cryptography
(PQC) algorithms. Key encapsulation mechanisms (KEMs)
establish shared keys between two parties, facilitating follow-
on secure communications, which are integral to the security
of computer networks (e.g., in the transport layer of security
protocols), Internet-of-Things (IoTs), and industrial control
systems [1]. Many nations are migrating their cryptographic
libraries to utilize PQC, upgrading cryptographic protocols on
numerous devices [2]. Ensuring secure standards of commu-
nication is of paramount importance to both personal privacy
and national security.

The National Institute of Standards and Technology (NIST)
has released a set of Federal Information Processing Standards
(FIPS) for PQC after several years of evaluation. FIPS 203
defines the module-lattice-based key encapsulation mechanism
(ML-KEM), based on the CRYSTALS-Kyber algorithm, fea-
turing Learning-With-Errors (LWE) and lattice-based modular
operations to ensure that it can withstand attacks by quantum
computing [3].

Recent work evaluating side-channels of ML-KEM has
reported vulnerabilities in salient operations of lattice-based
cryptographic schemes, including message encoding, decod-
ing, packing, multiplication, and reduction [4]. This work finds
a new leakage point in the reduction operation of the Kyber
decapsulation phase. The main advantage of our side-channel
attack scheme over prior work is that it will bypass the re-
jection of specific inputs (ciphertexts) with chosen ciphertexts
that are more similar to those produced by the algorithm.

A. Main Contribution

In this study, we analyze Kyber’s susceptibility to electro-
magnetic (EM) side-channel attacks and make the following
contributions.

o We target a previously untouched section of the decap-
sulation algorithm, identifying a new EM-based side-
channel attack to retrieve the secret key.

e We devise an efficient side-channel attack that only
requires 12 chosen ciphertexts and EM side-channel
traces, and design an algorithm to define the necessary
conditions for the chosen ciphertexts.

o We formulate the search for appropriate ciphertexts as
a satisfiability problem and employ an SMT solver to
automatically find them.

o We evaluate our attack on an ARM Cortex-M4 microcon-
troller in accordance with NIST recommendations. We
demonstrate that the attack is effective in recovering the
secret key with over 95% accuracy.

II. BACKGROUND
A. Kyber Decapsulation

Kyber is composed of three procedures: key pair (pub-
lic/private key) generation, encapsulation, and decapsulation.
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For encapsulation, the sender encrypts a message with the
receiver’s public key and sends the ciphertext to the in-
tended recipient. The encapsulation procedure then generates
a shared symmetric encryption key based on the message. For
decapsulation, the receiver uses the private key to decrypt
the ciphertext, obtaining the message, and then re-encrypts
the message into ciphertext. The re-encrypted ciphertext is
verified with the original input. Only if the verification passes,
the receiver generates the common shared key based on the
message. If any third party can recover or steal the private
key from the decapsulation process, they can impersonate the
authenticated sender or receiver and interject or intercept the
communications. Kyber has multiple security modes. In this
paper we focus on Kyber-512.

Both the secret key (denoted as sk) and the public key
(pk) are vectors of polynomials. The public key has two
components, (A, t): t = A -sk+e, where e is a random error.
Ciphertext output produced by the encryption is also a vector
of polynomials: (u,v) : u = ATr +e;,v = tTr + ey + m.
Note here m is the message, and e;, ez, and 7 are all
vectors of random numbers. Decryption in the decapsulation
procedure is done with the private key to recover the message:
m = v—sk” u, where the two vectors, sk’ = (skq, sk1)” and
u = (up,u1), each consists of two polynomials, and the vector
multiplication is done by two polynomial multiplications:
skTu = (sko * up + sky * uy).

Polynomial multiplication is the convolution of the coeffi-
cients of the two polynomials. To speed up the convolution, the
Number Theoretic Transform (NTT) is applied to the polyno-
mials and the multiplication can be accomplished by element-
wise multiplications (for Kyber-512 mode, 256 elements), each
producing a coefficient, mp;; = NTT(sk;); * NTT(u;);,
j €1[0,1], ¢ € [0,256). Each coefficient of the addition result,
T; = mpo,; +mp1,;, will then go through a Barrett reduction.

B. Barrett Reduction

As a modular cryptographic algorithm, Kyber uses the
Barrett and the Montgomery schemes for computing the mod-
ular reduction of values in intermediate stages. Algorithm 1
describes the steps in the Barrett reduction, where an interme-
diate variable, y, conditionally takes on three values (Q,—Q,
zero) depending on the input value x, shown in Line 3. In
Kyber-512, @ is 3329. When represented in a 16-bit signed
two’s complement integer, —() has a Hamming weight (HW)
of 13. The HW difference between the three y values can be
detected through EM emanations.

This project exploits the vulnerability that arises from the
Barrett reduction in Kyber decapsulation and analyzes its side-
channel EM leakage to recover the private key. We carefully
select the input ciphertext (ug and uq) for Kyber decapsulation
so that this intermediate variable y only takes on values —@Q)
(high) or zero (low). With those ciphertext inputs, the side-
channel leakage at a specific time point that corresponds to the
operation in Line 3 would display a large difference between
a run that produces a high y value (—@)) and another run with
a low y value (zero). We define HW (y), dependent on the

Algorithm 1 Barrett Reduction
Input: = (a coefficient of polynomial output from Mont-
gomery reduction, the value is in range [-3328, 3328])

Output: x mod @ (Q is a constant, 3329)
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ciphertext input and secret key sk, as the side-channel select
function, f.

C. Number Theoretic Transform

The Number Theoretic Transform (NTT) is a method used
to significantly increase the speed of polynomial multiplica-
tions [5], [6]. NTT works by transforming a polynomial in a
manner similar to a Fourier Transform. The version of Kyber
implemented in this project utilizes the Cooley-Tukey method
of NTT which calculates the NTT in stages, with the last step
computed by a convolution of coefficient pairs.

D. Related Work

Prior work has investigated various side-channel vulnera-
bilities of Kyber, including EM/power consumptions [7]-[14],
timing [15], and fault injections [4]. EM/power side-channels
on Kyber decapsulation show significant vulnerability in the
Fujisaki-Okamoto (FO) transform [9], as well as the NTT
algorithm [10]-[12], hashing algorithms [9], and Barrett re-
duction [13], [14].

One effective technique in EM/power side-channel attacks
on Kyber is choosing a selection function for which the output
has a large difference in HW for each secret key input. The
prior attacks deliberately choose select functions that can
highlight these large HW differences. They also target the
locations where the variables involved are transformed by
INTT [13], [14]. Sim et al. [13] target the Barrett reduction
operation performed at the end of decapsulation. While their
attack showed potential, their methodology requires highly
manipulated and unnatural chosen ciphertexts, which would
be easily caught by abnormal input detection. The chosen
ciphertext only sets one coefficient, i.e., the first coefficient
of wug, non-zero; while all other coefficients of the three
polynomials (ug, u;, v) are set O (the total number is 256*3
-1), as shown in Table I. Xu et al. [14] used a similar method
to attack the Montgomery reduction operation in the INTT
function. Their attack also requires the chosen ciphertexts to be
highly specialized, allowing for only one non-zero coefficient.

Our work draws from previous studies to find a new instance
of Barrett reduction, one which has not been targeted for
EM/power side-channel analysis, at the end of Montgomery
multiplication. Here the chosen ciphertexts (CCs) used are
more flexible and closer to a normally generated ciphertext,
which would evade the abnormal input detection. In our
attack, v can be any value, and NTT (ug) or NTT(u;) have
alternating non-zero coefficients, occupying a much larger



input space. Furthermore, we have developed an algorithm to
reduce the search complexity for finding the set of ciphertexts.
In Table I we compare our work with the two prior attacks.

TABLE I
COMPARISON OF OUR WORK TO PREVIOUS STUDY
Work [13] [14] This Work
Side-channel modality Power | Power EM
Operand INTT | INTT NTT
Ciphertext coefficients (non-zero:zero) 1:767 1:767 384 : 384
Number of chosen ciphertexts 3 4 12

III. ATTACK APPROACH
A. Attack Overview

We adopt a chosen ciphertext attack model, where the
attacker can send an arbitrary ciphertext to a receiver device
for it to decapsulate using ML-KEM, and also monitor the EM
emanation trace of the decapsulation process. The attacker may
run this process multiple times with different ciphertext inputs
to obtain a set of EM traces. Once the point-of-interest (POI)
on the EM trace is identified, which corresponds to the select
function operation, a single side-channel value is extracted
from each EM trace for the follow-on side-channel analysis.
A side-channel EM analysis is performed over the dataset to
recover the secret key of Kyber.

B. Characteristics of the Chosen Ciphertexts

As the secret key sk is a vector of two polynomials, we
target retrieving the polynomials one by one. Take skq as an
example, the ciphertext should be set in a way to interact
with sky specifically, i.e., v can be any value, uy and w; are
controlled, where u; = 0 with all of the 256 coefficients being
0. The vector multiplication (skTu) therefore reduces to a
single polynomial multiplication skg * ug.

With NTT(sko) and NTT(ug), the polynomial multipli-
cation becomes a pairwise convolution of values, where every
time two coefficients of the resulting polynomial are produced
involving two secret key coefficients:

ro; = NTT(sko)a; - NTT(ug)a;
+ NTT(sko)2i+1 - NTT(ug)2i41 - ¢ (1
roi+1 = NTT(sko)2i - NTT(uo)2i+1
+ NTT(skg )i+ 1 - NTT(ug)2; 2

To further reduce the computational complexity, we generate
the ciphertext such that all the odd coefficients, NTT (ug)2i+1,
are set to 0, thereby ensuring the each secret coefficient
only interacts with one non-zero ciphertext coefficient in the
computation shown in Eq. (1) (2). The ciphertext can be
retrieved by creating a polynomial with this pattern and then
inverting the NTT. The specific requirements for the non-
zero values are discussed in the next section. In a single
EM trace with such conforming ciphertext input, there will
be 256 leakage points, each corresponding to a single output
coefficient which depends on one secret key coefficient. By

using the same set of EM traces, but changing the leakage
point for analysis, the 256 coefficients of sk( can be retrieved
independently. This process can be repeated to retrieve sk by
setting the ciphertext inputs accordingly.

Our way of choosing appropriate ciphertexts is much less
rigid and limited than the approach required in the prior
work [13], [14], as shown in Table I. While our work allows
for 384 of the chosen ciphertext coefficients to be set to non-
zero values, previous works required that the input contains
only one non-zero value.

C. Chosen Ciphertext Side-channel Attack

In the prior work on a side-channel power attack focused
on Barrett reduction [13], the operation targeted occurs after
INTT and therefore the secret key coefficients are in the range
of [-3,3]. With a total of only 7 possible values for one
coefficient, they need to find a minimum set of 3 ciphertexts,
so that the predicted sequence of power leakages for the
ciphertexts under a specific secret key value will be a 3-
bit encoding. For example, for secret key coefficient -3, the
predicted power sequence would be [0, O , O]; while for
coefficient 3, the sequence would be [1, 1, 0]. In general, the
minimum number of chosen ciphertexts needed to differentiate
any n possible secret key coefficient values is logs(n).

In our attack, the Barrett reduction operation we target
occurs before the INTT, and the secret key is in NTT form,
with each coefficient taking a value in the range of [0, 3329)
for Kyber-512. Therefore, at least 12 chosen ciphertexts are
needed to distinguish the secret key coefficient. Table II shows
how an attacker cant use a set of 12 chosen ciphertexts
(ccl, - -+, ccl2) to differentiate between 3329 different secret-
key values, where each row (for a specific value of the secret
key coefficient) represents an encoding for the predicted EM
sequence, with one side-channel leakage value taken from
one EM trace. However, the search space for the set of 12
ciphertext values is exponential (3329'2, in the order of 10%2),
finding a suitable set of ciphertexts by exhaustive search
is infeasible. We devise an effective algorithm to set the
conditions for ciphertext inputs and automatically find them
for our side-channel attacks.

Note that finding the set of chosen ciphertexts is a one-time
effort that takes place in the offline phase of the attack. It does
not require side-channel measurements and only relies on the
select function we choose. With the set of chosen ciphertext, a
corresponding side-channel pattern table, shown in Table II, is
generated. During the on-line phase of victim device interac-
tion, we only need to run the Kyber decapsulation with the set
of 12 chosen ciphertexts and collect their corresponding EM
traces. One EM value is taken from one trace, and a vector
of 12 EM values is obtained and binarized with a threshold
applied (higher EM value becomes 1 and lower EM value
becomes 0). A pattern matching process is applied to the vector
using the pattern table. The secret key coefficient will be found
from the matching row.



TABLE 11
POTENTIAL EM LEAKAGE VALUES FOR DIFFERENT SECRET KEY COEFFICIENTS (SK1-SK3329) ACROSS 12 CHOSEN CIPHERTEXTS (CCS).

Chosen Ciphertext | CCT CC2  CC3  CC4 OG5 CC6 CC7 CC8  CC9 CCi0 CCIT CCI2
SKI 0 0 00 0 I 0 0 0 0
SK2 1 1 ! 1 1 1 ! 1 1 1 0 0
SK3 0 1 | 1 1 1 1 1 1 1 0 0
SK3329 0 0 0 0o 0 0 0 0 0 1 ! |

IV. SMT SOLVER-BASED ALGORITHM

Algorithm 2 Finding the Ciphertext for One Column

Input: A: the group size for the column (A is initially two
times of the group size of the previous column. A of the
first column is 2)

Output: CC: the ciphertext found for the column; I: the
column pattern values; Group size B.

1: Choose the select function f, over the ciphertext coeffi-
cient (cc) and the secret key coefficient (sk), that gives
one-bit EM prediction

2: Set initial pattern for the column: I, with repeated groups
of alternating Os and 1s, and the last group partial
(3329 mod A)

3: Sec  {f(cc-sk) | sk=0,1,2,...,3328}

4: Set tolerance € = 0

5: while € < 12 do

6: B+ A

7. while B > A/2 do

8: cc = Z3(S¢e, 1, €) {//run the SAT solver to find cc
that makes S.. mostly match I except for e bits
(essentially I has number of e bit flips: 0—1 and
1—-0}

9: if cc then

10: Validate by checking for all the columns so far, in

every group of B rows, the vectors are distinct
11: Return cc

12: else

13: B+ B-2

14: Re-populate I with the new group size B
15: end if

16:  end while
17: €€+ 2
18: end while

As a brute-force approach is computationally infeasible for
finding the set of chosen ciphertexts, we design an algorithm
to iteratively create a pattern table in a divide-and-conquer
fashion and then automatically find suitable ciphertexts with a
SAT solver. The key idea is to populate the table column by
column with specific patterns, starting from the leftmost one.

For each column, the pattern setting processes begins with
a group size. The pattern is alternating repeated 0’s (half of
the group) and 1’s. The group size for the first column is 2.
From the second column on, the group size is double that
of the previous column. Algorithm 2 summarizes our process

for finding the ciphertext for each column and determining
the pattern for each column. The column is initialized with
a pattern (/) with group size A, where the first half of each
group is all 0’s, followed by the rest all 1’s. All the possible
secret values ([0,3329)) are plugged into the select function
(f, over cc and sk) for producing a vector of bits S, (Line 3).
We then run the SMT solver Z3 [16] to find the ciphertext
(cc) that yields S.. matching I. However, if the SMT solver
does not return a valid ciphertext, we need to relax the column
matching in two ways. First, we reduce the group size by 2,
and repopulate the column pattern / with the new groups. This
is done in the inner while loop (Lines 7 to 16) until the group
size decreases to the previous column group size. If there is
still no valid ciphertext, the second relaxation is to adjust the
matching tolerance. Instead of an exact match between the two
vectors, we allow up to e bits of mismatch as shown in the
outer while loop (Lines 5 - 18). This is essentially adjusting
the column pattern in some groups, where instead of a half
group of 0’s followed by a half group of 1’s, the bit values
are redistributed in the group, though still balanced.

For the Z3 SMT solver (applied in Line 8), the ciphertext
(cc) is represented as a Boolean variable. For Kyber512, each
coefficient of the ciphertext polynomials is 12-bit. The column
pattern [ is used as constraints. The SMT solver searches for
a suitable ciphertext that makes the sequence of predicted EM
leakages match the column pattern I, with some mismatches ¢
allowed. The resulting ciphertext will be validated (Line 10).

The complexity of our algorithm for finding all the cipher-
texts is O(n - log2(n)), where n = 3329, much more efficient
and attainable than the exhaustive search of O(n'°92(")). Our
empirical results show that we need to adjust the column group
size with relaxations starting from column 5.

V. EXPERIMENTS AND RESULTS

We implement the proposed attack in a real-world setting
and evaluate its effectiveness. Next, we describe our experi-
mental setup and present our results.

A. Experimental Setup

Hardware: To test our attack, experiments were carried out
on an STM32F417 Pinata board. This board includes an ARM
Cortex-m4 processor, which runs at 168 MHz [17], and uses
1 MB FLASH memory and 196 KB SRAM.

Software: The code base used for the experiments is from
the reference code found on the official NIST website for PQC.
We also used the codebase produced in the PQClean library.
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Fig. 1. Top: Oscilloscope used for trace collection. Bottom: The test board
analyzed, connected to probes for EM collection and triggering.

Data Collection: Our evaluation platform is shown in
Fig. 1. We use a Teledyne LeCroy WaveRunner 640Zi os-
cilloscope for EM trace collection. The oscilloscope collects
voltage data from an EM probe placed on the microcontroller.

B. Chosen Ciphertext Side-channel Attack Implementation

Side-channel Leakage: We first identify the POI in the EM
traces. We use Welch’s T-test [18] to compare two groups of
EM traces. The T-test plot, shown in Fig. 2, shows the point-
to-point level of difference between the two sets of traces.
These sets were predicted by the algorithm to produce ‘high’
or ‘low” EM leakage. A T-value higher than 4.5 is deemed
statistically differentiable. We find that the waveform index
615 corresponds to the select function, which yields a high T-
value (15.9) and a low P-value (9.58¢73Y). We extract the EM
value at this time point for the follow-on side-channel attack.

Profiling: Side-channel EM leakages must be categorized
as either ‘high’ or ‘low’, based on a threshold. To this end,
we collect EM traces of the decapsulation process with all
possible ciphertexts (enumerating the coefficient values) and
a known secret key. These ciphertexts are categorized by
their algorithmically predicted HW from the select function.
Note the input space for the select function (possible values
for ciphertext coefficients) is over NTT' (ug); € [0,3329) to
ensure the full range of inputs was covered. Originally, 1000
traces were collected for each ciphertext to improve the side-
channel signal-to-noise ratio (SNR) through averaging.

Filtering: While averaging is an effective method for side-
channel noise reduction, it requires collecting EM traces for
repeated runs of the decapsulation process under a ciphertext,
which would require significant execution overhead. Also, the
environmental noise (due to heat, vibration, or nearby devices)
will come into play if the data collection takes too long.
We devise a pre-processing method to reduce the number of
repetitions. The parameters of the filter and associated SNR
improvements are discussed in the following section.
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Fig. 2. T-Test of EM traces showing strong leakage at index 615

2.0 7 s Low

High

0.004 0.006 0.008 0.010 0.012 0.014 o0.016
EM Leakage Value (mV)

Frequency
= =
o (6]
! !

o
U
L

0.0

Fig. 3. Distribution of leakage values for the high HW group and low HW
group, averaging values over 1000 traces.

C. Experimental Results

1) SAT Solver-based Pattern Generation Algorithm: As
Algorithm 2 illustrates, we employ two relaxation methods
to set the pattern table column by column and automatically
find the suitable ciphertext for each column. Table III presents
the results in terms of the group size (B) and the mismatch
tolerance (¢). The group size B for Column 5 deviates from 2",
while the group sizes of the subsequent columns (except for
the last one) are all 2 times the preceding one. The maximum
mismatch (¢) is 8, for Column 9.

2) Side-channel EM Attack with Chosen Ciphertexts: For
the side-channel EM attack relying on a vector of 12 EM
side-channel values, they must be categorized into one or
zero correctly. During the profiling stage, a distribution of EM
leakages is collected for all the ciphertext coefficient inputs,
and an optimal threshold is found to classify high and low EM
values. Given that clustering has an accuracy «, the accuracy
of chosen ciphertext side-channel attack would be o2, Fig. 3
shows a 100% clustering accuracy with a threshold value of
0.009, when each ciphertext decapsulation is repeated 1000
times for averaging the EM leakage.

To improve the attack efficiency (reducing the number of



TABLE III
GROUP S1ZE (B) AND TOLERANCE (€) USED DURING ALGORITHMIC SEARCH FOR CHOSEN CIPHERTEXTS (CCS)

Chosen Ciphertext | CCI CC2 CC3 CC4 CC5 CC6 CC7 CC8 CC9 CCi10 CCll CCI2
B 2 4 8 16 26 52 104 208 416 832 1664 3454
€ 0 0 0 0 0 0 0 0 8 6 2 0
*3454 is larger than the search space, so the second half of the group was cutoff at 3329.
T L E
| 1 — FFTof Single File _ 018
0.010 - b I FFT of Averaged 500 Files g 0.16 1
| ! w
i ‘ ! c
g 0008 . . S 0.14 4
2 0.006 - . x> 2
=z | A = 0.12
g 1 W 2
= 0.0049 )| F O
il [ 1 €
0.002 1 J vy 2 0.08-
_ ik I‘w‘ﬂ‘ 4l ij‘ MRy adimta e g £
00001 1+ : : — =006
0.0 0.5 1.0 1.5 2.0 2.5 T T T T T
Frequency (Hz) 1e9 0.6 0.8 1.0 1.2 1.4

Fig. 4. Spectrum of traces produced with FFT, for a single trace and an
average of 500 traces
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Fig. 5. Error in clustering versus the low-pass filter cutoff frequency

repetitions), we filter the side-channel leakage to increase the 30 - = t=0

SNR. We first conduct a spectrum analysis of the side-channel 55 - t=3329

EM trace with FFT. Fig. 4 shows a comparison between

the frequency spectrum of a single trace and the average 3 g A |||“

of 500 traces. Frequencies where the magnitude is reduced § ‘Wml

noticeably by averaging are determined to contain noise. We & 151

notice that the highest component is at a frequency of 306 L= |‘||‘|‘|||MI

MHz (near the 2nd-order harmonic of the working frequency) 101 H“m"m

and remains unaffected by averaging. In contrast, components 5 - ||| ll

at frequencies beyond 1 GHz are diminishing. While strong ‘u““ﬂmmw

noise is present at 740.6 MHz, valuable signals can still be 0 —tth—ru — .
—0.02 0.00 0.02 0.04 0.06

seen between 740 MHz and 1.2 GHz. We apply a low-pass
filter to the EM traces using a cutoff frequency varying in
the range of 500 MHz and 1.5 GHz. Fig. 5 shows how the
error rate changes with the cutoff frequency. Using the best
cutoff frequency of 1.2 GHz and only 10 repetition traces for
averaging, the clustering accuracy is a = 99.6% as shown in
Fig. 6, and the attack success rate would be a'? = 95%. For
the few incorrect values, we can identify which coefficients are
likely to be incorrect based on outliers that are close to the
threshold, and find the correct values for these few instances
through exhaustive search.

VI. CONCLUSIONS

This work proposes a novel chosen-ciphertext side-channel
attack on the PQC Kyber ML-KEM (FIPS-203), exploiting
the EM leakages of Barrett reduction during decryption. The
targeted location enables the use of more naturally chosen
ciphertexts compared to prior work. An SMT solver-based
pattern generation and matching algorithm is developed to
automatically find the set of ciphertexts and the predicted

Waveform Value at Key Index

Fig. 6. Clustering of EM leakages after the use of an optimal low-pass filter

leakage patterns. Experimental results show that the attack
requires as few as 10 traces per chosen ciphertext and a total of
12 ciphertexts to achieve a 95% key recovery accuracy. The re-
sults demonstrate that Barrett reduction introduces exploitable
leakages, highlighting the need for improved side-channel
resistance for wider adoption of post-quantum cryptographic
implementations. Future work will evaluate countermeasures,
such as masked arithmetic, hardware protections, and alterna-
tive reduction techniques, to mitigate leakage.
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