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Abstract—A reinforcement learning agent requires proper state
approximation when handling partially observable environments.
Bounded sequences of action-observation pairs are generally
employed to approximate the notion of state, but the choice of
representations for actions and observations depends on the spe-
cific environment. When targeting the verification environment of
a multicore design, observations should capture coherent shared-
memory behavior, which can be modeled with order relations
capturing properties of the execution of concurrent programs,
such as the reads-from (RF) and the coherence (CO) relations. A
recent work proposed the use of RF-signatures as observations.
However, that relation only provides value observation from loads
(all having effect limited to the local core consuming its value),
but not from stores (each potentially having effect on all cores
sharing the same block, due to the coherence protocol). That is
why this paper proposes an agent-directed approach that relies
on CO-signatures and combined CO/RF-signatures to improve
verification. We evaluated variants of a directed test generator
based on the DQN agent under distinct signatures choices for
different verification tasks involving 16 and 32-core ARMVS 2-level
MOESI designs. Experimental results show that CO/RF-signatures
lead to faster median coverage evolution.

Index Terms—Reinforcement learning, design verification, di-
rected test generation, shared memory

I. INTRODUCTION

The functional validation of a multicore chip follows a
hierarchical methodology. First, we validate the components
of a core, then the core as a whole, and finally the interaction
among cores. This last phase includes the validation of the
shared memory subsystem, which is the scope of this paper.

Shared memory behavior is defined by a memory consistency
model (MCM) [1]-[3], which is not a one-to-one golden model,
because it combines the complexity of non-determinism, weak
consistency, and coherence. Many coverage-based [4]-[18]
and litmus-based [19], [20] approaches have addressed that
challenge. The recent progress in reinforcement learning [21]-
[24] has fostered agent-based approaches [25], [26].

This paper proposes an agent-directed verification approach,
and it addresses a crucial issue: the proper state approximation
from partial observations of an environment containing a multi-
core design. It proposes forms of observation serving as proper
witnesses to the execution of a suite of concurrent programs.

The text is organized as follows. Section II discusses related
work. Section III describes our approach. Section IV explains
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the key ideas to proper observation. Section V reports our
experimental evaluation. Section VI draws general conclusions.

II. RELATED WORK
A. Conventional coverage-based approaches

The first technique proposed to avoid the enumeration of the
interactions between processors through shared memory was
constrained Random Test Generation (RTG). When each thread
is independently generated at random (under range constraints),
the probability of covering all interactions increases with thread
size [4]. Since test programs consist of concurrent threads
of execution, multiple behaviors are allowed for the same
program, leading to many possible outcomes for the same input
stimuli. This can be handled in two ways: (1) the generator
produces self-checking tests [5], [6], and the non-unique results
for each program are predicted with basis on MCM rules; (2)
the generator produces tests without results, and error diagnosis
is done by an external MCM checker [8]-[11], [13], [14], [18].

RTG is very efficient for multicore chip testing, where large
test programs can directly execute in the hardware prototype,
but not for design verification, where simulated execution
largely limits program size. That is why Directed Test Gen-
eration (DTG) is preferred for simulation-based verification.

Model-based DTG techniques decide about the sequence of
tests to generate according to a coverage model [12], [15], [16],
and coverage is measured only for tracking purposes. Data-
driven DTG techniques [7], [14], [17], however, feed coverage
values back to the generator to influence its next decisions.

B. Litmus-based approaches

A litmus test is a self-checking test that can exhibit distinct
possible executions. The MCM defines which outcomes are
legal and which are forbidden. Litmus tests are often manually
written, but a few approaches have automated their synthesis.

The diy tool [19] generates litmus tests by considering spe-
cific relaxations of sequential consistency (SC) [1]. It assumes
an axiomatic modeling style where non-SC executions are
encoded as cyclic graphs induced by order relations that define
the target MCM. The generator takes a set of edges as inputs,
enumerates the possible cycles that can be formed with them,
and generates a litmus test corresponding to each cycle. The
technique requires the relaxations to be provided as inputs.

A later technique [20] overcame the need to specify which
SC relaxations are interesting to validate (as required by diy).
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Fig. 1: The agent-based verification approach

It can produce up to one order of magnitude more tests than
available in well-know test suites, but the runtime to generate
the test suite is super-exponential with the test size bound.
Two relations used by litmus test generation are crucial: the
reads-from (RF) relation maps each load to the store producing
the consumed value [19], and the coherence (CO) relation
defines the linear order of stores to the same location [20].

C. Agent-directed approaches

Temporal difference [21] and neural networks for value
estimation of expected returns [24] gave rise to reinforcement
learning agents able to efficiently handle a collection of differ-
ent problems from a same application domain [22], [23]. This
fostered a recent shift towards agent-directed test generation.

An early technique [25] used an agent to direct an RTG en-
gine. A test is represented by a triple of parameters (n, s, k) for
constraining RTG. Actions increase or decrease the number of
operations (n), shared locations (s), and cache indices (k). The
use of RTG parameters to define actions is a severe limitation,
because many different random tests can be induced by a given
choice of parameters, and they often lead to distinct coverage
improvements. This leads to imprecise rewards, reducing the
agent’s control over coverage evolution. Besides, environment
state representation is limited, because it ignores the trajectory
of action-observation sequences to approximate the state [24].

A recent work uses a DQN agent [22] for directing test gener-
ation. It does not rely on an RTG engine, because it formulates
actions as program transformations, which rules out imprecise
rewards. It relies on a proper state representation based on the
bounded history of action-observation pairs, and it proposes the
notion of execution witness as an adequate observation for mul-
ticore environments. Inspired by a trace compaction technique
[27], it imposes constraints on store values so as to produce
a unique signature for each witness, thereby repurposing the
use of signatures to represent environment observations. As a
legacy from [27], the RF relation was used to define execution
witnesses. However, RF-signatures are limited, because the RF
relation only provides value observation from loads (all having
effect limited to the local core consuming its value), but not
from stores (each potentially having effect on all cores sharing
the same block, due to the coherence protocol).

This motivated us to investigate the alternative or the com-
plementary use of the coherence (CO) relation in execution
witnesses for improved state approximation.

III. THE AGENT-DIRECTED VERIFICATION APPROACH

Fig. 1 outlines our approach, which consists of an agent
interacting with a verification environment. A few converters
(p, 7, o) are used to translate domain-specific information
into the classical reinforcement learning elements at the agent-
environment interface (A,, R;, S;), as explained next.

A. The environment

The verification environment contains a test generator, a
simulator, and a runtime checker. The generator produces test
programs without results [8]-[10], [28] for a target instruction-
set architecture (ISA), and its goal is to improve coverage. The
goal of the runtime checker [11], [13], [18] is to perform error
diagnosis according to the axioms of a target MCM.

The generator produces an executable program which com-
plies with range constraints on instruction count and amount of
shared locations. That program is executed within a simulation
environment containing a design representation of the multi-
core device under verification (DUV). Its execution induces
stimuli at the interfaces between each core and private cache
controllers. The runtime checker relies on monitors at relevant
points of the shared-memory interface for sampling memory
events to be analyzed on-the-fly. If they do not comply with
the MCM, the checker stops simulation and reports an error.

If the executed test did not expose any error, its contribution
to the cumulative coverage is converted into a reward signal
sent to the agent, which drives the generator to synthesize
another test. A new cycle of verification is launched until some
time limit (7°) is attained, or full coverage is reached, or an error
is found. The goal of the test generator is to produce a sequence
of programs, i.e. a test suite, such that the cumulative coverage
is maximal within the available time limit.

B. The interaction at the agent-environment interface

The interaction between agent and environment occurs at
discrete time steps 0, 1,2, -+, ¢. At a given time step ¢, the agent
receives some representation S; of the environment state, and
it responds with some action A,. In the next time step, the
environment sends to the agent a scalar reward signal R,,, and



evolves to a new state S;,;. Both R,,; and S,,, are determined
as a consequence of action A,. The agent learns from interaction
how to take actions on the environment in order to maximize
expected rewards. To handle partial observability, we do not
assume that the environment emits the actual state, but it
exposes some observation O, of signals that depends on that
state. To approximate a Markov state, we rely on the bounded
history of action-observation pairs [24].

C. How the environment responds to actions

At time step ¢, when the environment is in state S,, the
action A, induces the generation of a test program P,, which
is executed in the DUV. At time step ¢+ 1, the simulation
environment provides a witness EW,,; to the execution of
that program, and updates the cumulative coverage C,,;. The
variation in coverage between successive time steps is used to
define a scalar value serving as a reward R,.,.

The execution witness EW,,; is a set of values observed
by monitors placed at relevant points of the design represen-
tation. For convenience, the witness is converted into a unique
signature serving as an observation O,,; of the environment.

Thus, as a result of multiple cycles of interaction between
agent and environment, a sequence of concurrent programs
is synthesized, executed, and evaluated in terms of coverage.
For a verification episode with a time limit corresponding to
T time steps, our approach aims to synthesize a test suite
Py, Py, -+, P, -, Pr that maximizes Cp,,; (as far as no error
is diagnosed) or minimizes the time to discover errors.

IV. KEY IDEAS
A. Monitoring the multicore environment

The reads-from relation is a partition RF = rfi U rfe, where rfi
and rfe capture load-store pairs issued by the same processor
(i.e. internal pairs) or by distinct processors (i.e. external
pairs), respectively. The coherence relation, also knows as write
serialization [19], is a partition CO = wsi U wse, where wsi
and wse are linear orders capturing store-store pairs issued,
respectively, by the same processor or by distinct processors.
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Fig. 2: A partially observable multicore environment

Let us show how pairs in such relations can be inferred from
memory events in the DUV. Fig. 2 depicts a partially observable

multicore environment where monitors are placed at distinct
points of each core to sample values during test execution.

Monitor © observes either a L1 cache reply or a store buffer
reply (implementing the feature read own write early) to a read
request. After a miss in the L1 cache, monitor ® will eventually
observe a data reply when the owner responds to a request for
the intended block. Depending on the owner, such data reply
may come from the directory as a immediate response to a
GetS or GetM transaction or it may come from another core as
an indirect response to a FwdGetS or FwdGetM transaction.

If test generation assigns a unique value to each store, the
values observed by monitor © capture RF. To determine which
relations are captured by monitor ®, note that, for a given
location a, it samples one of the following:

o A value consumed by a load L) executing in core = and
produced by some store S’ executed in a distinct core i.
The value written by S, is observed by monitor ® in core
x when the block holding it is sent by the owner ¢ to the
requester x as a result of a FwdGetS transaction. Thus,
the value relates a pair (S, L°™) in the mapping rfe.

o A value observed by a store S that executes in core z

after another store S’ was executed in a distinct core i.
The value written by S is observed by monitor ® in core
x when the block holding it is sent by the owner ¢ to the
requester = as a result of a FwdGetM transaction. Thus,
the value relates a pair (S, 57") in the linear order wse.

Hence, the values observed by monitor ® can be used to
capture the relation rfe U wse.

Table I shows how monitors are associated with relations.
The last two rows show basic relations captured by the indi-
vidual monitors. The first row shows the result of their combi-
nation. The third column anticipates illustrative examples. The
last column assigns a symbol to every observation variant.

TABLE I: Correspondence between monitors and relations

Monitors | Relation | Example | Observations
e, ® RFUwse | Fig. 4(a) [ 4
® rfe Uwse | Fig. 4(b) ®
© RF Fig. 4(c) *

There is no interest in monitoring wsi, because the order of
stores in each thread is defined by program order, which is a
property of the program (stimulus), not of the DUV (response).
Thus, monitoring wsi would lead to useless observations.

B. Witnessing execution instances

Fig. 3 illustrates the notion of execution instances by means
of an example. Fig. 3(a) shows a (non-synchronized) concurrent
test program with two threads, where capital letters denote
shared memory locations, and small letters represent variables
allocated in registers. The example assumes that all locations
are initialized with zero. Note that the values written by stores
are unique. Fig. 3(b), 3(c), and 3(d) show different linear
orderings (<, <, and <) defining distinct execution instances
of the program in Fig. 3(a). In each core, a trace captures the
sequence of memory accesses resulting from the execution of
load and store operations. Each access is represented by a triple
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Fig. 3: Three execution instances of a same test program

specifying the type of access as write (op =W) or read (op =R),
the location (a), and the value (v).

Fig. 4 shows an example where the monitors specified in
Fig. 2 are used to observe values for each execution instance
defined in Fig. 3. For simplicity, this example assumes a
primitive MSI protocol defining the interaction between a
single level of private caches and a directory residing at the
second level. The example also assumes that all locations map
to different cache lines (so that only compulsory misses are
observed at runtime), that each location resides in a distinct
cache block (so that no false sharing effects are observed), and
that sequential consistency is adopted (so that program order
is preserved in each core and stores are atomic operations).
However deliberately simple, the example was conceived to
capture fundamental properties of real-life coherence protocols.

In Fig. 4, each subfigure corresponds to one of the cases
specified by Table I, and each shows scenarios induced by <,
<, and <. Each scenario shows, from left to right, the chain
of memory events induced by the thread running in each core.
Each (gray or white) box encapsulates an event induced by a
single operation of a thread. It indicates whether a memory
operation causes a miss (M) or a hit (H), it shows the value
observed by each monitor, and it indicates the origin of the
value: a data reply from the directory (D), from the owner (O),
or from the local cache (C). Colors distinguish values according
to their request type: initial value (black), reply value from local
cache (green), from FwdGetS (blue), or from FwdGetM (red).

Each scenario shows its set of monitored values. Each set
(EWZ, EW., EW.) serves as a witness to the respective
execution instance from the perspective of a given core i.
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Fig. 4: How values can serve as witnesses to program execution instances




Note that, the bottom of each subfigure displays the union
of the witnesses to the set I = {<, <, <} from the perspective
of a given core i. That summary (EWj) is intended to capture
the impact of non-determinism on execution, and the sum of its
values is used as a signature of a given core. Finally, a multicore
signature is used as an observation of the environment.

In Fig. 4(a), note that the witnesses in each core are all
different. This means that witnesses perfectly distinguish be-
tween execution instances. In Fig. 4(b), the witnesses perfectly
distinguish between execution instances in core 2, but cannot
distinguish between < and < in core 1. In Fig. 4(c), witnesses
do not distinguish between < and < in core 2, and do not
distinguish between any execution instances in core 1.

This example suggests that ® and & are more accurate
observations than . That is why this paper proposes them
as alternatives to approximate environment state information.
Indeed, ¢ corresponds to the original witness proposed in a
related work [26]. The next section evaluates the proposed
observations ® and #, as compared to that baseline.

V. EXPERIMENTAL EVALUATION

We reproduced (as closely as possible) the experimental
conditions described in a related work [26] where the so-called
Deep-Q Generator (DQG) was built upon a DQN agent [22].
Although two versions were proposed, we have rebuilt the one
named as DQG#*, which relies on execution witnesses based
on the RF relation. We will henceforth refer to our rebuild of
DQG* as DQG#. As a result, we compared three variants of
that generator, denoted as DQG ¢, DQG#, and DQG®, all with
the same set of actions, but with distinct state representations.
We compared them with a Random Agent Generator (RAG),
which selects each action with same probability. RAG serves as
a baseline to tell if the variants are learning. We also compared
the DQG variants with the McVersi Test Generator (MTG) [14].

We evaluated verification tasks targeting 16 and 32-core
ARMVS 2-level MOESI designs under different coverage met-
rics (structural [14] and functional [17]). We constrained the
numbers of operations (n,,;, = 1Ki, n,,,, = 4Ki) and shared
locations (s,,in =4, Smae = 128) for all generators. We allowed
them to synthesize sequences of programs with variable number
of operations, except for MTG, which requires all programs of
a same suite to have fixed size. That is why we report individual
results for test suites of fixed-size programs (MTG{1Ki} and
MTG{4Ki}). The number of execution instances of each test
was set to five, and they were induced as suggested in [14].

We performed independent 3-hour verification episodes for
each task. We launched each generator ten times with distinct
random seeds. At each new launching, we initialized the neural
networks of DQG variants with random weights.

Each verification task relied on the gem5 simulation environ-
ment [29]. Runtimes were measured on a Linux Server (AMD
Ryzen 9950X, 4.3 GHz, with 192 GB of main memory).

Fig. 5 summarizes our results. The boxes represent samples
observed between the first and third quartiles, the horizontal
lines represent the median, and coverage is expressed in per-
centage. Each subfigure shows coverage distributions at the end
of successive 1-hour intervals of the verification episode.

To interpret the results, recall that cumulative coverage is an
asymptotically increasing function tending to 1 for a sufficiently
long sequence of tests. Thus, the variation in coverage de-
creases with runtime along the sequence, leading to diminishing
returns that, when negligible, impairs DTG in the long run.

Let us be aware that the structural metric does not distinguish
between instances of the same transition between states of
different cache controllers, but the functional metric does. Thus,
under the functional metric, the total number of transitions
grows with core count, but it is constant under the structural
metric. Therefore, the number of uncovered transitions under
the structural metric decreases faster with time than under the
functional metric. That is why the harming effect of diminishing
returns on DTG is observed earlier under the structural metric.

Recall that transitions between states of a coherence protocol
are due to two types of events: (1) evictions occur when oper-
ations access different locations competing for the same cache
block; (2) collisions occur when the same shared location is
accessed by operations belonging to the same thread (internal)
or to distinct threads (external). Since most protocol transitions
are induced by collisions [5], raising their probability tends to
increase transition coverage.

Note that the coverage values in Fig. 5 are higher for 16-
core DUVs. This behavior can be explained as follows. Given
a program size, the number of operations per thread decreases
with core count, which raises the probability of external col-
lisions. Since most protocol state transitions are induced by
external collisions, we should expect larger coverage values
for 32-core DUVs, as opposed to what is observed. However,
simulation time increases with core count (due to the larger
number of events to simulate). This results in a smaller number
of environment state transitions for the same episode duration.
Since the agent is trained with a smaller number of transitions,
the learned policy is poorer. That is why comparatively smaller
coverage values are observed for 32-core DUVs. However,
when doubling the core count, the decrease in coverage due to
more limited learning is partially compensated by the the raise
in the probability of external collisions, making the attenuation
smaller than it would be observed if, instead, the core count
was kept constant, but the episode duration was halved.

Consider that, when some variant leads to higher median
coverage as compared to RAG, this means that it has actually
learned a policy. Notice that the impact of the learned policy
on coverage increases along the hours, especially under the
functional metric. In most 1-hour intervals, ® dominates the
other variants or breaks even in terms of median coverage.

Let us interpret that behavior for distinct core counts. For the
same constraints on program size, 32-core tasks induce more
external collisions per test than 16-core tasks, because they
handle a larger number of shorter threads. Since it covers rfe and
wse (induced by external collisions), ® provides more accurate
execution witnesses for 32-core tasks. That is why ¥ generally
dominates the other variants, especially under the functional
metric. Under the structural metric, it takes longer to dominate
the others, due to the earlier effect of diminishing returns.

On the other hand, 16-core tasks induce more internal
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Fig. 5: Coverage distributions at the end of 1-hour intervals of the verification episode

collisions per test than 32-core tasks, because they handle a
smaller number of longer threads. Since 4 covers rfi (induced
by internal collisions) and rfe (induced by external collisions), it
offers accurate execution witnesses for 16-core tasks. However,
since it does not cover wse, it cannot indefinitely outperform
other variants. That is why, under the functional metric, ¢ dom-
inates the other variants in the first two hours of the episode,
but it is outperformed by # (which covers wse) in the last hour.
Under the poorer structural metric, the combination of a smaller
number of external collisions and the early effect of diminishing
returns ends up making the variants indistinguishable from a
random policy.

We conclude that ® generally offers more accurate execution
witnesses than the other variants, especially as core count grows
and when more comprehensive coverage metrics are adopted.

Notice that MTG{1Ki} is inferior to all others in every
task, and MTG{4Ki} is also inferior to all, except for the 32-
core task under the functional metric. In that case, MTG{4Ki}
outperforms all DQG variants. This can be explained as follows.
MTG relies on an evolutionary algorithm, which makes deci-
sions based only on immediate rewards, and it is not affected by
the process of estimating future rewards. DQG is affected due
to the limited number of environment state transitions fitting in
the episode duration (which is smaller as compared to 16-core
tasks). Episode duration restrains on-line training and, there-
fore, limits learning. Besides, MTG{4Ki} synthesizes suites
of fixed-size programs, whereas DQG synthesizes suites of

variable-size programs (1Ki, 2Ki, 4Ki). Thus, for 32-core tasks,
the smaller programs (1Ki, 2Ki) in the test suite have smaller
probability of external collisions, which reduces the cumulative
coverage effect of the sequence of programs generated by DQG,
as compared to MTG{4Ki}.

To evaluate the DQG variants in the long run, we repeated
our experiments for 10-hour episodes. We focused on the 32-
core task under the functional metric (the hardest case in the
literature targeting 2-level MOESI designs). MTG has outper-
formed related works [17], [25], [26], and all DQG variants
for our 3-hour episodes. However, for our 10-hour episodes,
#® (92,25%) outperformed MTG{4Ki} (92,21%) in terms of
median coverage, and both & (92,43%) and ® (92,80%)
outperformed MTG{4Ki} (92,28%) in terms of maximum
coverage. To our knowledge this is the first time a generator
has outperformed MTG in that hardest case.

We conclude that, in the long run, all variants tend unavoid-
ably to similar coverage values due to diminishing returns, but
the proposed variants (# and ) are likely to prevail and be
crucial to reach larger coverage.

VI. CONCLUSIONS

To make agent-directed verification viable, we proposed
proper forms of observing a multicore environment. Experi-
mental results show that they are accurate enough to outperform
related approaches [14], [17], [26], especially when targeting
large core counts and more comprehensive coverage goals.
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