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Fault-tolerance Mapping of Spiking Neural
Networks to RRAM-based Neuromorphic Hardware
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Abstract—Spiking neural networks (SNNs) have been widely
used in artificial intelligence applications. Resistive random-
access memory (RRAM) based neuromorphic hardware can be
used for low-power and high-speed inference of SNNs. However,
RRAM devices suffer from stuck-at-fault (SAF) defects due
to the immature fabrication process. SAF defects can lead to
incorrect weights of SNNs and thus severely degrade the inference
accuracy. In this paper, we propose a fault-tolerance synaptic-
to-RRAM mapping scheme to deploy SNNs while protecting the
inference accuracy. We first explore how different weights affect
the model accuracy in SNNs and find that the frequency of spikes
plays a vital role. Motivated by this, we develop an SNN-oriented
metric to evaluate the importance of weights. Then we propose
a defect-aware mapping scheme based on a simulated-annealing
framework to efficiently map synapses to RRAM to mitigate the
impact of SAFs. Evaluation shows that the proposed strategy
can improve the accuracy by 18.74% on average compared to
existing mapping strategy.

I. INTRODUCTION

Spiking Neural Networks (SNNs) employ spike-based com-
putation and biologically inspired learning mechanisms to
mimic the information-processing principles of the human
brain [I1]. In SNNs, neurons communicate by transmitting
spikes to one another through synapses. Computation in SNNs
is driven by asynchronously occurring spike trains, where
the location and frequency of spikes govern information pro-
cessing within the network. Leveraging the sparsity of spike
and event-driven operations, SNNs running on neuromorphic
hardware [2]-[5] show strong potential to achieve high ac-
curacy in classification tasks (e.g., digit classification, object
recognition) with significantly lower energy consumption than
artificial neural networks (ANNSs) [6].

To enhance energy efficiency and throughput, both SNNs
and ANNs can be deployed on resistive random-access mem-
ory (RRAM) crossbars, where analog-domain computations
are enabled by emerging RRAM devices [7]-[9]. RRAM
cells support multi-level state representation, where each pro-
grammable cell encodes synaptic weights as resistance or
conductance. For SNNs, synaptic weights can be mapped to
the conductance of RRAM cells, and spikes can be encoded
as input voltages. In this way, the RRAM crossbar can ef-
ficiently perform multiply-and-accumulate (MAC) operations
according to Kirchhoff’s law [10], as shown in Fig. 1 (a). This
makes RRAM an ideal hardware device for energy-efficient
SNN deployment in edge scenarios [8].
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Fig. 1. (a) Architecture of RRAM-based neuromorphic hardware. (b) SAF
defects lead to wrong weights, resulting in incorrect output.

However, due to fabrication and forming process limitations
[11], static hard failure of stuck-at-fault (SAF) defects can
occur in RRAM devices. SAF defects can make RRAM stuck
at high/low resistance level, resulting in incorrect outputs, as
shown in Fig. 1 (b). The weight values of SNN can be distorted
by SAF defects, which may cause over 20% degradation in
SNN inference accuracy [12]. To detect the locations of SAF,
algorithms such as March-C and squeeze-search are proposed
to compare the actual resistance of RRAM cells with reference
resistance using multi-level reference voltages [11], [13], [14].

With the identifications of SAFs, fault-tolerance strategies
need to be further employed to achieve robust SNN inference.
Some related work focuses on handling errors for SNN infer-
ence on dynamic random-access memory (DRAM) [15]-[17],
which cannot be directly applied to RRAM due to different
hardware characteristics. In the context of RRAM crossbars, to
mitigate the impact of SAFs, a hardware approach introduces
redundant rows to recover computation results, at the cost of
higher area and power consumption [18]-[20]. In a software
approach, retaining or remapping can be effective. Retraining
typically fixes the gradients of faulty weights to zero and
updates the remaining parameters through additional rounds
of training [21], [22]. Remapping aims to select a mapping
scheme that minimizes accuracy degradation by evaluating a
large number of candidate mappings [23]-[25].

However, the above schemes are specifically designed for
ANNSs, but not SNNs. The main difference between ANNs
and SNNs lies in that SNNs rely on spikes to activate weights
to propagate, so the importance of weights is highly depen-
dent on the frequency of spikes. Consequently, we need to
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fully explore the feature of SNNs to propose a defect-aware
synapse-to-RRAM mapping for robust inference on RRAM:s.
Specifically, the main contributions are as follows.

o We explore the feature of spikes in SNN models, and
propose a metric with spike frequency to evaluate the
importance of weights.

o We develop a heuristic defect-aware fault-tolerance map-
ping algorithm to efficiently determine the synapse-to-
RRAM mapping, protecting important weights from be-
ing mapped to defective RRAM to improve accuracy.

o We evaluate the proposed algorithm on SNN models with
different scales and compare it with related work to show
its accuracy improvement.

II. BACKGROUND AND RELATED WORK

In this section, we present the background on the SNNs and
RRAM, followed by a discussion of related work on fault-
tolerance algorithms.

A. Spiking Neural Networks

A key characteristic of SNNSs is that their neurons process
inputs and outputs as sequences of spikes with unit amplitude
propagated on neuromorphic hardware. Fig. 2 illustrates an
example of SNN, where inputs are encoded into spike trains
and propagated through synaptic weights. Neurons integrate
these spike potentials via synapses and fire binary spikes
(0/1) once the membrane voltage exceeds a threshold, thereby
producing spike output.
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Fig. 2. An example of SNN model.

B. SAF in RRAM-based accelerator

Fig. 1(b) shows an RRAM-based neuromorphic architec-
ture with multiple computational tiles interconnected via a
network-on-chip (NoC) for spike communication [26]. Routers
encode spikes into address packets for flexible delivery [27],
while each tile implements neurons and synapses using cross-
bars for spike transmission and weight storage. Due to hard-
ware resource limits, large-scale SNNs must be partitioned
into neural clusters [28], mapped to tiles, and then assigned to
RRAM crossbar rows/columns. Existing mapping approaches
like SpiNeMap [29] minimize spike communication distance
but ignore RRAM’s stuck-at-fault (SAF) defects—caused by
immature fabrication [11].

SAF defect can be detected through March-C and squeeze-
search algorithm [11], [13], [14].Even a 0.02 SAF rate can
degrade inference accuracy by over 20 [12]. SAFO denotes
cells stuck at low-resistance (LRS), e.g., due to overforming;
SAF1 denotes cells stuck at high-resistance (HRS), e.g., from
broken word lines. Both cause incorrect synaptic weights and
accuracy loss.

C. Related Work

To alleviate SAF defects in RRAM, redundant hardware
is employed to enhance robustness by representing weights,
but this introduces additional hardware overhead [18]-[20].
Therefore, some software-based methods have been proposed
to address SAF defects in ANN. During backpropagation, the
retraining method sets the gradients of defective weights to
zero for fault tolerance, which may cause the training to fail
to converge [21], [22]. The remapping method uses routers to
perform row-column permutation to minimize the custom cost
function and avoid significant differences between the values
defined by SAF defects and the original weights [23]-[25].

Howeyver, the evaluation criteria used in ANN-based fault-
tolerance algorithms are not well suited for SNNs. In ANNS,
large weights are typically deemed critical to model accuracy,
and thus prioritized for mapping onto defect-free RRAM cells.
SNNs exhibit event-driven feature, where large weights may be
activated infrequently due to sparse spike activity. Therefore,
both the weight deviation and spike frequency must be jointly
considered to precisely evaluate the fault impact in SNNs.
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Fig. 3. High-level overview of the proposed defect-aware synapse-to-RRAM
mapping.

III. DEFECT-AWARE SYNAPSE-TO-RRAM MAPPING

The high-level overview of our proposed defect-aware
synapse-to-RRAM mapping is shown in Fig. 3. It takes the
target SNN model, the hardware configuration including cell
resolution, and fault map of RRAM crossbar as inputs. The
fault map indicates the exact location of SAF defects!. For
fault-tolerance mapping, we first integrate the fault informa-
tion into the SNN model, and then conduct a quantitative
fault-tolerance analysis based on the fault model. Next, we
design a fault-tolerance metric to evaluate mapping schemes
accordingly, which is then used as an optimization objective
to be minimized. Finally, a simulated-annealing based fault-
tolerance mapping algorithm is proposed to achieve efficient
defect-aware synapse-to-RRAM mapping.

A. Fault Model

The way SAF defects affect weights needs to be modeled.
Each RRAM cell in a crossbar stores a weight as conduc-
tance (G, mapped from programmable resistance. Weights are
encoded into the conductance range [Gmin, Gmax| [30]:

IExisting techniques such as March-C and squeeze-search can be used for
SAF location detection [11], [13], [14].
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where |W|max is the maximum absolute weight. Under SAFO,
the RRAM cell is stuck at LRS, making G, fixed at Gyax

and mapping weights to +|W|n.x. Under SAF1, it is stuck
at HRS, fixing G, = G, and mapping weights to 0. As
illustrated in Fig. 1 (b), SAFO forces weights to the maximum
(e.g., 9), while SAFI forces them to 0. Thus, we can transform
the hardware SAF defects into biased weights, which can be
used in software simulation for SNN behaviors.

B. Fault-tolerance Analysis

Before synapse-to-RRAM mapping, it is necessary to an-
alyze weight importance to protect critical ones from SAF
defects during mapping. Since SNN computation depends on
both weights and spikes, we use a simple two-layer fully
connected network on the MNIST as a case study to analyze
the effect of weight deviation and spike frequency on accuracy.

1) Impact of weight deviation on accuracy
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Fig. 4. Impact of weight deviation on accuracy in a two-layer fully connected
SNN on the MNIST dataset. (a) Classification of weight deviation levels. (b)
Accuracy under different degrees of weight deviation.

We inject controlled deviations into model weights to eval-
uate their effect on accuracy. As shown in Fig. 4 (a), each
weight w is gradually increased toward wp,, in 10% steps.
The results shown in Fig. 4 (b) indicate that as the degree
of weight deviation increases, inference accuracy obviously
degrades. This suggests that fault-tolerance mapping algorithm
should minimize weight deviation to preserve model accuracy.

2) Impact of spike frequency on accuracy

In SNNSs, synapses not only store weight values but also
embody spike frequency information, which to some extent
indicates the importance of weights.

To analyze how spike frequency affects model accuracy,
we first group weights based on the spike frequency of
the neurons that activate them. In 100 timesteps of spike
generation, neurons are sorted in descending order by their
spike frequency and then divided evenly into 10 groups. As
shown in the spike frequency distribution in Fig. 5 (a), the
spike frequency of a large number of neurons is close to
zero. The difference in spike frequency between neurons is
large. To eliminate the confounding effect of weight values
on the analysis of spike frequency, we present the weight
distribution corresponding to each spike frequency group in
Fig. 5(b). It can be observed that the weights within each group
are approximately normally distributed around zero, with little
observable bias toward extreme values.

To assess the impact of spike frequency, we inject SAFO
faults by setting affected weights to their maximum value.
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Fig. 5. Impact of spike frequency on accuracy in a two-layer fully connected
SNN on the MNIST dataset. (a) Frequency distribution and grouping of
neuronal firing spikes. (b) Distribution of weight sizes involved in each group
of neurons. (c) Accuracy under faults occurring at different spike frequency
groupings.

As shown in Fig. 5 (c), faults on low-frequency weights
(60~100%) cause only low accuracy loss (with accuracy
dropped to range of 90.79~92.86%), while faults on high-
frequency weights (0~30%) lead to severe accuracy loss (with
accuracy dropped to range of 26.94~38.84%). Thus, fault-
tolerant mapping should prioritize protecting high-frequency
weights.

C. Fault-tolerance Metric

Based on the previous fault-tolerance analysis, we define a
fault-tolerance metric to evaluate mapping schemes in a n x n
crossbar. Let x = Map,[i] and y = Mapoy[j] denote the
pre-synaptic neuron x and post-synaptic neuron y mapped to
row ¢ and column j. For each synapse w,, , mapped to RRAM
15,5, the error is:

0, if 73, ; = normal
lwey| = [Wlnax - 82,4, if 73,5 = SAFO
if Ti,; = SAF1

ErrorD;,jy =

(@)

[lwe,y| = O - 52y,

where s; , is the spike frequency of the synapse w;, in
a given SNN workload. Normal cells yield zero error, while
defective ones introduce deviations scaled by spike frequency.
The calculations here focuses on SAF defects, without con-
sidering other non-ideal factors such as device variability or
noise. The optimization seeks mappings M ap;,, M apy,; that
minimize the total error:

min Z ErrorD;y jy, where z = Mapi[i], y = Mapou[j] (3)
1<i,j<n

Fig. 6 (a) illustrates how our metric works. The SNN model
has three neurons, with synapses carrying both weights and
spike frequencies. In Mapping 1, the important synapse A
(large weight, high frequency) is placed on SAFI, yielding
ErrorD=48, while synapse B (small weight, low frequency)
on SAFO gives ErrorD=12, for a total of 60. In Mapping 2,
A is mapped to a normal cell (ErrorD=0) and B to SAF1
(ErrorD=4), reducing the total ErrorD to 4. Thus, ErrorD
effectively distinguishes mapping quality and guides better
mapping.
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Fig. 6. (a) Example of how ErrorD works. ErrorD reduces mapping costs
by considering both weight deviation and spike frequency. (b) Example of
how fault-tolerance mapping works. Obtain a new mapping based on random
row/column swapping.

Algorithm 1 Defect-aware Synapse-to-RRAM Mapping

Input: SNN_model, HW_config, fault_map, v, T'
Output: BestMap;n, Best Mapout
1: Initialize M ap;, and M apoyt according to SNN_model and HW_config.
/I init mapping
2: for i = 1 to n do // init ErrorD
3 Cost = Cost + Cal_ErrorD(fault_map, row, i);
4: end for
5. BestCost = Cost;
6: while Not Exit(Cost, T) do
7
8
9

sel = rand(0,1); ACost = 0;
if sel < 0.5 then // Adjust the row
Randomly select r1, r2 from 1 — n;

10: ACost— = Cal_FErrorD(fault_map, row, 71, 72);
11: Swap Map;n[r1] and Map;y, [ra];

12: ACost+ = Cal_ErrorD(fault_map, row, r1,7r2);
13: else// Adjust the column

14: /I Here is the same as the row operation above

15: end if

16: p < exp(—ACost/T); pace <rand(0,1);
17: if ACost < 0 or p > pacc then

18: Cost+ = ACost;

19: if Cost < BestCost then

20: BestMap;, = Mapin;

21: BestMapout = Mapout;

22: BestCost = Cost;

23: end if

24: else

25: if sel < 0.5 then // Adjust the row

26: Swap back Mapin|r1] and Map;n|rz2];
27: else// Adjust the column

28: Swap back Mapout[ci] and Mapout[ca];
29: end if

30: end if

31: T=~xT;
32: end while

D. Fault-tolerance Mapping Algorithm

To improve the fault-tolerance of SNNs on RRAM cross-
bars, we formulate the synapse-to-RRAM mapping as the
minimization problem in Eq.(3), aiming to find the optimal
Map;, and M ap,y:. To avoid the high complexity of enumer-
ating all Map;,, /oy solution space (i.e. O((n!)?), candidate
mappings can be generated by randomly swapping rows or
columns, as illustrated in Fig. 6 (b). Simulated annealing (SA)
[31], described in Alg.1, is employed to efficiently search the
solution space.

The Alg.1 first initializes the mapping and computes the cor-
responding cost via Cal_ErrorD (Line 1). It then iteratively
swaps random rows or columns of the crossbar and evaluates
the change in cost, ACost (Lines 6-32). Solutions with lower

cost are always accepted, while higher-cost ones may be
accepted with a probability determined by the temperature T’
(Lines 16-17), which gradually decreases by factor v (Line
31). This acceptance strategy avoids local optima at high T’
and progressively enforces stricter cost reduction as 7" cools
down. The process terminates when 7" falls below a threshold
and the cost stabilizes, yielding a low-ErrorD mapping scheme.

IV. EVALUATION

In this section, we report evaluation results and give discus-
sions.

A. Experimental Setup

We compare the proposed defect-aware synapse-to-RRAM
(DASR) mapping with SpiNeMap [29]. SpiNeMap is a widely
used algorithm for mapping SNN onto RRAM-based crossbar
[32]-[34], where crossbar rows/columns are assigned sequen-
tially according to neuron indices. Both algorithms integrate
with SpikingJelly [35] to conduct SNN inference and fault
injection.

TABLE I
BENCHMARK INFORMATION [35]

Benchmarks #Neurons #Synapses Accuracy®
MNIST! 7.94 x 102 | 7.84 x 103 92.86%
NMNIST? 4.60 x 10* | 2.84 x 106 98.15%
FashionMNIST? 4.06 x 10* | 2.89 x 106 93.47%
CIFAR10* 1.03 x 105 | 1.61 x 107 83.24%
DVS128Gesture’ 9.06 x 10° | 5.99 x 107 77.43%

! Input(1%28+28)-FC(10)

2 Input(2*34*34)-[Conv,Pool]*24-[Conv,Pool]#24-FC(512)-FC(100)-FC(10)

3 Input(1*28%28)-[Conv,Pool]*32-[Conv,Pool #32-FC(512)-FC(100)-FC(10)

4 Input(3*32#32)-Conv*24-Conv*24-[Conv,Pool]*24-Conv*24-Conv*24-

[Conv,Pool]%24-FC(512)-FC(100)-FC(10)
3 Input(2*128*128)-[Conv,Pool]*32-[Conv,Pool ] *32-[Conv,Pool | *32-
[Conv,Pool]#32-[Conv,Pool]¥32-FC(512)-FC(110)-FC(1 1)

© Model accuracy without defects

Table I lists the five SNN applications used for accuracy
evaluation. These applications complete classification tasks on
traditional static MNIST [36], CIFAR-10 [37], and FashionM-
NIST [38] datasets, as well as neuromorphic N-MNIST [39]
and DVS128 Gesture [40] datasets. Neurons use the LIF model
[41] with 7-bit quantized weights [42].

The hardware platform for the experiment contains 4 cross-
bars with 256 neurons and input axons in each crossbar based
on the general configuration of [43]. We use OxRRAM-based
ITIR as synaptic technology and 45nm node CMOS as neuron
technology [33]. The HRS of RRAM device is 100k(2, and the
LRS is 3kQ. Prior work [11], [22] shows that SAF defects
usually follow uniform distribution and the ratio of SAFO
to SAF1 is approximately 1:4. So we use the probability
configuration of SAFO and SAFI to be 0.1% and 0.4% [12]
respectively in the following experiments. The probability of
defects is also scaled by a factor of two to further evaluate the
accuracy recovery capability of DASR at different rates.

B. Results
1) Comparison on accuracy with SpiNeMap [29]

DASR is primarily designed to improve inference accuracy
under SAF defects. Therefore, Table II shows the fault-



tolerance performance of the DASR for all benchmarks. On
average, DASR improves accuracy by 18.74% compared to
SpiNeMap. For the MNIST dataset, a simple fully connected
two-layer network is used. Due to the simplicity of the task and
the network, MNIST is insensitive to SAFs as the error weights
cannot propagate through the network, resulting in limited
accuracy degradation. For this workload, DASR achieves a
maximum recovery of 5.98%. In contrast, other models with
more complexity exhibit much weaker fault tolerance. For
example, for CIFAR-10, which has a more complex network,
the error weights introduced by SAFs can affect more neurons
in the network, resulting in larger accuracy degradation. How-
ever, the DASR algorithm can recover a maximum accuracy
of 55.57% in contrast.

TABLE I
ACCURACY COMPARED WITH SPINEMAP [29]
SpiNeMap
Benchmarks Deft?ct [29] DASR Improved
Ratio A Accuracy Accuracy
ccuracy
0.25% 92.67% 92.84% 0.17%
MNIST 0.50% 90.58% 92.85% 2.27%
1.00% 86.83% 92.81% 5.98%
0.25% 95.52% 97.66% 2.14%
NMNIST 0.50% 75.55% 96.56% 21.01%
1.00% 38.09% 93.59% 55.50%
Fashi 0.25% 84.22% 92.97% 8.75%
ashion
MNIST 0.50% 82.60% 92.45% 9.85%
1.00% 60.83% 82.70% 21.87%
0.25% 63.28% 85.16% 21.88%
CIFAR10 0.50% 45.31% 78.52% 33.21%
1.00% 28.91% 84.48% 55.57%
DVS108 0.25% 57.29% 75.37% 18.08%
G 0.50% 61.81% 73.05% 11.24%
esture
1.00% 49.31% 62.95% 13.64%
Average 18.74%

2) Comparison on energy with SpiNeMap [29]

Hardware energy consumption consists of computation and
communication. Since DASR does not use an additional cross-
bar, the number of occupied crossbars remains the same, the
computational energy remains nearly unchanged. Therefore,
the comparison focuses on communication energy, which
is also a bottleneck in large-scale neuromorphic hardware
[29]. As shown in Fig. 7, the communication energy of
DASR is 8.22% lower than that of SpiNeMap on average.
This experiment adopts the communication energy evaluation
method and configuration from NeuroXplorer [33]. As the
defect rate increases, more unexpected spikes are generated,
which increases the burden on communication between cross-
bars. DASR reduces the generation of unexpected spikes by
decreasing the deviation of important weights, resulting in a

decrease in communication energy.
3) Insights within simulated annealing

The DASR methodology is initialized with a temperature of
100 and a discount factor of 0.995 in the SA process. Anneal-
ing ends when the cost remains unchanged for 400 iterations.
Fig. 8 illustrates the temperature and ErrorD evolution during
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Fig. 7. Comparison of communication energy with SpiNeMap [29].

synapse-to-RRAM mapping for MNIST. At the beginning, the
high temperature allows a greater probability of accepting
swaps, causing a brief increase in ErrorD to 151.21. As
iterations proceed, DASR increasingly favors swaps with lower
ErrorD. Both temperature and ErrorD gradually decrease, and
fluctuations narrow to 0.81~2.12, leading the mapping scheme
toward convergence.
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Fig. 8. Change of temperature and ErrorD in DASR.
C. Discussions

1) With either only SAFO or SAFI defects

To evaluate fault-tolerance under a single defect type, Fig.
9 illustrates the accuracy recovery results at different defect
probabilities using MNIST as an example. Fig. 9 shows that
SAFO has a stronger negative impact than SAF1. When 0.8%
of RRAM cells are SAFQ defective, model accuracy drops
to 66.90%. In contrast, when 10% of RRAM cells are SAF1
defective, the accuracy is still 91.18%. This occurs because
SAFO generates higher currents on the bitline, leading to
increased neuronal spike rates, while SAF1 reduces spike
rates, with limited effect if the synapse weight is low or
receives few spikes. These findings indicate that SAF( defects
can cause severer accuracy degradation compared to SAF1
defects.
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Fig. 9. Accuracy compared to SpiNeMap [29].

2) Comparison with ANN fault-tolerance metric [23]

To evaluate the impact of spike frequency in the fault-
tolerance metric, we compare DASR with DASR-ANN, a vari-
ant that only considers weight deviation. Taking the MNIST
application as an example, Fig. 10 shows that DASR-ANN
exhibits inferior and less stable fault recovery performance
compared to DASR. On average, DASR improves the accuracy
by 7.39% and 0.23% compared with DASR-ANN in SAFO0
and SAF1, respectively. For the SAFO probability of 0.6%, the



accuracy of DASR-ANN only reaches 73.41%, which shows
an unstable fault-tolerance performance. This highlights the
limitation of considering only large weight deviations without
accounting for spike frequency.
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(a) Accuracy under SAFO (b) Accuracy under SAFI
Fig. 10. Accuracy compared to ANN fault-tolerance metric [23].

3) Evaluation with various scale of crossbar

We evaluate the robustness of DASR based on the number
and size of crossbars. Fig. 11 evaluates DASR’s accuracy
recovery on MNIST with 4, 8, 16, 32, and 64 crossbars.
SpiNeMap achieves accuracy of 80.13~92.71%, while DASR
improves it to 90.71~92.91% with an average improvement
of 3.91%, demonstrating stable fault-tolerance across different
numbers of crossbar. To assess performance on large-scale
crossbars, Fig. 12 shows results for crossbar sizes of 64, 128,
256, 512, and 1024 with 4 crossbars. As the size increases,
SpiNeMap’s average accuracy drops from 92.63% to 86.05%,
whereas DASR maintains 89.91~92.86%, with an average
improvement of 2.95%, indicating superior fault tolerance
across varying crossbar sizes.
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Fig. 11. Evaluation results with various numbers of crossbar.
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Fig. 12. Evaluation results with various sizes of crossbar.

4) Overhead analysis

Any fault-tolerant algorithm, including DASR, requires a
fault map indicating the type and location of SAFs, which can
be obtained using March-C or squeeze-search [11], [13], [14].
Spike communication is supported by the router in [27], where
the content addressable memory (CAM) must be configured
to map the SNN model. The DASR mapping scheme can be
implemented by updating the CAM. The runtime analysis of

setting up these mapping schemes is presented below.
Table III reports the runtime of DASR and KM algorithm

[23] at a defect rate of 0.5%. The time measurement is
performed with an Intel Platinum 8480+ processor. DASR
mainly spends time in the SA phase to find synaptic mapping
schemes, so the runtime increases approximately linearly with
the number of synapses. A traditional way to implement

TABLE III
REQUIRED RUNTIME FOR DASR AND KM ALGORITHM [23]
Bench- 1 yviNgsT | NMNisT | Fashion 1 cpario | DVS128
mark MNIST Gesture
DASR 4sec 14min 21min 1h 36min 7h 7min
KM [23] 1min 5h 30min 5h 57min 10h+ 10h+

synapse-to-RRAM mapping is to use the KM algorithm to find
the minimum-cost bipartite matching of the metric. The KM
algorithm constructs a cost matrix with cubic complexity, lead-
ing to very long runtimes on large models such as CIFAR10
and DVS128Gesture (over 10 hours). In the MNIST, NMNIST
and Fashion datasets with existing results, the average im-
provement of KM algorithm and DASR algorithm is 11.96%
and 11.04%, respectively. DASR adopts a heuristic algorithm
that only requires exploration of partial mapping schemes on
the initial mapping, which is 19.62 times faster than KM
algorithm on average, at the cost of only a 0.92% accuracy
loss. This shows the efficiency of the DASR algorithm in
runtime.

Fig 13 shows the trade-off between fault-tolerance and
runtime of DASR in the case of MNIST. The discount factor
~ and the termination threshold are combined as termination
conditions for the SA algorithm. The termination threshold is
defined as the number of stable rounds with unchanged cost.
A smaller v improves accuracy through deeper exploration but
increases runtime, while v >0.995 may accept poor solutions
and fall into local optima, reducing fault tolerance. Larger ter-
mination thresholds enhance tolerance by forcing more swaps
but prolong runtime. Our experiment takes an intermediate
setting of ¥=0.995 and threshold=400 as a balanced solution.
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+— Runtime

—=— Accuracy
7 | —*— Runtime
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(a) Trade-off in ~y

Fig. 13. Trade-off analysis between performance and runtime.

V. CONCLUSION

In this paper, we propose DASR, a method to mitigate SAF
defects in RRAM-based neuromorphic hardware. By analyzing
weights and spike frequency, DASR defines a fault-tolerance
metric and applies defect-aware synapse-to-RRAM mapping
to minimize the induced error during the mapping process. In
this way, weights with high spike frequency are avoided from
being mapped onto defective RRAM and thus it reduces the
deviation between actual and ideal weights. Evaluation shows
DASR improves accuracy by 18.74% on average compared to
existing mapping strategy.

(b) Trade-off in termination round
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