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Abstract—In advanced technology nodes, accurate glitch mod-
eling is crucial for designing high-performance, energy-efficient,
and reliable integrated circuits. In this work, we present a new
approach for gate-level glitch propagation modeling, employing
efficient Artificial Neural Networks (ANNs) to accurately esti-
mate glitch shape characteristics, propagation delay, and power
consumption. Moreover, we propose an iterative workflow that
integrates our models into standard cell libraries, exploiting the
available accuracy and size trade-off. Experimental results on
gates implemented in 7nm FinFET technology indicate that our
ANNs exhibit a strong correlation with SPICE (R? over 0.99).
Therefore, our approach could enable accurate full-chip glitch
analysis and effectively guide glitch reduction techniques.

I. INTRODUCTION

As process geometries shrink, accurate modeling of glitches
caused by Multiple Input Switching (MIS) plays a critical role
in designing high-performance, energy-efficient, and reliable
integrated circuits. During logic transitions, multiple signals
can switch simultaneously at the inputs of gates, leading to
unwanted complete or partial voltage swings at the outputs,
commonly referred to as glitches. Increasing operating fre-
quencies and process-induced variations raise the probabil-
ity of MIS-induced glitches, especially in dense operation-
intensive designs, such as mobile and artificial intelligence
applications [1]. Once generated, glitches may propagate
through the circuit, violating the gate noise margins [2] and
leading to timing and logic errors. Moreover, glitches lead to
substantial dynamic power dissipation, contributing up to 70%
of total power in arithmetic units, especially in modern FinFET
devices with reduced leakage power [3].

SPICE is the golden standard for glitch analysis but suffers
from excessive simulation times. Instead, most tools operate at
the gate level, employing ad-hoc approaches, such as inertial
and degradation [4], involution [5], or derate-based models [6],
to approximate glitches and their power consumption. How-
ever, they cannot accurately capture the analog shape of glitch
waveforms, particularly the timing and location of the peak
voltage, with industrial tools resulting in 40% glitch power
estimation error [7]. In a recent study, Machine Learning (ML)
was used to model the generation of MIS-induced glitches;
nevertheless, glitch propagation was neglected [8].

In this paper, we introduce an ML approach for modeling
gate-level glitch propagation. We utilize efficient and compact
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Artificial Neural Networks (ANNs) that can accurately esti-
mate the output glitch shape, propagation delay, and power
dissipation. Moreover, we present an iterative workflow that
integrates our ANNSs into standard cell libraries, exploiting the
available trade-off between model size and accuracy. Thus, our
ML approach could be combined with glitch generation mod-
els [8] to enable accurate full-chip gate-level glitch analysis
and effectively guide glitch reduction techniques.

II. PROPOSED APPROACH
A. Glitch propagation modeling

Fig. 1 depicts our proposed approach for efficiently model-
ing glitches. Each glitch voltage waveform is characterized
by three time instants, T, Tend, and Tpex. In particular,
Tsare and Tihgq represent the first and last time instants when
the glitch waveform crosses specific VDD thresholds (e.g.,
5% for rising glitches and 95% for falling glitches), while
Tpeax corresponds to the time instant of the glitch peak voltage
(Vpeak)- Utilizing these time instants, we can derive the primary
shape characteristics of each glitch, namely its width (W),
height (H), and time-to-peak value (7'P), which can be
computed as W =Teng - Tyiart, H = |Viait - Vpeak| (Where Vi is
VDD or VSS), and T'P =Tjeak - Tirart, TESpECtively.

Given the primary shape characteristics of the input glitch
(Win, Hin, T Py) and the output load (CL) as input features,
our ML models can predict the output glitch shape character-
istics (Wout, Houts ' Pout), propagation delay (Dqy), and power
(Eout)- Wiy and Hj, are the primary attributes that determine
whether the input glitch will propagate through the gate and
influence the size of the output glitch (Wi, Hou), While T Py,
predominantly defines the shape of the output glitch (1 Pyy),
which is essential for accurate noise and dynamic timing
analysis [2], [9]. To determine the location of the output glitch
relative to the input glitch, we utilize Dy, which is similar
to the NLDM delay and is computed as Dou =T, - g‘e‘ak.
Finally, F,, is obtained by integrating the VDD power wave-
form. Note that our method also enables the calculation of the
output glitch switching (Esw) and internal (Eint) power, as
Egw = %H"“"CL and Eint = Eou - Esw [10].

B. Workflow for ANN-based glitch propagation modeling

To effectively model glitch propagation across multiple cells
in a standard cell library, we adopted a fine-grained approach.
Each input-to-output timing arc of a cell susceptible to glitch
propagation (i.e., glitch arc) is modeled using five separate
ANN models, each predicting the corresponding output glitch
parameter. These models are trained on datasets generated
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Fig. 1: Features and outputs of our glitch propagation models.

through SPICE simulations of input glitches with varying
features (i.e., Wi, Hin, T'Py), reserving 80% of the data
for training and 20% for testing. Finally, model training was
performed using the Adam optimizer [11], the Mean Squared
Error loss function, and ReLLU activation for the hidden layers.

Fig. 2 provides an overview of our iterative model gener-
ation methodology, outlining the inputs and primary steps of
the workflow. Our framework requires three inputs, namely,
the SPICE models and standard cell library of the gates to be
characterized, and a user-defined configuration file. The corre-
sponding library is used to extract the cells’ logic function and
capacitance ranges, while the configuration file specifies the
candidate ANN architectures to be employed during training,
along with essential workflow parameters, such as the initial
number of data points and the model accuracy/size constraints.

Initially, the engine parses the input files and analyzes the
cells for all glitch arcs, generating the SPICE decks and run-
ning simulations to produce the golden results. Then, for each
glitch arc and output parameter (e.g., Wou), an ANN architec-
ture is selected based on the user-provided configuration, and a
model is trained using the respective dataset. In case the model
fails to meet the target accuracy, we select a more complex
architecture. In the absence of other available architectures, we
augment the dataset with additional data points and restart the
entire process. Once finalized, the ANN models are stored in
the standard cell library or as separate binary files, including
their architecture and parameters (weights and biases).
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Fig. 2: Workflow for ANN-based glitch propagation modeling.

III. EXPERIMENTAL RESULTS

To evaluate our glitch propagation modeling approach, we
utilized the proposed framework on a subset of combinational
gates from the ASU ASAP 7 nm PDK [12]. The golden SPICE
results were obtained using Xyce [13] and model accuracy was

assessed using the R? score. The SPICE data generation and
model training typically take 30-120 s per gate, depending
on the number of inputs and glitch arcs. For the framework
configuration, we set the target accuracy threshold to 0.99
(R?). All experiments were run on a workstation with a 3.70
GHz 12-thread CPU and 16 GB RAM.

Table I presents the mean R? score for each gate and output
parameter across all glitch arcs, along with the combined
memory footprint of the ANN models (when stored in binary
format). As can be seen, the proposed ML models achieve
exceptional correlation with SPICE across all gates, with
every output meeting the target R? score of 0.99. The best
predictions are made for Wy, and Fgyy (0.998 and 0.999,
respectively), while Dy, exhibits the worst performance for
most gates. Regarding memory, the disk storage requirements
of the models range from 21.12 to 117.6 KB, with their size
scaling linearly with the number of inputs and glitch arcs.
Lastly, Fig. 3 illustrates the predictions of our ANN models
for a rising glitch arc of a BUF gate, which further highlights
their resistance to outliers and strong correlation with SPICE.

TABLE I: Accuracy and memory demands of our ANN models

Gate R?2 score against SPICE Model size
Hot  Wou  Dow  TPow  Eou (&B)
INV 0996 0.998 0997 0997 0.999 21.69
BUF 0.996 0.998 0.994 0998 0.999 21.12
NAND2 0997 0998 0991 0995 0.999 47.12
AND2 0995 0998 0995 0.998 0.999 45.08
NOR2 0997 0998 0.996 0.997 0.999 44.17
OR2 0.995 0.998 0.990 0.998 0.999 45.32
XNOR2 0996 0998 0.995 0.998 0.999 87.53
XOR2 0996 0998 0.994 0.998 0.999 86.07
NAND3 0997 0.997 0989 0995 0.999 65.54
NOR3 0997 0997 0.990 0.995 0.999 70.91
AOI21 0996 0.998 0990 0.996 0.999 117.6
OAI21 0996 0.998 0991 0.996 0.999 116.3

Hout Wout 400 Dout

R2= 0.999
MAE= 0.004V

R2= 0.999
MAE= 1.340ps

R2=0.993
MAE= 3.065ps

°

Y
s
3
3

o
=
Now
S 8
8 3
w
3
3

°
©

Prediction (Model)
=
1
3

Prediction (Model)
Prediction (Model)

)

0.0 0.2 0.4 0.6 0

¥ ¥ 160 2060 300 400 0 100 2060 300 400
Real values (SPICE)

Real values (SPICE) Real values (SPICE)

TPout g o Eout
R2= 1.000

MAE= 0.009f)

R2= 0.997
MAE= 1.430ps

Prediction (Model)
Prediction (Model)

0 50 100 150 -6 -4 -2 0
Real values (SPICE) Real values (SPICE)

Fig. 3: Predictions of the proposed ANNs for a BUF gate.
IV. CONCLUSIONS AND FUTURE WORK

This work presented a new ML-based method for efficient
gate-level glitch propagation modeling. In the future, we plan
to improve the performance of our approach by exploring
alternative ML models, refining hyperparameters, and incorpo-
rating realistic input glitch waveforms during characterization.
In addition, we intend to validate our framework across
different technology nodes and operating conditions and utilize
our ANNSs for circuit-level glitch estimation.
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