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Abstract—Memory-related vulnerabilities often result in system
crashes and performance drops, imposing significant risks for
embedded systems. Despite the potential of Language Models
(LMs) in program repair, existing LM-based approaches struggle
with these vulnerabilities due to two primary limitations: i) LMs
do not possess adequate domain knowledge concerning program
analysis and the characteristics of memory-related vulnerabili-
ties, and ii) LMs face constraints in managing contexts as the
size of programs increases. To address this issue, we introduce
MVRepair, a novel lightweight Language Model (�LM)-driven
framework built upon a domain-specific knowledge library that is
developed through the examination of 7,935 real-world memory-
related vulnerabilities. By using our proposed knowledge-based
analysis strategy and semantic-guided segmentation mechanism,
MVRepair can substantially enhance the LM’s ability to repair
programs with memory-related vulnerabilities. Comprehensive
experimental results on 8,118 real-world memory-related vulner-
abilities demonstrate that, compared with state-of-the-art LM-
based approaches, MVRepair yields improvements of a minimum
of 23.8% in EM, 31.9% in BLEU-4, and 16.7% in CodeBLEU.

I. INTRODUCTION

The growing complexity of modern embedded systems has

resulted in increased vulnerabilities, particularly related to

memory [1], [2]. Accounting for approximately 40% of the

entries in the CVE database [3], these vulnerabilities pose

serious threats to system reliability and security [4]–[7], which

can easily lead to performance degradation or even system

crashes. Due to intricate code dependencies, addressing these

vulnerabilities is challenging, often requiring in-depth manual

examination and expert knowledge. Thus, investigating auto-

mated and precise solutions is increasingly vital for enhancing

the efficiency of embedded software development [8]–[10].

The advent of Deep Learning (DL) models in comprehend-

ing natural language, particularly through pre-trained models,

has led to the development of numerous DL-driven tech-

niques [11]–[13] aimed at program repair. Nonetheless, these

methods struggle when dealing with vulnerabilities related

to memory due to the following two primary limitations: �
Language Models (LMs) lack the capability to perform program

analysis and possess insufficient knowledge of memory-related

vulnerabilities; and � since segmented code resulting from

token limitations [12] often compromises the semantic integrity

of vulnerabilities related to memory, the arbitrary segmentation

inevitably disrupts the structure and semantics of the target

program code, thus misleading LMs in comprehending code.

Clearly, enhancing the capabilities of language models with
domain-specific insights about memory-related vulnerabilities

and improving their ability to understand the intricate contexts
of such vulnerable code are emerging as pivotal challenges in
the automated remediation of these vulnerabilities.

To address the above challenge, this paper proposes MVRe-

pair, a novel lightweight Language Model (�LM)-based vul-

nerability repair framework. Instead of segmenting vulnerable

program code at the token level, MVRepair strives to enhance

the ability of LMs to wisely understand the real context of

vulnerable code at the grammar level. Firstly, we analyze 7,935

real-world cases to build a comprehensive knowledge library

that reflects various characteristics of memory-related vulner-

abilities. Built on top of this constructed knowledge library,

MVRepair enables effective repair of memory-related vulnera-

bilities based on � a knowledge-based static analysis approach

that utilizes domain-specific knowledge about memory-related

vulnerabilities to enhance the LM-based repair process and

� a semantic-guided segmentation mechanism that boosts the

ability of LMs to reason through complex contexts. Specifically,

the knowledge-based static analysis strategy extracts potential

characteristics of memory-related vulnerabilities from a target

program using the predefined knowledge library, which are then

used to construct tailored prompts. Moreover, this approach

entails the development of a Semantic Sampling Tree (SST)

for the target program. Based on this SST, we carry out

Adaptive code SEGmentation (ASEG) while adhering to the tag

length imposed by the underlying LM. In this way, MVRepair

maintains the semantic integrity of the analyzed target program,

thereby improving the LM’s ability to understand the vulnerable

program code and perform repairs with higher quality.
This paper mainly makes the following three contributions:

• We establish a knowledge library for various memory-related

vulnerabilities based on 7,935 real-world cases.

• We propose a novel vulnerability repair framework, MVRe-

pair, which adopts our proposed knowledge-based static anal-

ysis strategy and semantic-guided segmentation mechanism

to enhance the repair capability of LMs.

• We perform a comprehensive evaluation on a real-world

dataset to demonstrate the effectiveness of MVRepair.

II. A MOTIVATION EXAMPLE

Figure 1 illustrates how security engineers address an out-

of-bounds write vulnerability (CVE-2021-46822) in libjpeg-
turbo, highlighting the need for both knowledge-based static

analysis and semantic-guided segmentation. In practice, engi-

neers must first locate the vulnerable code region, which often



involves reasoning over literals, identifiers, and expressions,

as summarized in Table I. For example, as shown on line

8 in Figure 1, the variable maxval is used without being

validated against the IS_EXT_RGB condition, which is an

issue that requires understanding the semantics of identifiers

and their relationships within expressions. This manual process

relies heavily on domain expertise to correctly trace program

dependencies before applying the appropriate repair.

Fig. 1. A motivating example: the left part shows how a software security
engineer fixes vulnerable code, while the right part presents a snippet of the
repaired vulnerable code from libjpeg-turbo.

Automated approaches face additional challenges. Vulner-

able functions are often long and context-dependent, with

critical information scattered across hundreds of tokens. In our

example, the vulnerable function contains more than 800 tokens

before reaching the faulty statement. Existing approaches, such

as VulMaster, segment code using a fixed token length (e.g.,

512 tokens), which risks cutting across variable declarations or

logical blocks. Such segmentation breaks semantic continuity,

depriving models of essential context and ultimately degrad-

ing repair quality. This motivates our design of MVRepair,

by combining a knowledge-based static analysis to extract

vulnerability-relevant code elements with a semantic-guided

segmentation mechanism, we preserve the structural and se-

mantic integrity of the function, allowing the model to reason

over the complete context needed for accurate repair.

III. METHODOLOGY

Figure 2 illustrates the framework and workflow of our

proposed MVRepair. As shown in the middle part of the figure,

MVRepair consists of two parts, i.e., the knowledge-based

static analysis strategy and the semantic-guided segmentation

mechanism. Specifically, based on the pre-established knowl-

edge library for various memory-related vulnerabilities, the

former part determines an SST for each program using our

static analysis engine. Then, by using our developed segmen-

tation engine together with pre-defined prompt templates, the

latter part properly segments vulnerable programs for prompt

generation, without compromising their structural and semantic

information for code repair. Note that, as shown in the left

part, the fine-tuning of �LMs in MVRepair is also based on

the results produced by these two engines. The following

subsections will detail their implementation details.

A. Knowledge-based Static Analysis Strategy

To systematically capture the characteristics of memory-

related vulnerabilities, we analyzed 7,935 real-world cases from

the MegaVul dataset, which aggregates vulnerabilities from

17,380 open-source repositories and documents 169 unique

Fig. 2. The framework and workflow of MVRepair.

CWE types reported between January 2006 and October 2023.

Our analysis focuses on code regions within the vulnerable

functions that could introduce security issues. We observed

that such regions consistently involve literals or identifiers,

which appear in key syntactic constructs such as declarations

and expressions. Declarations define program elements (e.g.,

variables, functions, classes), while expressions combine liter-

als, identifiers, and operators to compute values. Vulnerable

statements often reference earlier declarations or participate

in later expressions, making them crucial for understanding

vulnerability context. Based on these observations, we distill

four key AST node categories. These four categories of nodes

are literal values, identifiers, declarations, and expressions. We

compile these four categories into a knowledge library, which

serves as the foundation for our static analysis strategy. Table I

outlines these node categories and their forms.

TABLE I
KEY NODE INFORMATION FOR MEMORY-RELATED VULNERABILITIES.

Category Specific Type Symbolic Example

Literal

StringLiteral “iceman”
NumberLiteral 30
BooleanLiteral TRUE
RegExpLiteral /\d/

Identifier Identifier age

Declaration
VariableDeclaration const listlen = 1
FunctionDeclaration function getInfo(info)

Expression

ArrayExpression [1,2,3]
AssignmentExpression age = 1

BinaryExpression 1 + 2
ObjectExpression var obj

To extract characteristics of memory vulnerabilities at the

grammar level, MVRepair adopts the static analysis strategy

based on the pre-established knowledge library. This strategy

aims to utilize domain-specific knowledge about memory-

related vulnerabilities to better understand the complex struc-

tural contexts within target programs, thus facilitating code

segmentation and enhancing repair performance.

In MVRepair, we utilize the static analysis tool Tree-Sitter

[14] to parse the source code and construct Abstract Syntax

Trees (ASTs). Since vulnerabilities often occur in only a few

lines of code, providing the entire program to the model

can negatively impact its performance. Therefore, we employ

program slicing [15], which involves performing both backward

and forward slicing from a specific point of interest in the

program. This technique helps reduce the noise caused by

irrelevant statements. To ensure that the sliced code includes

memory-related vulnerabilities, we use a set of node type rules

summarized in Table I to create an SST. This process extracts



essential code characteristics based on our domain knowledge.

Figure 3 showcases a memory leak vulnerability to illustrate

the SST construction. First, we construct the program’s AST.

Using the rules outlined in Table I, we identify and highlight

important nodes (e.g., Function_Declaration) in green.

Next, we construct the SST by removing non-critical nodes and

their connections, indicated by orange dotted arrow lines. To

maintain connectivity, we then create new replacement edges.

When deleting nodes, if a child loses its parent, the child’s

sibling should be designated as the new parent node. If there is

no sibling available, the search for a new parent should continue

up the family tree to the grandparent. For example, when

the parent node is deleted, a new edge is created to directly

connect the Declaration node and the Identifier node,

as indicated by the green dotted line. Note that most models,

such as CodeLlama [16] used in MVRepair, are not well-suited

for dealing with ASTs. To make SSTs compatible with LMs,

MVRepair flattens each tree into a node sequence using depth-

first traversal, encoding every node by its type and value. We

cap the sequence length at 512 nodes, which is sufficient to

cover more than 90% of cases in our dataset.

Fig. 3. An example of SST construction.

To effectively utilize the CodeLlama model, we first employ

its tokenizer to represent each vulnerable function as a sequence

of tokens. Next, we use GPT-4 as a distillation Large Language

Model (LLM) to generate automated prompts, taking advantage

of its strong reasoning capabilities. Our approach involves using

a discrete set of tokens as instructional cues, ensuring they

are both meaningful and easy for the model to interpret. We

specifically use the GPT-4-turbo checkpoint with a maximum

token limit of 512, as provided through the OpenAI API. For

automated prompts, we select five candidate prompts that are

generated based on our existing inputs and task requirements.

These prompts are then evaluated using the evaluation function

relevant to the current task. After evaluation, we select a

template with the highest score to train the model for the current

vulnerability remediation task, as described below.

Give a piece of memory-related bad C code and key code semantics, output
the repaired C code.
Input: code [ X1 ], key code semantic [ X2 ]. Output: [ Y ].

B. Semantic-guided Segmentation Mechanism

To effectively and adaptively segment target programs while

adhering to the token length limits of the underlying language

model, we propose a semantic-guided mechanism. This ap-

proach facilitates segmentation at the grammar level, ensuring

the semantic integrity of vulnerable programs and enhancing

the model’s contextual reasoning. In the current version of the

tool, we have chosen CodeLlama as our base model because

of its outstanding performance on sequence-to-sequence tasks.

To manage lengthy inputs, MVRepair first tokenizes an entire

function to ensure that each segment meets a specified length

limit (i.e, the one used in [12]). This approach also allows for

the expansion of our chunking component to other methods,

enhancing the overall generalization of the technique. Then, the

tool segments the tokenized function according to the nodes of

interest identified in Table I. This process captures key elements

such as literals, identifiers, expressions, declarations, and the

tokens between them. A new segment is formed whenever the

token count since the last node of interest exceeds 512. This

method guarantees that each segment adheres to the length limit

of 512 tokens while maintaining semantic integrity, even for

functions shorter than 512 tokens.

To effectively integrate semantic and structural information

by incorporating an extra cross-attention mechanism [17]. This

component, absent in the standard CodeLlama encoder, merges

the source code embedding hc with the SST embedding hct.

This extension enables the model to match the semantics of

vulnerable functions with their related structural characteristics,

which are crucial for accurate vulnerability repair. Specifically,

we first project the two representations into query, key, and

value spaces:

Q = hcW
Q,K = hctW

K , V = hctW
V , (1)

where WQ, WK , WV and are learnable projection matrices.

Here, hc acts as the query, retrieving structural context from

hct, which is used as keys and values. The attention output for

each head is computed as:

headi = Attention(QWQ
i ,KWK

i , V WV
i ), (2)

where Attention(· ) is defined as scaled dot-product attention:

Attention(Q,K, V ) = softmax

(
QKT

√
dk

)
V, (3)

where dk denotes the dimensionality of the key vectors. Fi-

nally, the outputs from all heads are concatenated and linearly

mapped:

MultiHead(Q,K, V ) = Concat(head1, . . . , headh)W
O,

(4)

where WO denotes the output projection matrix. This fused

representation serves as the input for the repair generation mod-

ule. It allows the module to leverage both extensive semantic

dependencies and SST structural context, a capability that the

standard CodeLlama encoder lacks.



C. Vulnerable Code Repair

To capture hidden vulnerability patterns,we incorporate prior

knowledge of vulnerability types during training. By condition-

ing the generation process on the predicted vulnerability type,

MVRepair can better recognize recurring vulnerability patterns

and select repair strategies that are most effective for that type.

Similar to existing code-related tasks, MVRepair employs

a multi-task learning framework to enhance its effectiveness.

We incorporate vulnerability type prediction as an auxiliary

task, which helps the model learn more complex features. The

model is trained on two consecutive tasks: i) vulnerability type

prediction, which identifies the specific type of vulnerability

within the dataset, and ii) vulnerability repair, which generates

the corrected code. This allows the model to utilize its prior

knowledge of a vulnerability type to inform its repair strategy.

To efficiently adapt the repair generation module under

resource constraints, MVRepair fine-tunes the underlying �LM

using Low-Rank Adaptation (LoRA). Given the fused repre-

sentation [hc, hct] from the cross-attention layer, LoRA learns

a low-rank update ΔW = BA for the decoder weights:

W = WO +ΔW, (5)

where W0 denotes the frozen pre-trained parameters and only

ΔW is updated during training. The forward propagation for

a given input [hc, hct] is then:

h = WO[hc, hct] +BA[hc, hct], (6)

where BA[hc, hct] captures the task-specific knowledge learned

during fine-tuning and augments the output of the frozen

pre-trained parameters WO[hc, hct]. This design significantly

reduces the number of trainable parameters and memory

footprint, enabling MVRepair to perform vulnerability repair

generation even on a single consumer-grade GPU. To ensure

stable training, ΔWx is scaled by α/
√
r, where α is the rank

of the low-rank matrices.

In our approach, MVRepair is deployed locally without

connecting to online LLMs. During the decoding process, we

utilized the Greedy Search algorithm [18], [19], which consis-

tently selects the most optimal option at each step, allowing

for a quick tracking of the search process. When generating

code, if there is prior knowledge about the structure and logic

of the code, Greedy Search can leverage this information to

guide the search process, thereby enhancing the performance

of the generated code.

IV. EXPERIMENTAL SETUP

Dataset. Since there is no dataset specifically designed for

memory-related vulnerabilities, we constructed a vulnerability

dataset based on MegaVul [20]. The new dataset contains 13

common memory-related vulnerabilities (including CWE-119,

-120, -121, -122, -124, -125, -126, -401, -415, -416, -476, -

787, and -824), which were reported between January 2006 and

October 2023. Table II presents the statistics of the dataset.

We followed the same procedures as VulRepair [11] and

VRepair [13] to preprocess the dataset samples, where each

vulnerable function is surrounded by two special tokens, i.e.,

TABLE II
DATASET STATISTICS.

Type Train Valid Test

Count 5692 802 1624
Samples with>512 tokens 797 115 202

Max number of tokes in a sample 2686 2396 2496

<StartLoc> and <EndLoc>, and the repaired parts of the

function are surrounded by <ModStart> and <ModEnd>,

respectively. These notations inform the model about vulnerable

code lines and their corresponding fixes.

Baselines. We compared MVRepair with four categories of

baselines. The first is the pre-trained model-based methods,

which use pre-trained code models widely used in code-

related downstream tasks. Specifically, we investigated three

encoder-based models (i.e., CodeBERT, GraphCodeBERT,

and Roberta), three codec-based models (i.e., CodeReviewer,

CodeT5, and Bart). The second is the �LM-based methods,

which adopt various �LM models, each with fewer than 10 mil-

lion parameters. Here, we considered CodeLlama-7b and three

codec-based models (i.e., CodeT5+, CodeGen, and DeepSeek-

Coder). For CodeGen, we analyzed three versions of varying

sizes (i.e., 350M, 2B, and 6B). Meanwhile, we considered four

variants of CodeT5+ with different sizes (i.e., 220M, 770M,

2B, and 6B). We also investigated two DeepSeek-Coder models

with two sizes (i.e., 1.3B and 6.7B). The third is the LLM-
based methods, involving well-known ChatGPT models (i.e.,

GPT-3.5-turbo and GPT-4-turbo) and DeepSeek models (i.e.,

DeepSeek-V3 and DeepSeek-R1) with prompts as described in

Section III-A. The fourth is the task-specific methods, including

three automatic vulnerability repair approaches (i.e., VulRepair,

VRepair, and VulMaster).

Evaluation Metrics. We assessed MVRepair’s performance

using three metrics: i) Exact Match (EM), which determines if

the predicted answer directly corresponds with the true answer,

evaluating the fraction of model-generated answers that exactly

align with the correct answer; ii) BLEU-4, which measures the

resemblance between the model’s generated repair suggestions

and the reference repairs, by calculating the exact matches of

n-grams of various lengths to assess the quality of the generated

repairs; and iii) CodeBLEU, which evaluates the quality of the

generated code by incorporating syntactic and semantic aspects

via AST and dataflow analysis. Typically, the higher the metric

values, the better the repair performance we can achieve.

Implementation Details. All experiments were conducted

on an Ubuntu server featuring two Intel Xeon CPUs, 128 GB of

memory, and eight NVIDIA GeForce RTX 4090 GPUs. For the

pre-trained model-based methods, we utilized publicly available

source code with their original hyperparameters. For the �LM-

based methods, all models are downloaded from HuggingFace.

We conducted experiments using OpenAI’s public APIs (i.e.,

“GPT-3.5-turbo” and “GPT-4-turbo.”) with initial parameters

provided by OpenAI. To ensure fairness in the experiment,

we applied the same data segmentation for all approaches.

In this paper, we focused on addressing vulnerabilities in

C/C++, having gathered instances of these vulnerabilities from

the CWE website [3]. Note that our approach can be easily

applied to other programming languages by simply replacing



the underlying datasets. Throughout the training, we used the

Adam optimizer with a learning rate of 1e-4. A weight decay

rate of 0.01 was applied. We used a batch size of 1, and the

training spanned 20 epochs. According to the work in [12], we

set the maximum length of a function segment to 512.

V. EXPERIMENTAL RESULTS

We compared MVRepair with state-of-the-art (SOTA) vul-

nerability repair methods, aiming to answer the following

two Research Questions (RQs): i) what is the superiority of

MVRepair compared with SOTA vulnerability repair methods?

and ii) how is the effectiveness of the proposed key components

on the performance of MVRepair?

A. Performance Evaluation (RQ1)

RQ1 aims to evaluate the performance of MVRepair against

all baselines on our dataset for memory-related vulnerabilities.

TABLE III
MODEL PERFORMANCE OF BASELINES AND MVREPAIR.

Model Model Size EM BLEU-4 CodeBLEU
CodeBERT 125M 3.1 2.9 9.4
GraphCodeBERT 173M 4.1 1.7 12.1
Roberta 125M 3.4 2.6 7.2
Bart 140M 3.9 13.3 27.4
Codereviewer 173M 5.1 9.3 21.7
CodeT5 223M 6.7 14.1 25.6

CodeT5+ 220M 7.3 10.7 22.1
CodeT5+ 770M 8.9 18.2 29.3
CodeT5+ 2B 9.9 19.1 30.5
CodeT5+ 6B 10.8 19.3 31.8
CodeGen 350M 7.2 14.9 24.3
CodeGen 2B 7.3 15.4 32.2
CodeGen 6B 10.7 27.2 34.3
DeepSeek-Coder 1.3B 8.6 12.5 27.8
DeepSeek-Coder 6.7B 11.0 17.9 31.8
CodeLLAMA 7B 11.2 20.8 31.8

GPT-3.5 NA 4.6 5.3 17.5
GPT-4 NA 7.8 10.0 21.2
DeepSeek-V3 NA 5.4 6.8 18.3
DeepSeek-R1 NA 8.1 9.4 20.7

VRepair NA 4.6 8.1 30.3
VulRepair NA 6.7 14.1 25.6
VulMaster NA 14.7 23.2 33.5

MVRepair 7B 18.2 30.6 39.1

Table III compares the performance between MVRepair and

all baseline models, with the best results highlighted in bold.

We can find that MVRepair outperforms all supervised baseline

methods in terms of EM, BLEU-4, and CodeBLEU scores

on the evaluation dataset. Compared to VulMaster, MVRepair

improves the scores of EM, BLEU, and CodeBLEU by 23.8%,

31.9%, and 16.7%, respectively. We performed a t-test on

CodeBLEU using the paired data between MVRepair and each

of the baseline models, and all comparisons yielded p-values

less than or equal to 0.0004, suggesting that the difference

in performance between MVRepair and the baseline models

is statistically significant. Furthermore, we can observe that

language models like GPT-3.5 and GPT-4 struggle to effec-

tively address memory-related software vulnerabilities, due to

their insufficient accuracy and reliability in understanding and

managing complex memory issues. Since GPT-3.5 and GPT-4

are designed for question-and-answer tasks, under-utilization of

their training data will hinder their ability to update parameters

and learn vulnerability patterns effectively. Note that GPT-4

performs significantly worse than our tool on all the metrics.

TABLE IV
PERFECT PREDICTION FOR THE FULL RANGE OF CWES.

Group CWE-Type VRepair VulRepair VulMaster MVRepair # of Samples

A

CWE-119 12 17 39 54 340
CWE-120 4 7 17 20 86
CWE-121 1 0 1 4 9
CWE-122 0 0 5 6 23

B CWE-125 16 9 55 62 253

C
CWE-126 0 0 0 0 1
CWE-401 2 8 14 15 61

D
CWE-415 2 2 4 5 33
CWE-416 10 14 29 33 197
CWE-476 12 30 38 46 273

E
CWE-787 15 23 38 52 343
CWE-824 0 0 0 0 5

Total 74 (4.6%) 110 (6.7%) 240 (14.7%) 297 (18.2%) 1624

As shown in Figure 4, we categorized the test set into five

groups based on the types of memory operation errors and

resource management issues associated with the vulnerabilities.

The categories include A: Buffer overflows, B: Out-of-bounds

writes, C: Out-of-bounds reads, D: Memory management er-

rors, and E: Null pointers and post-destruction references.

Figure 4 shows the EM performance for each group, where

MVRepair achieves the best result. For example, MVRepair

Fig. 4. Model performance on different groups.

fixes 84 vulnerabilities in Group A, which is a 35.5% im-

provement over VulMaster. Table IV presents the number of

perfect predictions made by MVRepair for all CWE-types.

Although MVRepair’s fix rate of 18.2% is not particularly high,

the improvement over SOTA is significant. This indicates that

our approach plays a crucial role in addressing memory-related

software vulnerabilities. Additionally, we note that VulMaster

performs worse in the out-of-bounds write category of vulner-

abilities compared to other categories, because out-of-bounds

write vulnerabilities typically involve more complex memory

management and code logic challenges. However, MVRepair

demonstrates comparable performance across all groups of

vulnerabilities, showcasing the effectiveness of our approach

to memory-related vulnerabilities.

B. Ablation Study (RQ2)

RQ2 aims to examine the effects of the components of

MVRepair, including the SST building module, the ASEG

module, and the CWE-type knowledge acquisition module. We

conducted two ablation studies using different models, input

component design, and DL model design. In each ablation

study, we removed one component at a time to analyze its

individual contribution to the key design. Specifically, we

considered three variants: i) MVRepair w/o ASEG, where only

the first 512 tokens are intercepted, removing the subsequent

parts of the code; ii) MVRepair w/o SST, which eliminates

the semantic sampling tree token information of the code; and



iii) MVRepair w/o CWE-type prediction, which eliminates the

CWE-type prediction module, ignoring prior knowledge of the

vulnerability type and directly fixing vulnerable code.

TABLE V
ABLATION STUDY RESULTS FOR MVREPAIR.

Type Variant EM BLEU-4 CodeBLEU

Full Model MVRepair 18.2 30.6 39.1

Input Components
w/o ASEG 14.1 27.5 35.4
w/o SST 14.7 25.4 34.4

Model Designs w/o CWE-type Prediction 14.5 25.2 34.8

From Table V, we can observe that each design component

enhances the performance of MVRepair. Specifically, the re-

moval of the SST component results in decreases of 25.5%,

8.0%, and 7.3% in the EM, BLEU-4, and CodeBLEU scores,

respectively. Additionally, eliminating the ASEG component

leads to a 16.9% drop in the CodeBLEU score, which nega-

tively affects the semantic fluency of the generated repair code.

CWE-type prediction is crucial in the tool repair process. With-

out obtaining prior knowledge of CWE types, there can be a

significant decrease in EM metrics, by as much as 22.1%, which

severely impacts the accuracy of the repair code. Additionally,

it is noteworthy that the SST module is the most effective

component in this context. In this context, EM refers to the

percentage of generated code that matches the token sequence

of the base fact. This alignment is particularly important for

the code repair task, which is why we prioritize the EM metric

as our main evaluation criterion. We observed that integrating

a specific SST with a memory-relevant repair corpus led to a

substantial enhancement in the performance of our tool.

C. Case Study

Figure 5 presents a CWE-416 vulnerability case and

the corresponding fixes generated by VulMaster [12] (lines

11) and MVRepair (lines 10), respectively. In the original

code (lines 8–9), the function init_new_context calls

init_new_context_ldt but does not handle its return

value. If init_new_context_ldt fails and returns a non-

zero value, the caller of init_new_context cannot detect

this failure, which may introduce a security vulnerability.

Fig. 5. Example of repairs by VulMaster and MVRepair.

MVRepair correctly generates the repair in line 10 by

returning the result of init_new_context_ldt, ensuring

that the success or failure of the inner function is visible to

the caller. This demonstrates MVRepair’s ability to capture the

semantic dependency between function outcomes and propagate

error-handling logic. In contrast, VulMaster generates an incor-

rect patch (line 11) that omits the tsk parameter, since it was

defined but unused elsewhere in the function. This highlights

a limitation of purely token-based segmentation approaches:

by losing contextual cues about parameter significance, they

may overlook the correct propagation of return values. From

this case, we can find that MVRepair utilizes knowledge-guided

analysis to preserve critical semantics and generate a patch that

is not only syntactically correct but also functionally aligned

with proper error-handling practices.

VI. RELATED WORK

Static Analysis-Based. Static analysis-based methods aim

to select the most appropriate algorithm depending on the

intrinsic static characteristics of a vulnerability’s root cause,

allowing for identification and resolution of the root code

without executing the program. Shaw et al. [21] discovered that

buffer overflow vulnerabilities typically stem from using unsafe

functions. Thus, they developed a pointer analysis technique

to evaluate buffer sizes and substitute insecure functions with

secure counterparts. Ma et al. [22] introduced a static slicing-

based algorithm to optimize the balance between analysis pre-

cision and efficiency. Nonetheless, the intricate programming

logic found in actual projects complicates static identification

and diminishes traditional methods’ effectiveness.

Learning-Based. Various deep learning-based methods have

been investigated to autonomously identify explicit or implicit

vulnerability features from known vulnerabilities, aiming to

broaden the scope of learning-based program repair. For exam-

ple, Fu et al. [23], however, noticed an absence of a mechanism

to guide their model to focus more on vulnerable code areas

during repair. To address this, they introduced the Vulnerability

Query (VQ) for locating vulnerable code sections and employed

a cross-attention mechanism for cross-matching between the

VQ and the relevant vulnerable code region. Zhou et al. [12]

introduced VulMaster, which fixes vulnerabilities by thoroughly

comprehending the entire vulnerable code, regardless of its

size. Our method distinguishes itself from current learning-

based vulnerability remediation approaches by utilizing fully

functional code data to aid in the remediation of memory-

related vulnerabilities through innovative code SSTs.

VII. CONCLUSION

This paper presents a novel �LM-based vulnerability repair

method that effectively addresses the low repair performance

limitations posed by existing LMs’ code segmenting methods.

Rather than arbitrarily segmenting the target program code at

the token level, this paper proposes to segment the code at

the grammar level based on memory-related code structural

information and CWE-type a priori knowledge. Comprehensive

experiments on a real-world dataset show the superiority of

MVRepair against SOTA methods.
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