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Abstract—Al at the network edge promises real-time perception
and decision-making in safety-critical domains such as aerial
robotics, autonomous vehicles, and 5G-enabled infrastructures.
Yet, operating under resource constraints, dynamic, and adver-
sarial conditions exposes edge Al systems to fragility, inefficiency,
and security risks that threaten their safe operation. GuardAl,
a Horizon Europe project, introduces a framework for resilient
and trustworthy edge AI that unites three pillars: adversarial
robustness, context-enhanced inference, and security-by-design.
Initial project results include a diffusion-based adversarial purifi-
cation framework optimized for real-time operation, lightweight
deep unrolling architectures for LiDAR super-resolution with
built-in outlier removal, and robust uncertainty quantification
modules to improve confidence calibration. It further develops a
context-enhanced inference engine that integrates visual, spatial,
and operational context across multi-agent systems, and a risk-
aware defense recommender that autonomously selects mitigation
strategies based on evolving threat landscapes. Through repre-
sentative Use Cases, covering monitoring with Unmanned Aerial
Vehicle, decentralized SG network analytics, and secure perception
in connected autonomous vehicles, GuardAI demonstrates how
robust and adaptive AI can be achieved within stringent edge
constraints. Together, these technologies lay the groundwork for
a new generation of secure, context-aware, and certifiable Al
systems that can be trusted to operate autonomously in the
physical world.

Index Terms—adversarial attacks, adversarial resilience, Trust-
worthy Al, Robust Al, Edge AI, UAVs, connected autonomous
vehicles, network edge infrastructure

I. INTRODUCTION

Deploying AI models on edge devices enables real-time,
intelligent data processing by minimizing reliance on cloud
systems and bringing computation closer to data sources.
This supports immediate decisions in high-stakes areas such
as Unmanned Aerial Vehicle (UAV)-enabled monitoring [1],
connected vehicles [2], and network-edge infrastructures [3].
Compared to cloud computing, edge AI cuts latency and
bandwidth use by reducing large data transfers.
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Fig. 1. The multi-faceted GuardAl concept for the new generation of secure,
context-aware, and certifiable AI systems operating autonomously in the
physical world.

However, substantial challenges exist. Edge AI operates
under uncertainty, limited computational resources, and often
sensitive data processing. Risks include sensor data manipula-
tion and environmental impacts that may directly compromise
human safety [4]. Solutions usually address narrow aspects:
adversarial defenses reduce clean-input accuracy [5]; perception
systems fail in poor weather conditions [6]; anomaly detection
struggles with high-dimensional, imbalanced data and requires
extensive labels [7], while robustness methods add computa-
tional costs incompatible with edge limits.

These fragmented landscape illustrates the need for holis-
tic solutions that jointly address robustness, computational
efficiency, and trustworthiness in real-world deployments. In
particular, resilience at the edge requires robust and efficient
algorithms, context-awareness (to adapt to dynamic conditions),
security-by-design (to anticipate evolving threats), and clear
evaluation protocols that can support future certification.

The GuardAI' Horizon Europe project is focused exactly
on tackling the aforementioned issues by developing resilient,

Uhttps://www.kios.ucy.ac.cy/guardai/ (3-year project, Oct 2024—Sept 2027)
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efficient, and trustworthy Al for safety-critical edge applica-
tions. It achieves this through integration of adversarial robust-
ness, context-enhanced inference, automated defense recom-
mendation, and standardized evaluation. This paper provides an
overview of the GuardAl project while identifying challenges
and presenting initial solutions established through:

« Articulation of the GuardAl vision and high-level archi-
tecture.

o Identification of key challenges in adversarial robustness,
context integration, and security-by-design for edge Al

« Presentation of methodological pillars, including an adver-
sarially resilient toolkit, a context-aware inference engine,
and a defense recommender system, together with initial
results.

o Description of representative Use Cases in UAV-based
monitoring, Connected Automated Vehicles (CAVs), and
5G-enabled infrastructure.

II. GUARDAI APPROACH

GuardAlI (Fig. 1) initially analyzes attack surfaces and iden-
tifies vulnerabilities in existing Al deployments. This informs
novel defense mechanisms, including robustification mecha-
nisms, unsupervised outlier removal, and robust uncertainty
quantification. A particular focus is the development mecha-
nisms that enable Al systems to incorporate spatial, sensory,
and operational indicators directly into their inference pipelines.
These mechanisms adapt across various applications, such
as UAV monitoring versus CAV perception, while remaining
compatible with edge resource limitations.

Given the complexity of tailoring defenses to diverse edge
scenarios, GuardAl also develops a defense recommender sys-
tem that selects appropriate security mechanisms for a given
threat profile and deployment context, thereby embedding the
security-by-design principle in practice.

All knowledge generated is continuously integrated into a
collaborative knowledge hub?, which consolidates resilience
insights and formalizes standardized evaluation metrics. Be-
yond functioning as a repository, the hub provides a medium
to support dialogue among researchers, industry, and regulators.
This foundation will be crucial for advancing certification and
compliance in safety-critical edge Al systems.

III. CHALLENGES OF ROBUST EDGE AI SYSTEMS

The deployment of Edge Al in safety-critical domains in-
troduces interconnected challenges that must be addressed to
ensure resilience, efficiency, and trustworthiness. Systems that
depend on autonomous perception and decision-making are
vulnerable to unauthorized access, data breaches, and manipu-
lation of sensor data or control flows, creating weaknesses with
potentially severe consequences. We use robustness to denote
resistance to adversarial perturbations, reliability for consistent
behavior, resilience for recovery capability, and trustworthiness
for the combination of efficiency, robustness, and regulatory
compliance.

Zhttps://www.kios.ucy.ac.cy/guardai/K4 AL/

Among these threats, adversarial attacks pose a particularly
critical risk: carefully crafted perturbations or sensor spoofing
can deceive Al models, leading to misclassifications and unsafe
actions. For example, by changing sensor data, an attacker
could cause a drone to misidentify objects or misinterpret
its environment, leading to potentially dangerous situations.
Adpversarial attacks often use gradient-based optimization tech-
niques to find the most effective perturbations. These methods
exploit the model’s vulnerability to input changes by analyzing
variations in the loss function (e.g., Fast Gradient Sign Method,
Projected Gradient Descent) [8].

Edge platforms face equally tough challenges due to strict
computational and energy constraints. Robustness strategies of-
ten add significant overheads; for instance, adversarial training
is a highly effective defense method [9]. The main challenge
is that, with this approach, training robust models on large
datasets dramatically increases training time compared to stan-
dard methods [5]. As a result, research focused on improving
the efficiency of the basic adversarial training algorithm [10],
[11]. Achieving a balance among robustness and efficiency
under these constraints remains an ongoing challenge. Specif-
ically, deploying these models on edge devices requires tech-
niques such as pruning and quantization to compress the models
[12]. However, these methods often reduce robustness; for
example, adversarial training effectiveness drops significantly
when parameters are quantized from 32-bit floats to 8-bit
integers [13], [14].

Another aspect of complexity arises from the need to ensure
reliability in dynamic, unpredictable environments. Edge Al
deployments must withstand physical and digital tampering,
communication interruptions, hardware failures, and software
bugs, while maintaining safety-critical functions. These systems
must also adapt to rapidly changing conditions (e.g., lighting,
weather, etc.), while providing dependable performance despite
uncertainty. Besides data captured in the visible spectrum,
other sensing methods such as infrared, hyperspectral imag-
ing, radar, and Light Detection and Ranging (LiDAR) are
increasingly used in various applications with UAVs and CAVs.
However, their vulnerability to adversarial attacks, both digital
and physical, remains underexplored. In this context, it is
essential to determine whether attack strategies designed for the
visible spectrum can be adapted or extended to other sensing
modalities in different operating conditions. This is especially
important in settings where multimodal sensing is used, as
robustness across multiple data streams is crucial. [15].

Finally, ethical, legal, and regulatory considerations present
equally critical challenges. These systems frequently process
sensitive personal data, operate in real time, and make au-
tonomous interventions in physical environments, raising con-
cerns about privacy, accountability, and compliance with human
rights. Ensuring trustworthiness requires robust safeguards,
including strong data protection mechanisms, transparency and
explainability of Al decision-making, and appropriate human
oversight. Moreover, bias mitigation, compliance with evolving
regulations (e.g., General Data Protection Directive (GDPR),
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Fig. 2. Efficient adversarial purification framework. Our Distilled Finetuned
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Artificial Intelligence Act®, NIS2 Directive*, and the Cyberse-
curity Act®), and certification pathways are essential to guar-
antee that Edge Al technologies can be deployed responsibly
in high-stakes applications.

IV. GUARDAI TECHNOLOGIES

A. Adversarially Resilient Toolkit

1) Diffusion-based Adversarial Purification: State-of-the-art
defenses such as Diffusion Model-based Adversarial Purifi-
cation (DM-AP) have emerged as a powerful paradigm for
protecting Al models against adversarial inputs. DM-AP takes
manipulated input, adds noise, then uses the diffusion model’s
reverse process to restore it to clean data, removing adversar-
ial perturbations before passing to a downstream model. It’s
modular, doesn’t require retraining, and handles unseen threats
well. However, it relies on an iterative denoising process that
often requires hundreds of steps, each costly and slow, making
real-time on-device use impractical [16].

To enable practical edge purification, GuardAl introduces an
efficient purification framework (Fig. 2). Instead of standard
diffusion models (DDPM) [17], we use Denoising Diffusion
Implicit Models (DDIM) [18] that introduce a more flexible,
non-Markovian reverse process. This allows larger “jumps”
between denoising steps, significantly reducing the number
of sampling iterations without retraining. To address edge
hardware constraints, we also employ knowledge distillation,
followed by a fine-tuning step to maintain generative quality
and robustness.

The DDIM-based approach greatly enhances inference speed,
delivering up to 60x faster performance compared to stan-
dard DM-AP on GPUs and edge devices (NVIDIA Jetson
Xavier NX). The distilled, fine-tuned model reduces model
size and parameter count by over 85%, lowering memory
and computational demands. This efficiency also improves
robustness, resulting in higher robust accuracy against strong
adaptive attacks (Backward Pass Differentiable Approximation
+ Expectation over Transformation [19]) from 55.7% (standard
DM-AP) to 74.3%.
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2) Deep Unrolling for LiDAR Super-Resolution with Outlier
Removal: Low-resolution LiDAR sensors are widely deployed
in autonomous vehicles and robotics due to their affordability
and energy efficiency [20]. However, their limited vertical
resolution severely degrades Simultaneous Localization and
Mapping (SLAM) performance, leading to drift, poor scan
alignment, and increased vulnerability to noise or adversarial
interference. Conventional super-resolution (SR) methods at-
tempt to recover dense point clouds. Still, they often introduce
artifacts, rely on heavy neural networks, or require costly post-
processing to remove spurious data, rendering them unsuitable
for real-time, safety-critical systems [21].

To address these challenges, GuardAl incorporates a model-
based deep unrolling architecture for LiDAR SR that is both
lightweight and resilient. The approach reformulates SR as an
optimization problem in the range-image domain. It unrolls
its iterative solution into a deep network, preserving the ge-
ometric structure of LiDAR data while enabling fast inference.
Crucially, an outlier removal module is embedded directly
into the optimization process. This integrated design allows
the network to jointly enhance resolution while suppressing
spurious measurements arising from environmental noise or
adversarial manipulation, without relying on external filters or
additional latency-inducing steps.

The resulting SR module runs in real time (400 FPS) and
is fully compatible with LiDAR SLAM pipelines, thereby
significantly improving trajectory estimation and robustness
under challenging sensing conditions. Experimental results
(Ouster LiDAR dataset; 15-minute drive through San Fran-
cisco) demonstrate up to 58% reduction in Absolute Pose
Error and over 99% lower model complexity (0.2M vs. 50M
parameters) compared to transformer-based SR methods, while
maintaining state-of-the-art accuracy for high-resolution recon-
struction.

3) Robust Uncertainty Quantification: Modern deep learn-
ing models have achieved remarkable success across multi-
ple decision-making tasks, yet unreliable confidence estimates
hinder their deployment in safety-critical domains [22]. Con-
ventional models often yield overconfident predictions under
distributional- and covariate-shift, adversarial perturbations, or
data noise, leading to unsafe or misleading predictions [23].
Robust uncertainty quantification employs models aware of
their predictive reliability.

Uncertainty arises from two sources: epistemic uncertainty
reflects the model’s poor training or limited knowledge, and
aleatoric uncertainty stems from inherent data noise [24].
Methods that prompt the model’s own parameters can capture
epistemic uncertainty, but can also incur high inference/training
costs [25]. Other methods attempt to model the noise inherent
to the data using generative or heteroscedastic approaches, thus
encoding aleatoric uncertainty [26], [27]. Hybrid methods that
attempt to capture both uncertainty sources and reason about
their combined effects include Conformal Prediction [28] and
Evidential Deep Learning [29].

To enhance robustness in uncertainty quantification, we
have been developing the following comprehensive approaches.



First, Monte Carlo Conformal Prediction (MC-CP) [30] com-
bines a lightweight stochastic inference mechanism with con-
formal prediction to construct prediction sets or intervals rather
than singletons or point estimates, providing strong coverage
guarantees. Due to the hybrid approach, the head and tail of
the predictive distribution are heavily regularised, resulting in
compact prediction sets that meaningfully reflect the model’s
uncertainty. MC-CP, albeit simple, outperforms state-of-the-art
CP-based and MC-based methods, e.g., traditional MC dropout,
RAPS [31] and CQR [32], both in classification (e.g., test error
— MC-CP: 3.99 £ 0.41, RAPS: 4.57 £ 0.09 in Tiny ImageNet)
and regression benchmarks (e.g., empirical coverage — MC-CP:
96.06 £ 0.73, CQR: 94.79 £ 0.01 in Protein structure).

Second, the Gradual Uncertainty Refinement via Noise-
Driven Curriculum (GUIDE) meta-model [33] is a post-hoc
method that models uncertainty through an evidential meta-
model that explicitly learns when and how to be uncertain.
By identifying the most salient layers of a pretrained, frozen
model, GUIDE can construct an evidential meta-model that
uses these features and trains on a noise-driven curriculum
to teach the meta-model to express uncertainty proportionally.
This strategy does not inherit the base model’s overconfidence,
enables uncertainty estimation, and allows the base model to
be used in downstream tasks, where typical uncertainty esti-
mation techniques operate at an intrusive level. Our empirical
evaluation using both intrusive and post-hoc evidential-based
uncertainty quantification methods [29], [34] using both near-
out-of-distribution (OOD), far-OOD, and adversarially attacked
data on CIFAR100, SVHN, and DeepWeeds, shows GUIDE’s
outperformance in AUROC (above 94.85%), ID (= 87%), OOD
(< 8%), and adversarial (< 5%) data coverage.

Third, Conflict-aware Evidential Deep Learning (C-
EDL) [35] builds upon the evidential deep learning framework
via conflict estimation in prediction estimates. C-EDL generates
multiple label-preserving transformations for each input data
and quantifies their representational disagreement through
intra- and inter-class conflict measures. This resulting conflict
score adjusts the pretrained evidential model’s uncertainty
estimates to reflect higher uncertainty when conflict is high.
Our experimental evaluation shows that C-EDL significantly
outperforms state-of-the-art EDL variants [29] and competitive
baselines, achieving substantial reductions in coverage for
OOD data (up to ~=55%) and adversarial data (up to ~90%),
in several datasets, attack types, and uncertainty metrics.

B. Context-Enhanced Inference Engine

1) Multi-modal Visual Sensing: Multi-modal systems, such
as RGB-Infrared sensors, offer a defense by exploiting com-
plementary sensor failure modes: RGB cameras work well
in good light, while infrared (IR) sensors function in low-
light and resist adversarial attacks [36]. This enables fallback
mechanisms, enhancing trust and security. We propose an
adversarial framework for testing multimodal detection with
Gaussian noise, mimicking sensor degradation. As shown in
Figure 3, our defense uses IoU-based fusion, where infrared
predictions override RGB if they overlap by over 50%, offering
a fallback mechanism.
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Fig. 3. Multimodal Object Detection Pipeline: IoU based fallback mechanism
allows maintaining performance under adversarial conditions.

Evaluation using YOLOvV10 on the DroneVehicle dataset
[37] shows that multimodal sensing improves the performance
(mAP) from 39.87% to 53.31% in unperturbed scenarios. In
the presence of Gaussian noise, mAP drops to 16.23% in the
case of RGB-only detection, whereas RGB+IR sensing achieves
a score of 20.89%. While both sensing techniques degrade
in performance due to perturbations, multimodal sensing still
outperforms RGB-only sensing.

2) Cross-View Geo-Localization: Autonomous systems face
risks from degraded GNSS signals caused by interference,
urban occlusion, or environmental issues, jeopardizing local-
ization reliability [38]. To address this, a vision-based fall-
back mechanism using Cross-View Geo-Localization (CVGL)
aligns camera views with satellite imagery to refine or replace
GPS positions [39]. This approach supports ground vehicles
and aerial platforms, providing a scalable, infrastructure-free
solution to GPS spoofing and drift.

The core CVGL pipeline has two stages. First, a coarse pose
estimate from GNSS or map data fetches a satellite image
patch centered on the vehicle or drone’s approximate location,
retrieved online or onboard. Second, the system extracts dense
feature maps from both the satellite view and onboard cam-
era, then performs feature-based alignment to refine the pose,
producing a more robust 3DoF estimate (z, y, yaw) that is less
susceptible to spoofing and environmental changes.

In the vehicle-to-satellite setting [40], the vehicle captures
a query image with a front-facing monocular camera. After
getting an initial position from GNSS, SLAM, or another odom-
etry source, the system selects a satellite tile centered on that
estimate. Both the satellite tile and vehicle image pass through
feature extractors, typically convolutional or transformer-based
encoders, which produce descriptors that capture both structural
and semantic cues. These descriptors are then processed by
a geometric alignment backend, which may use optimization
or learned pose regression. The refined transformation corrects
drift and provides a globally accurate pose, eliminating reliance
on GNSS alone. Evaluation on the FORD dataset showed the
CVGL pipeline consistently improved localization accuracy
with different initial errors. When the initial GPS error was
15 m, it reduced the final error by about 20%; for 10 m, the
improvement was 50%; and for 8 m, over 66%.

In the drone-to-satellite scenario [41], the system processes
aerial images captured by UAV-mounted cameras flying at
varying altitudes and orientations. While the general CVGL
pipeline remains similar to that of ground vehicles, the nature of
drone imagery introduces distinct characteristics. Specifically,



drone views often align more closely with a nadir perspective,
meaning they fit more naturally with the satellite’s top-down
geometry. This reduces the severity of perspective distortion,
allowing for more efficient geometric transformations between
image frames. As a result, the mapping from drone image pixels
to satellite image coordinates becomes more constrained and
computationally tractable, facilitating faster and more stable
convergence during pose refinement. Nonetheless, challenges
persist due to variations in illumination, scale shifts, and sensor-
specific differences. To address these, the pipeline includes a
visual normalization stage that applies color transfer to reduce
domain gaps between UAV and satellite imagery. Initial UAV
data tests showed the method greatly enhances localization
accuracy, reducing yaw error by about 64% and total translation
error by 26% from an initial 10m.

3) Secure and Collaborative Context Awareness: GuardAl
extends perceptual hashing to CVGL, using fuzzy hashing
to maintain visual consistency and verify onboard and refer-
ence images to ensure data integrity. Compact hashes detect
tampering and spoofing, enhancing efficiency and robustness
against perception attacks. Hash-based similarity accelerates
secure image registration via feature matching. This approach
broadens from tampering detection to trusted inference, im-
proving localization and situational awareness. In multi-agent
systems such as CAVs, UAVs, and edge nodes, Federated
Swarm Learning shares data without revealing raw information,
thereby maintaining privacy. A Dynamic Situational Aware-
ness Scoring System (SASS) evaluates autonomous perception,
decision-making, and coordination through machine indicators
such as responsiveness and reliability. Each agent creates an
internal score, which is aggregated across the swarm to assess
overall situational awareness, resilience, and consensus.

C. Defense Recommender System

To implement security-by-design in dynamic edge environ-
ments, GuardAl develops a defense recommender system. The
system uses a continuously updated knowledge base of attacks
and corresponding defense mechanisms. Each entry is defined
by data modality (e.g., visual, temporal), application constraints
(e.g., latency, energy budget), and operational context (e.g.,
mobility, connectivity). The recommender will use utilize tech-
niques to simulate attack scenarios, assess defensive responses,
and rank their effectiveness under different edge constraints.
The results will yield a curated dataset for training hybrid
recommendation models that combine collaborative filtering,
content-based reasoning, and reinforcement learning. During
deployment, the system will analyze the current threat profile
and system context to recommend the most appropriate defense
strategy, balancing robustness, efficiency, and resource use.

V. USE CASES
A. Robust Monitoring with AI-Enabled UAVs

This use case deploys Al-enabled UAVs for real-time mon-
itoring of critical infrastructures [42]. While drones can pro-
vide rapid situational awareness and threat detection, their
perception pipelines are highly vulnerable to adversarial ma-
nipulation—through both physical artifacts (e.g., adversarial
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Fig. 4. Use case | shows a malicious agent using adversarial patches or digital
attacks. Defense strategies include lightweight spatio-temporal methods, multi-
sensor fusion, and a module collecting predictions from multiple drones.
elements in the scene) and digital perturbations (e.g., tampered
video feeds) [43]. In addition, their communication channels
are susceptible to attacks (e.g., jamming), which can prevent
them from performing their intended functions, especially in
collaborative drone systems [44].

GuardAl addresses these challenges by leveraging its core
technological pillars (Fig. 4). The adversarially resilient toolkit
introduces lightweight defenses that purify spatio-temporal data
streams before detection, reducing susceptibility to manipulated
inputs. It augments that with a network defense layer that
protects the communication channels from jamming attacks.
The context-enhanced inference engine leverages multi-sensor
fusion (e.g., camera and infrared) and cross-agent collaboration
across multiple drones to enforce spatial and temporal con-
sistency, thereby maintaining robustness even when individual
sensors are compromised. Finally, the defense recommender
system selects suitable defense strategies based on the oper-
ational context and threat profile, enabling on-board adaptation
under evolving conditions.

Evaluation scenarios will involve UAVs monitoring pop-
ulated areas under both normal and adversarial conditions.
Attacks will be simulated by inserting physical artifacts and
digital perturbations, and jamming the drones’ communication
channels. At the same time, GuardAI modules will be tasked
with detecting, mitigating, and recovering from these distur-
bances. Performance will be measured using: (i) response time
from detection to mitigation, (ii) robustness index (successful
defense rate), (iii) false positives, and (iv) false negative rates.

B. Protecting decentralized 5G network analytics

This Use Case focuses on the deployment and evaluation
of Al-enabled defense mechanisms within decentralized 5G
environments. The objective is to investigate resilience of
network analytics and intrusion detection against adversarial
behavior in multi-domain 5G infrastructures.

GuardAl builds upon an Attack Generation Engine (AGE)
and Al-Enabled Intrusion Detection System (AI-IDS), previ-
ously developed and validated in real 5G environments, to
generate, detect, and mitigate diverse network attacks [45]. The
experimentation follows a three-phase process: (i) attack gen-
eration and dataset creation, where the AGE simulates realistic
threats such as Denial-of-Service and protocol-based attacks to
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Fig. 5. Use Case 2 for resilient 5G network analytics, combining automated
attack generation, Al-based intrusion detection, and adaptive mitigation mech-
anisms across distributed edge domains.

produce labeled datasets; (ii) Al-enabled intrusion detection,
where deep learning models are trained on the generated traffic
and deployed within the 5G testbed for real-time inference; and
(iii) mitigation and anomaly response, where detection alerts
trigger automated countermeasures to maintain network con-
tinuity and integrity. Complementing this setup, a 5G testbed
(Fig. 5) is employed that generates both benign and malicious
traffic metrics for the training and validation of Al-based
anomaly detection models. The resulting models perform real-
time inference on live data streams, with detected anomalies
visualized through an interactive dashboard to assist operators
in decision-making. Within GuardAl, testbeds form a federated
experimentation environment that supports the assessment of
context-aware Al defenses across distributed 5G infrastructures.
Evaluation metrics include: (i) detection accuracy and false
alarm rate, (ii) latency between attack occurrence and detection,
(iii) mitigation response time, and (iv) system robustness under
adversarial stress.

C. Resilient Perception in Connected Autonomous Vehicles

This Use Case tackles the core challenge of learning and
operating safely with distributed, scarce, and heterogeneous
data generated across remote interacting agents. In real traffic
scenarios, the amount of local data is not sufficient to derive
resilient and robust learning modalities, while onboard sensors
(e.g., camera, radar, LiDAR, ultrasonics, GNSS) degrade under
rain, darkness, occlusions, or high speed, and are additionally
exposed to cyber-physical attacks (e.g., camera/radar spoofing,
LiDAR saturation, GNSS jamming/spoofing, and adversarial
perturbations) that can corrupt perception at its source.

GuardAl addresses these challenges by leveraging the ad-
versarially resilient toolkit to deliver efficient, model-based
defenses for attack detection and mitigation on visual sensors,
preventing spoofing and perturbation attempts before they cas-
cade into downstream tasks. Additionally, the context-enhanced
inference engine leverages multimodal, multi-agent, and cross-
view processing (CAV/UAV/satellite) fusing heterogeneous
measurements with Al insights from collaborating agents, while
its secure collaborative learning framework strengthens the
confidentiality of multimodal federated learning by integrating
homomorphic encryption and differential privacy. Together,
these capabilities: (a) counter single-sensor weaknesses or
failures (whether environmental or attack-induced), (b) extend
sensing beyond line-of-sight to detect occluded objects, and (c)
enhance overall safety, resilience, and robustness via shared,
context-aware perception.
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Fig. 6. Use Case 3 with the Polaris Ranger EV equipped with an embedded
edge Al unit and multi-sensor suite, used to evaluate secure perception and
adaptive defense mechanisms in autonomous operations.

Validation combines real-world and simulated assets, includ-
ing fully autonomous test vehicles (e.g., Polaris Ranger EV;
Fig. 6) equipped with sensing, processing and communication
infrastructure, as well as a ROS-integrated CAV simulation
stack integrating diverse sensors, realistic traffic environments,
and dynamic agent interactions, with the added capability of
modelling and simulating multiple attack surfaces (perception
attacks, and cyber-physical threats). Indicative scenarios include
distributed multi-modal perception, robust cooperative localiza-
tion, multi-object detection and tracking, and cross-view geo-
localization. Performance will be measured using metrics such
as Mean Time to Detect, False Positives, and False Negatives.

VI. CONCLUSION AND FUTURE WORK

This work provides an overview of the GuardAl project
and its technologies designed to improve robustness, security,
and trustworthiness in edge Al systems. GuardAl combines
adversarial resilience, context-enhanced inference, and security-
by-design paradigm into a unified stack that spans the sensing,
inference, and defense layers. Its technologies demonstrate how
resilience can be effectively embedded in resource-constrained
environments. Through representative Use Cases involving
UAV-based monitoring, decentralized 5G analytics, and CAVs,
GuardAlI shows that adaptive robustness and efficient inference
are not mutually exclusive. Instead, they can develop together
when defense mechanisms are co-designed with perception and
control pipelines. This convergence of robustness, efficiency,
and security creates a foundation for pursuing certifiable Al
operation in safety-critical settings. Future work will focus
on expanding GuardAI’s adaptive defense orchestration using
reinforcement learning to enable dynamic strategy selection
across heterogeneous edge devices. We will develop evaluation
protocols that connect resilience metrics with compliance re-
quirements of emerging Al frameworks (EU Al Act, ISO/IEC
JTC 1/SC 42, CEN/CLC JTC 21), and establish benchmarks
for edge Al security across the three use cases.
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