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Abstract—Modern processors are increasingly complex, with
rich microarchitectural features and heterogeneous components.
This complexity expands the attack surface and makes security
vulnerabilities harder to detect using traditional security tech-
niques. Hardware fuzzing has emerged as a scalable approach for
uncovering insecure behaviors in modern processors. However, it
often struggles to (i) explore hard-to-reach design spaces due to
its randomness and (ii) locate the root causes of vulnerabilities
due to design complexity.

This work presents advanced hybrid hardware fuzzing tech-
niques that combine the complementary strengths of fuzzing,
formal verification, and static analysis to systematically detect
and localize vulnerabilities in processors. Specifically, we inves-
tigate (i) the use of formal verification to guide fuzzing toward
hard-to-reach design spaces, thereby enabling the discovery of
subtle vulnerabilities, and (ii) the use of static analysis to extract
and monitor timing behaviors at the register-transfer level (RTL),
enabling localization of timing vulnerabilities that can arise even
in functionally correct designs.

Finally, we outline future research directions, including using
large language models to generate expert-informed tests, lever-
aging prior design knowledge to enhance fuzzing effectiveness on
new processors, and transferring effective strategies from white-
box fuzzing to black-box fuzzing environments.

Index Terms—Hardware Security, Hardware Fuzzing, Formal
Verification, Information Flow Tracking

I. INTRODUCTION

Modern processors continue to grow in complexity as
computing needs and performance requirements increase, in-
corporating deeper pipelines, more sophisticated speculative
execution, and more advanced microarchitectural features.
However, they also expand the attack surface, leading to a
massive growth of hardware vulnerabilities [1]. For example,
the National Vulnerability Database has shown that the number
of newly detected hardware vulnerabilities increased from 3
in 2012 to 814 in 2024 [2] as shown in Fig. 1. Many of these
vulnerabilities arise not only from functional flaws, but also
from complex interactions between microarchitectural features
and timing behaviors, making them difficult to detect [3], [4].

Conventional hardware security strategies include directed
testing, random regression, and formal verification [1], [5].
These techniques are effective for validating functional cor-
rectness, but struggle to scale to large designs such as modern
processors and system-on-chips (SoCs) due to state-space
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Fig. 1: Number of Hardware Vulnerabilities in the National
Vulnerability Database [2].

explosion and the need for expertise to write assertions. In
addition, the growing adoption of open-source ISAs such as
RISC-V, which support custom extensions, provides proces-
sor designers unprecedented flexibility [6]. This flexibility
also introduces a major security challenge: ensuring that all
the designs are compliant and functionally correct. Moreover,
unlike software vulnerabilities, most hardware vulnerabilities
cannot be patched after fabrication. Therefore, to enhance
the detection of hardware vulnerabilities before fabrication,
there is an increasing need for automated, scalable, efficient,
and compatible tools and methodologies with the existing IC
design and verification flow.

Hardware fuzzing has shown promise for improving the
security of processor designs [7]. Inspired by software fuzzing,
hardware fuzzing has demonstrated strong capabilities in en-
hancing design-space exploration and uncovering vulnerabili-
ties [8]-[10]. Compared to traditional verification approaches,
including runtime checking and formal verification, hardware
fuzzing offers greater automation, improved scalability, and
broader coverage, making it particularly effective for pre-
silicon vulnerability detection. Prior efforts have shown that
hardware fuzzing can successfully expose functional flaws in
processors [8], [11]-[14].

However, standalone hardware fuzzing has two limitations.
First, its reliance on randomized or mutation-based input
generation makes it inefficient for exploring hard-to-reach
design spaces. As hardware designs become more complex,
fuzzing often encounters a coverage plateau, where additional
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mutations fail to trigger new behaviors despite continued
execution [15]. As a result, standalone fuzzing can miss critical
vulnerabilities that reside in hard-to-reach design spaces. Sec-
ond, traditional coverage metrics (e.g., line, branch, toggle) are
not aligned with security properties such as confidentiality or
isolation, thereby providing poor guidance for security goals.
Moreover, even when fuzzing detects vulnerabilities, it cannot
explain which internal root causes are responsible for them.
In this paper, we discuss how hybrid hardware fuzzing
can address these limitations by integrating with traditional
techniques like formal verification [16] and information flow
tracking (IFT) [17]. First, we discuss how hybrid hardware
fuzzers leverage the advances in formal verification techniques
to generate seeds to guide fuzzers to explore hard-to-reach
design spaces [11], [15], [18]-[23]. We then discuss how
hybrid hardware fuzzers leverage IFT to enhance the con-
fidentiality and isolation of computing systems by detecting
timing and speculative vulnerabilities and guiding fuzzers
to detect them faster [24]-[29]. In addition, we highlight
open challenges that currently hinder the effectiveness and
efficiency of hardware fuzzing and outline research directions
suggested by the techniques reviewed in this paper.

II. BACKGROUND
A. Hardware Fuzzing

Processor fuzzers operate by repeatedly generating instruc-
tion sequences and executing them on a processor-under-
test (PUT). These instruction sequences are compiled into
executable binaries and simulated or emulated to observe pro-
cessor behaviors. A processor fuzzing framework consists of
several core components, including a seed generator, a muta-
tion engine, a coverage feedback collector, and a vulnerability
detector. The seed generator generates a set of seeds, which
are executed to gather behavioral information from a PUT.
The coverage feedback collector collects coverage feedback
during execution, indicating which parts of the design have
been executed. Tests that lead to new or interesting behaviors
are then modified to generate additional inputs, enabling the
fuzzer to iteratively expand its exploration of design spaces.

Vulnerability detection within a fuzzer depends on the target
class of vulnerabilities. For functional correctness, fuzzers
often compare the behaviors of a PUT against a golden
reference model (GRM) to identify mismatches as potential
vulnerabilities in the PUT [8]. When targeting security vul-
nerabilities, however, detection becomes more challenging, as
insecure behavior may not manifest as incorrect functional
outputs. Instead, vulnerabilities may be revealed through mi-
croarchitectural side effects, such as timing differences or
unintended information propagation.

B. Timing and Speculative Vulnerabilities

Timing vulnerabilities arise when variations in execution
time depend on sensitive data values. These variations are typi-
cally caused by interactions between operands and microarchi-
tectural features, such as caches, pipelines, or execution units.
An instruction sequence may appear architecturally identical

across executions, yet exhibit different execution times when
operated on different data [30], [31]. Such behavior enables
attackers to infer secret information by carefully observing
timing differences. These vulnerabilities are difficult to detect
because they do not violate functional correctness and often
require analyzing execution time across multiple runs.
Speculative vulnerabilities represent another class of mi-
croarchitectural vulnerabilities that have become increasingly
prominent as processor designs have grown more aggressive
in performance optimization [32], [33]. Speculative execution
allows processors to execute instructions before it is certain
that they should be committed, reducing latency and improving
throughput. When speculation is incorrect, the architectural
effects of these instructions are flushed out across pipeline
stages. However, microarchitectural side effects may persist,
creating observable signals that can be exploited to leak
sensitive information. These signals may propagate through
a variety of channels [32], [34]-[36], including architectural
state, microarchitectural resources, or timing behaviors, en-
abling attackers to infer data that should remain inaccessible.

C. Formal Verification

Formal verification relies on mathematical reasoning en-
gines to exhaustively analyze system behaviors. At its core are
SAT (Boolean Satisfiability) and SMT (Satisfiability Modulo
Theories) solvers, which determine whether logical constraints
derived from a design and its specification are satisfiable [5],
[22]. These solvers enable property checking, where correct-
ness or security properties (e.g., safety or liveness properties)
are expressed as assertions and automatically verified against
a PUT. If a property is violated, the solver produces a concrete
counterexample trace, which precisely explains how the viola-
tion occurs. This capability makes formal verification effective
for uncovering corner cases that are extremely unlikely to be
triggered by simulation or random testing.

To manage complexity, several analysis techniques are com-
monly used. Symbolic execution represents inputs and internal
states symbolically rather than concretely, allowing a single
execution to reason about many possible behaviors at once
by accumulating path constraints. Bounded Model Checking
(BMC) further improves practicality by restricting analysis to
executions up to a fixed number of steps or cycles, trans-
lating the bounded behavior into SAT/SMT instances. While
BMC cannot prove properties beyond the chosen bound, it is
highly effective at finding deep vulnerabilities and protocol
violations within realistic time limits. Together, SAT/SMT
solving, property checking, symbolic execution, and BMC
form the foundational toolbox of modern formal verification,
used by industrial standard formal tools like JasperGold [37].
The toolbox also provides strong correctness guarantees while
highlighting the inherent scalability challenges that motivate
hybrid approaches.

D. Information Flow Tracking

Information flow tracking (IFT) is a security analysis tech-
nique that monitors how sensitive information propagates



through a system [17]. The core idea is to label sensitive
data (e.g., secrets, privileged values, or untrusted inputs) with
tags (often called taints) and then track how these tags flow
through computations, storage elements, and control logic.
If tainted data reaches a security-critical sink, such as an
output interface, timing-dependent state, or microarchitectural
buffer, in a way that violates a security property, IFT reports
a potential vulnerability. Because IFT reasons about data
dependencies rather than functional correctness, it can detect
confidentiality and isolation violations even when the system’s
functional behavior appears correct.

IFT is particularly valuable for hardware security because
many vulnerabilities arise from implicit or transient data flows,
such as speculative execution, buffering, or timing-dependent
hardware behaviors. By tracking information at fine granu-
larity (e.g., registers, wires, or microarchitectural structures),
IFT can expose how secrets influence internal states that are
later observable through side channels. However, IFT alone
faces scalability and precision challenges such as over-tainting
due to control-flow dependencies, so it is most effective when
combined with complementary techniques (e.g., fuzzing) that
drive execution into security-critical design spaces.

III. HYBRID FUZZING APPROACHES
A. Overview

Hybrid fuzzing approaches combine hardware fuzzing with
traditional techniques, such as formal verification and informa-
tion flow tracking (IFT), to overcome limitations of standalone
hardware fuzzing. Table I summarizes representative hybrid
fuzzing techniques, illustrating how different techniques are
integrated with fuzzing, along with their respective advantages,
limitations, and classes of vulnerabilities detected. Fig. 2
provides an overview of the different ways these techniques
can be integrated within a hybrid fuzzing framework. In
addition, we describe the processor and System-on-Chip (SoC)
benchmarks used to evaluate the effectiveness of these hybrid
fuzzers, highlighting their different microarchitectural features.

B. Formal-Guided Fuzzers

Leveraging advances in formal verification, hardware
fuzzing moves beyond purely random, coverage-driven explo-
ration by using formal techniques to guide fuzzers into hard-
to-reach design spaces. Collectively, they aim to improve the
exploration of hard-to-reach design spaces and accelerate the
discovery of security-relevant behaviors that are difficult to
expose with standalone fuzzing.

A first group of works (HyPFuzz [11], FormalFuzzer [19],
and BMCFuzz [21]) integrates fuzzing with formal verifica-
tion techniques such as cover-property checking and bounded
model checking (BMC). These approaches leverage formal en-
gines to generate high-quality seeds for hard-to-reach regions
and to guide fuzzing toward deep or constrained design states.
HyPFuzz demonstrates that formal tools can significantly ac-
celerate coverage but also highlights their high computational
cost and sensitivity to cover-property formulation. Formal-
Fuzzer emphasizes security-driven feedback by incorporating

assertion templates and cost functions, shifting the focus from
generic coverage to vulnerability-oriented exploration. BMC-
Fuzz further analyzes prior hybrid fuzzers and argues that one-
way integrations, where formal tools only feed fuzzing, fail to
fully exploit the complementary strengths of both techniques.

A second group (FuSS [20], SymbFuzz [15], and
FMTC [18]) applies symbolic execution in a selective and
demand-driven manner. Rather than performing expensive
symbolic execution exhaustively, these techniques invoke sym-
bolic execution or symbolic simulation only when fuzzing
stagnates or when specific uncovered regions are targeted.
FuSS constrains symbolic exploration using information ex-
tracted from fuzzing to mitigate state explosion. SymbFuzz
integrates symbolic execution into industrial UVM flows and
relies on assertions to detect security violations that may not
manifest as functional mismatches. FMTC combines symbolic
execution with mutation-based fuzzing using a multiplexer-
centric coverage metric to guide exploration.

The final group (TargetFuzz [23] and PGTest [22]) focuses
on directed exploration and security-specific observability.
TargetFuzz formalizes directed graybox fuzzing by selecting
target design spaces and using SAT to generate seeds that
explore those spaces. PGTest uses IFT to generate property
inputs for formal tools and improves precision in detecting
security violations, especially those involving unintended in-
formation propagation.

Overall, these fuzzers share several fundamental limita-
tions despite their methodological differences. First, scalability
remains a key challenge: integrations with formal methods
or symbolic execution often incur high computational cost,
suffer from state explosion, or are constrained by bounded
analysis, making them difficult to apply to large, complex
processors. Second, their effectiveness is tightly coupled to
guidance quality, such as cover-property formulation, assertion
templates, target design space selection, cost functions, or cov-
erage metrics, so incomplete or coarse guidance can collapse
multiple behaviors into a single signal and cause security-
critical paths to be missed. Third, these approaches assume
white-box visibility into the design, requiring full access to
internal signals, states, and structural details. This assumption
limits their portability across proprietary, third-party, or black-
box components and reduces their generalizability to realistic
industrial settings, where such internal visibility is often un-
available or restricted.

C. IFT-Guided Fuzzers

Leveraging IFT advances hardware fuzzing by moving
beyond purely functional checking toward the detection of
security-relevant vulnerabilities, especially in processors and
SoCs where vulnerabilities arise from microarchitectural be-
haviors (e.g., speculation, transient data propagation, and
timing variation). A common approach is to make fuzzing
security-aware by introducing (i) detection strategies beyond
output mismatches, (ii) guidance signals beyond generic code
coverage, and (iii) observing microarchitectural behaviors
rather than just monitoring high-level functional outputs.



TABLE I: Hybrid Fuzzing Techniques. N.A. refers “Not Applicable.”

Fuzzer Approach Advantages Limitations Vulnerabilities
found
FMTC [18] Symbolic execution Explore deeply nested multi- Path explosion, narrow cov- N.A.

HyPFuzz [11]
FormalFuzzer [19]
SymbFuzz [15]
FuSS [20]

BMCFuzz [21]

PGTest [22]
TargetFuzz [23]
TaintFuzzer [24]
WhisperFuzz [25]
Specure [26]
DejaVuzz [27]
PhantomTrails [28]

MileSan [29]

Formal Property Checking
Formal Property Checking
Symbolic execution
Symbolic execution

Bounded Model Checking

SAT/SMT
SAT

Map output changes to input
port’s mutation
Track timing flows

Track microarchitectural flows

Differential microarchitectural
flows

Taint architecturally inaccessi-
ble memory

Track microarchitectural flows

plexers
Explore corner cases
Explore corner cases

Explore corner cases, identify
stalled coverage points
Explore corner cases, identify
stalled coverage points
Explore corner cases

Explore corner cases, reduce
redundant testing

Explore corner cases, target
security-critical regions
Explore security-critical areas

Detect and locate vulnerabili-
ties

Detect and locate vulnerabili-
ties

Trigger transient windows effi-
ciently

Detect transient data leaks

Discover both constant-time
violations and speculative vul-

erage scope, limited use of
fuzzing context

Path explosion, limited use of
fuzzing context

Path explosion, limited use of
fuzzing context
Path  explosion,
complexity

Path explosion, limited use of
fuzzing context

Path explosion, bounded depth
limitation, limited wuse of
fuzzing context

Path explosion, high instru-
mentation overhead

Path explosion, limited use of
fuzzing context

High runtime overhead

constraint

High instrumentation overhead
High instrumentation overhead
High instrumentation overhead
High fuzzing

degradation
High instrumentation overhead

throughput

Functional flaws
Functional flaws
Functional flaws
N.A.

Functional flaws

Hardware trojans
N.A.

Functional flaws
Timing vulnerabilities

Speculative  vulnera-
bilities

Speculative  vulnera-
bilities

Speculative  vulnera-
bilities
Microarchitectural
vulnerabilities

nerabilities

Formal Engine
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Fig. 2: Overview of hybrid hardware fuzzers and their integra-
tion with formal verification and information-flow tracking.
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TaintFuzzer targets SoC-level vulnerabilities under gray-box
constraints, leveraging mappings between inputs and outputs
and security-oriented cost functions with FPGA-emulation
feedback to generate hardware-centric mutations without re-
quiring a GRM [24]. WhisperFuzz targets timing vulnerabili-
ties, emphasizing root-cause localization and timing-behavior
coverage by modeling sequential behaviors of RTL mod-
ules [25]. Specure statically extracts potential direct leakage
channels from microarchitectural states to architectural states,
then fuzzes processor-under-tests (PUTs) under speculative
windows and prioritizes exploration via a leakage-path cov-

erage metric aligned with speculative leakage [26]. DejaVuzz
improves controllability and observability for speculative vul-
nerability detection by leveraging dynamic, swappable mem-
ory and differential information-flow tracking [27].

A complementary direction focuses on reducing overfitting
and improving detection models. Phantom Trails proposes a
fuzzer-friendly transient-leak detector that flags violations at
their root causes, rather than requiring full end-to-end covert-
channel exploits, integrates tainting into software simulations,
and classifies leaks using flush signals, enabling template-
free fuzzing [28]. MileSan explicitly diagnoses hardware/soft-
ware overfitting in microarchitectural fuzzers and introduces
a microarchitecture-agnostic leakage sanitizer based on differ-
ential hardware-software taint tracking, alongside Taint-Aware
In-Situ Simulation-based program generation to avoid architec-
tural taint explosion while supporting diverse test cases [29].

Overall, these works remain constrained by specialization
and cost: most techniques target specific vulnerability classes
(e.g., speculative or timing vulnerabilities) and therefore do not
generalize to broader security properties without redesigning
coverage metrics. Many approaches rely on white-box visi-
bility, IFT modeling, or RTL-level instrumentation, making
them sensitive to modeling accuracy and increasing integration
and computational overhead, which limits scalability to large
processors and SoCs. While newer fuzzers reduce overfitting,
the efficiency of input generation and taint explosion remains
a challenge, and root-cause localization can still be difficult



for complex, cross-microarchitectural feature interactions.

D. Evaluation Benchmarks

Hybrid hardware fuzzing techniques are evaluated across
a diverse set of open-source processor and SoC bench-
marks that expose different microarchitectural features and
security-relevant behaviors. CVA6 [38] and Rocket Core
[39] are representative in-order RISC—-V processors with deep
pipelines and operating system support, making them suitable
for stressing privilege transitions, exception handling, and
memory system interactions, but without aggressive specu-
lation or out-of-order execution. In contrast, BOOM [40] is
an out-of-order RISC-V core with speculative execution,
enabling the study of more advanced transient execution,
timing leakage, and the interactions among microarchitec-
tural features. OpenRISC designs such as morlkx [41] and
OR1200 [42] provide 32-bit in-order pipelines with simpler
control logic and limited speculation, offering long-validated
designs for exploring corner cases in control flow and for-
warding paths. SoC benchmarks including Ariane SoC
[43], OpenTitan [44], PiCoSoC [45], and VeeRwolf [46]
extend these cores with SoC peripherals, memory hierarchies,
and interconnect components, enabling evaluation of fuzzing
techniques at the SoC level. Finally, several studies incorporate
standalone RTL modules and peripherals such as UART, SP1I,
I2C, AES, FFT, and control blocks to assess scalability
and precision in non-CPU designs [22], [23]. Together, these
benchmarks span varying levels of microarchitectural com-
plexity, providing a comprehensive evaluation foundation for
hybrid fuzzing techniques for diverse hardware vulnerabilities.

IV. DISCUSSION AND FUTURE DIRECTIONS

Despite the substantial progress made by hybrid fuzzing
techniques, their limitations also reveal open challenges that
remain largely unresolved. We summarize the challenges and
outline research directions that target them in this section.

Challenge 1: Instruction semantics to trigger microar-
chitectural features. Instruction generation in hybrid hard-
ware fuzzing remains largely disconnected from the microar-
chitectural behavior it is intended to exercise. Even when
formal verification or IFT is used to guide fuzzing, the
resulting tests remain instruction sequences whose effective-
ness depends on triggering specific internal mechanisms, such
as privilege checks, pipeline hazards, speculation paths, or
timing-dependent control logic. In practice, commonly used
coverage metrics do not indicate whether these mechanisms
were activated. As a result, hybrid fuzzers may reach new
coverage points or generate formally valid seeds that nonethe-
less fail to stress the microarchitectural behaviors relevant
to security. This leads to wasted effort and slow progress,
particularly when targeting deep control logic or rare state in-
teractions. One future research direction is to develop fuzzing
strategies that connect instruction semantics with internal
microarchitectural behaviors.

Challenge 2: Limited observability from black-box set-
tings. Currently, all hybrid fuzzing techniques rely heavily on

white-box access to the designs, leveraging RTL-level visi-
bility for formal verification, information flow tracking, and
fine-grained coverage extraction. While this assumption holds
during pre-silicon verification and open-source evaluation, a
large fraction of real-world hardware deployed in the field
operates as a black box, with internal structure and source
code unavailable to the engineers. In such environments, direct
access to internal signals, control logic, and microarchitectural
state is not possible, significantly limiting the applicability
of existing hybrid fuzzing approaches. As a result, an open
challenge is how to achieve comparable effectiveness in black-
box settings using only externally observable behavior such as
architectural outputs, timing variation, or side-channel signals.
Addressing this challenge requires new techniques that can in-
fer or approximate internal hardware behavior without explicit
RTL access, potentially by transferring strategies learned in
white-box settings, leveraging architectural and microarchitec-
tural models, or using learning-based approaches to correlate
observable effects with hidden internal states.

Challenge 3: Optimal scheduling for hybrid fuzzers. The
decision of when and how to invoke the formal tool versus the
fuzzer is difficult in hybrid fuzzing. The runtime behavior of
both components varies widely across designs and even across
different regions of the same design. Some coverage points can
be solved quickly by formal verification, while others cause the
solver to stall or time out. At the same time, fuzzing progress
is highly dependent on the quality of the seeds it receives from
formal verification, since these seeds determine the subsequent
mutation trajectory. Poor scheduling decisions can therefore
waste significant time on hard or low-impact coverage points,
while leaving the fuzzer under-guided or stalled. Similarly,
naively selecting uncovered coverage points for formal tar-
geting does not account for whether reaching a given point is
likely to enable further coverage through mutation. As a result,
existing hybrid fuzzers often rely on fixed heuristics that do
not adapt well as coverage evolves. Improving effectiveness
requires scheduling and point-selection mechanisms that adapt
to observed tool behavior and coverage progress over time,
rather than relying on static policies.

Challenge 4: Dependence on domain expertise for vul-
nerability models. Hybrid fuzzing frameworks are not self-
contained solutions, but toolkits that rely heavily on expert
knowledge to be effective. Unlike conventional hardware
fuzzing, which can be applied with minimal understanding
of the internal design, hybrid approaches require engineers
to define threat models, select which signals or flows to
track, configure formal properties, and determine how different
analysis components should interact. These decisions strongly
influence what classes of vulnerabilities can be detected and
how efficiently exploration proceeds. In practice, this means
that the effectiveness of a hybrid fuzzer often depends more
on the domain expertise than on the underlying algorithms
themselves. As a result, hybrid fuzzing is difficult to apply
consistently across different designs and organizations, and
successful configurations are rarely transferable. Reducing
this reliance on manual expertise remains an open challenge



and may require automated techniques that can infer relevant
security properties, analysis targets, or guidance strategies
directly from the design, rather than relying on handcrafted
vulnerability models.

V. CONCLUSION

Hybrid hardware fuzzing has emerged as a powerful re-
sponse to the growing complexity of modern processors, ad-
dressing limitations of standalone fuzzing, formal verification,
and information-flow tracking. By combining these comple-
mentary techniques, hybrid approaches enable more systematic
exploration of hard-to-reach design spaces and more effective
detection and localization of security vulnerabilities, including
timing and speculative vulnerabilities that do not violate func-
tional correctness. Results across diverse processor and SoC
benchmarks demonstrate that hybrid fuzzing can significantly
improve coverage and vulnerability detection compared to
standalone fuzzing. However, important challenges remain,
including weak connections between fuzzing approaches and
microarchitectural behaviors, reliance on white-box observ-
ability and domain expertise, and inefficient scheduling be-
tween different techniques. Future research directions can
focus on microarchitecture-aware input generation, improved
support for black-box settings, and intelligent coordination
strategies, ultimately making hardware vulnerability detection
more scalable and practical for real-world designs.
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