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Abstract—Security is a foundational requirement for modern
hardware, as design vulnerabilities can undermine entire comput-
ing systems from firmware to applications. However, traditional
validation techniques often fall short as processor designs grow
more complex, with rich privilege mechanisms and heterogeneous
components. Hardware fuzzing offers a scalable way to probe
implementations by generating large volumes of tests and using
execution feedback to expose unintended behavior. However, con-
ventional fuzzing pipelines often struggle to reach deep, security-
critical corner cases efficiently due to limited semantic awareness
and the high cost of hardware execution.

In this work, we investigate the effectiveness of augmenting
hardware fuzzing pipelines with generative Al to address these
limitations. Specifically, we explore the feasibility of AI models
to (a) generate syntactically valid, semantically meaningful in-
struction sequences rather than relying on random mutations,
(b) incorporate execution feedback to guide exploration toward
deep hardware states, and (c) prioritize promising tests to reduce
simulation time. Finally, we highlight open challenges and out-
line potential future research directions to strengthen hardware
security through more intelligent, scalable validation techniques.

Index Terms—Hardware Security, Generative AI, Hardware
Fuzzing

I. INTRODUCTION

Secure computing rests on the trustworthiness of the hard-
ware it runs on, which is why hardware assurance is increas-
ingly treated as both a security imperative and a strategic
priority. For instance, the U.S. CHIPS and Science Act [6] and
the European Chips Act [7] explicitly elevate semiconductor
capability and supply-chain trust as national and regional ob-
jectives. In parallel, organizations such as the National Institute
of Standards and Technology (NIST) are expanding focused
work on semiconductor security threats and mitigations [19].
This policy momentum reflects the technical trend of processors
and systems-on-chip (SoCs) rapidly growing in scale and
architectural diversity, with many specialized blocks and tightly
optimized microarchitectural features. The resulting growth
in design complexity strains traditional hardware verification,
increasing the risk that subtle vulnerabilities and security-
critical corner cases go undetected.

Since changes after fabrication are expensive or infeasible,
pre-silicon verification is the primary opportunity to identify
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defects before tape-out. In practice, verification teams combine
formal analysis, simulation, and emulation to build confidence
in correctness and security properties. However, formal ap-
proaches can require substantial manual specification effort and
may not scale smoothly to highly optimized designs, while
simulation-based testing depends heavily on the quality of
generated test cases and observability. These limitations are
particularly acute for security, where problematic behaviors can
be rare, sequence-dependent, and tied to complex interactions
across privilege modes and microarchitectural state.

Hardware fuzzing complements these workflows by automat-
ing test generation and using execution feedback to guide explo-
ration. Inspired by coverage-guided software fuzzing, hardware
fuzzers generate many candidate tests, execute them on a model
of the design under test (DUT), and preferentially retain those
that expand the set of explored behaviors for further mutation
or recombination. Recent work has adapted this paradigm to
pre-silicon settings for both register transfer level (RTL)-centric
and Instruction Set Architecture (ISA)-level processor targets,
leveraging coverage signals and differential checking against
architectural references to surface discrepancies [3], [14], [16],
[17], [34]. Despite this progress, conventional hardware fuzzers
face persistent bottlenecks when applied to modern processors.
Low-level mutations often produce invalid or low-value pro-
grams, and coarse feedback can cause exploration to plateau
once easily accessible behaviors are reached. Moreover, high-
fidelity RTL simulation is slow, and deeper instrumentation
reduces throughput further, limiting the number of candidates
that can be evaluated and the depth of state space that can be
explored within a fixed budget [25], [28].

In this paper, we examine how generative Al can address
these bottlenecks by shifting fuzzing from mostly syntactic mu-
tation toward more semantics-aware, feedback-driven search.
First, learned generators can internalize ISA constraints and
program structure to produce a larger fraction of executable
tests. Second, generators can be refined using execution-derived
signals, such as coverage and oracle outcomes, to bias genera-
tion toward behaviors correlated with deeper exploration. Third,
Al-guided pipelines can restructure evaluation, for example, by
using fast architectural screening and staged oracles to focus ex-
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pensive DUT execution on the most promising candidates [37]—
[39]. We focus on pre-silicon, processor-centric fuzzing where
test cases are ISA-level programs and correctness is assessed
using assertions and differential checking against architec-
tural references. Within this scope, we synthesize a connected
progression of recent Al-assisted fuzzers and highlight the
design choices that improve validity, feedback utilization, and
cost-aware exploration. Specifically, we address the following
research questions.

« RQ1: Can generative models synthesize ISA-valid, se-
mantically meaningful instruction programs that reduce
invalid and low-value tests compared to mutation-based
generation?

o RQ2: Can these generators learn effectively from execu-
tion feedback such as coverage metrics or oracle outcomes,
to drive exploration into deeper, security-relevant behav-
iors?

« RQ3: Can staged evaluation and Al-guided prioritization
reduce RTL simulation burden while preserving the ability
to uncover security-critical corner cases?

In addition, we distill the key open challenges that currently
block robust deployment of Al-assisted hardware fuzzing and
outline research directions suggested by the progression of
techniques reviewed in this paper.

The remainder of the paper is organized as follows. Sec-
tion II provides background on hardware fuzzing and generative
Al A review of conventional pre-silicon fuzzing frameworks
and processor-focused fuzzers is presented in Section III. In
Section IV, we describe the progress of Al-assisted solutions
aligned with our research questions. Section V summarizes
open challenges and future research directions. Section VI
concludes the paper.

II. BACKGROUND
A. Hardware Fuzzing

Fuzzing is an automated testing workflow that searches
for bugs and vulnerabilities by repeatedly generating inputs,
executing a target, and using the observed outcomes to guide
subsequent input generation. In coverage-guided fuzzing, sys-
tems such as AFL [9], libFuzzer [15], and Honggfuzz [33]
maintain a corpus of inferesting seeds and apply fast heuristic
mutations, retaining inputs that expand explored behaviors. The
effectiveness of this loop depends on producing inputs that are
sufficiently well-formed to exercise meaningful behaviors and
on extracting feedback that helps prioritize exploration rather
than repeatedly revisiting easy-to-reach states.

Hardware fuzzing applies the same principle in pre-silicon
verification of a design under test (DUT) by executing gener-
ated input on an executable model of the design, typically at
the register transfer level (RTL) or via FPGA-based emulation.
For processors, the inputs are ISA programs; for accelerators
and system-on-chip (SoC) components, they are often protocol
transactions or interface-level sequences [25], [28]. As hard-
ware rarely fails with a clean crash signal, solutions typically
rely on domain oracles such as assertion or property viola-
tions, illegal architectural states, unexpected signal activity,

or divergences from a golden reference model (GRM), and
they preserve traces needed to reproduce and diagnose flagged
behaviors [14], [16], [27], [28]. Guidance signals extend beyond
software-style coverage to include hardware-centric metrics
such as toggle activity, finite-state machine (FSM) coverage,
and events tied to control and status registers (CSRs), which can
be used to decide which tests remain in the seed pool [25], [27].
A defining constraint for hardware fuzzing is execution cost, as
high-fidelity RTL simulation is slow, and richer observability
can further reduce throughput, so effective hardware fuzzers
must use their simulation budget carefully [17], [34]. This
makes test case validity, feedback quality, and efficient oracle
integration central to practical success, and motivates pipelines
that screen or prioritize candidates before committing expensive
DUT runs [17], [25], [34].

B. Generative Al

Generative Al refers to models that synthesize new data,
such as text or code, by learning the patterns and constraints
present in training examples. Unlike discriminative models
that map inputs to labels, generative models learn to produce
sequences token by token, conditioned on an input context. Re-
cent progress is largely driven by transformer-based foundation
models, whose attention mechanisms support long-context gen-
eration and help maintain consistency across many interacting
elements, which is essential for structured artifacts like code
and assembly-like text [12], [35]. In practice, these models are
adapted to specialized domains via supervised fine-tuning on
task-specific corpora, and can be further steered with alignment
methods that incorporate reward or preference signals when
requirements are difficult to fully specify [12], [20], [21].

These capabilities are a natural fit for fuzzing, where the
quality of generated test cases directly determines how effi-
ciently a campaign explores the state space. Hardware test cases
in particular are tightly constrained as instruction programs and
interface transactions must respect encoding rules, privilege
and CSR access policies, alignment, and protocol semantics,
otherwise expensive RTL executions are wasted on trivially
invalid tests [25], [28]. Generative models can internalize these
constraints to produce higher-validity, more semantically mean-
ingful tests than byte-level mutation, and they can be refined
using execution-derived feedback so that generation increas-
ingly targets behaviors correlated with exploration progress or
oracle triggers. Moreover, learned scoring or preference-based
refinement can rank or filter candidates to reduce the number
of DUT runs required, reserving high-fidelity simulation for
inputs that are most likely to expand coverage or expose
discrepancies [37]-[39].

III. RELATED WORK

Hardware fuzzing borrows the core idea of coverage-guided
fuzzing from software [9], [15], [33], namely that feedback
from executed tests can steer a corpus-driven search toward
behaviors that would be unlikely under unguided random
testing. In the hardware setting, this general recipe must be
adapted to slower execution substrates and to failure signals



that are typically oracle-based using assertions, invariants, or
reference mismatches rather than crash-based [25], [28]. As a
result, the practical performance of a hardware fuzzer is often
dominated by how efficiently it generates valid test cases, how
informative its feedback is under limited observability, and how
effectively it amortizes the cost of simulation.

Existing pre-silicon frameworks [5], [10], [16], [26], [27],
[30], [37]-[39] span multiple execution strategies and visibil-
ity assumptions. RFuzz [17] demonstrates FPGA-accelerated
fuzzing for RTL by adding instrumentation that enables AFL-
style feedback loops, trading throughput gains against instru-
mentation overhead and toolchain coupling. A complementary
line of work compiles RTL into a high-performance cycle-
accurate software model [34], enabling reuse of software-style
instrumentation and simplifying experimentation. Verilator [36]
is frequently used as the underlying compiler and simulator
in such pipelines. Surveys and systematizations [25], [28]
further categorize fuzzers by observability, ranging from black-
box setups to grey-box designs that leverage selected internal
signals for guidance, and white-box approaches that assume
deeper RTL access at higher cost.

Processor-centric fuzzers focus on ISA-level program gener-
ation and typically rely on differential checking against archi-
tectural references to expose inconsistencies. TheHuzz [16] ex-
ecutes instruction sequences on RTL while collecting multiple
coverage signals, but it can be limited when the generation lacks
semantic structure. DifuzzRTL [14] and ProcessorFuzz [3]
incorporate processor-aware feedback, including control and
status behavior, to guide exploration more effectively, while
MorFuzz [41] improves exploration by combining semantics-
aware seeding with runtime-guided morphing. More recent
systems further extend reach by integrating formal components,
security-oriented objective functions, or long-program con-
struction, each introducing additional complexity and scalabil-
ity tradeoffs [4], [13], [30]. Collectively, this body of work has
advanced pre-silicon fuzzing, but it also highlights persistent
bottlenecks in validity, long-horizon test structure, and RTL-
limited throughput, which motivate learning-guided generation
and prioritization.

IV. AI-DRIVEN HARDWARE FUZZING

In this section, we trace the progress of Al-assisted pro-
cessor fuzzers that form a clear progression in how learning
is integrated into the fuzzing loop. An early assembly-level
system, Hardware Fuzzing Loop (HFL) [38] demonstrates that a
trainable generator can reduce invalid tests and improve explo-
ration when updated from execution feedback. The subsequent
work, GenHuzz [37], builds on this by strengthening long-
horizon program synthesis and shaping feedback to better reach
deep, sequence-dependent behaviors. Finally, GoldenFuzz [39]
restructures refinement to reduce dependence on slow RTL
execution by using a fast architectural oracle for early learning,
while preserving a DUT-grounded stage for discrepancy dis-
covery. Together, these systems provide a chained perspective
on our research questions by progressing from improved test
validity (RQ1), to feedback-driven deep exploration (RQ2), and
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Fig. 1: HFL [38] workflow overview. A multi-head LSTM
generator synthesizes assembly-level programs and is refined
via coverage-driven reinforcement learning with instruction
masking and reset mechanisms, with ISA-level correction be-
fore DUT execution and GRM-based differential checking to
surface bug candidates.

finally to cost-aware staging that reduces RTL burden without
sacrificing bug-finding capability (RQ?3).

A. RQI: Closing the Generation-Feedback Loop

A recurring failure mode of mutation-heavy processor
fuzzing is that deep corner cases rarely emerge from small,
local edits. Useful tests typically require coordinated instruc-
tion sequences that satisfy ISA constraints while establishing
specific control and data conditions. When the generation is
dominated by random mutation, many candidates are invalid,
redundant, or terminate too early to meaningfully exercise the
design. HFL [38] addresses this gap by making generation itself
learnable and by operating over assembly-level structure rather
than unconstrained bytes.

As shown in Fig. 1, HFL uses a multi-head LSTM [31]
instruction generator that decomposes instruction synthesis into
coordinated fields such as opcode, registers, immediates, and
special fields like CSR identifiers or branch targets. This
structure enables fine-grained control over instruction formation
and better captures intra-instruction dependencies. HFL then
couples generation with a reinforcement learning [32] loop
driven by hardware execution feedback, primarily RTL simula-
tion coverage, to bias generation toward sequences that explore
deeper internal states. Naive coverage-reward optimization can
induce reward hacking in reinforcement learning [32] and
unstable updates, especially when improving one instruction
type destabilizes others. To mitigate this, HFL introduces an
instruction mask that selectively enables updates only for the
heads relevant to the chosen instruction class, reducing parame-
ter interference. It also introduces a reset module that monitors
coverage growth and partially reinitializes the generator when
learning stagnates, while preserving learned intra-instruction
semantics to escape local optima [38].

Taken together, HFL provides evidence that structured,
learned generation combined with feedback-driven refinement
can reduce wasted tests and improve exploration efficiency
relative to purely heuristic mutation, directly supporting RQ1.
In its evaluation, HFL achieves higher coverage with fewer
than 1% of the test cases compared to prior work, and its
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Fig. 2: GenHuzz [37] workflow overview. A transformer-based
generator synthesizes long instruction programs and refines
generation using hardware-guided feedback that incorporates
exploration, validity, and diversity, while DUT-GRM trace
mismatches flagged by a difference checker guide bug triage.

coverage prediction network achieves 94-97% accuracy across
multiple RISC-V cores including RocketChip [8], BOOM [43]
and CVAG [42]. HFL also identifies previously unknown bugs
and vulnerabilities across tested designs [38]. At the same
time, the approach highlights remaining issues, since scalar-
reward reinforcement learning can still drift toward repetitive
patterns and limited context modeling makes it difficult to
sustain coherent intent over long programs.

B. RQ2: Capturing Program Semantics in the Fuzzing Loop

The limitations above are especially concerning for security,
where interesting behaviors often depend on longer structures,
such as initialization, privilege transitions, and delayed inter-
actions between configuration and later memory accesses. If
a generator only captures short-range patterns, it struggles to
reliably build these dependencies, limiting its ability to reach
deep architectural states. The follow-up research to HFL in the
Al-driven hardware fuzzing domain, GenHuzz [37] addresses
this gap by using a long-context generator and explicitly treat-
ing instruction generation as program synthesis over extended
histories.

As illustrated in Fig. 2, GenHuzz employs a transformer-
based [35] generator trained on assembly corpora and then
refined in a hardware-guided loop. For bug and vulnerability
discovery, a difference checker compares DUT execution traces
against a golden reference model (GRM), and flags mismatches
for triage (Fig. 2). After generating batches of test cases, the
DUT executes each one and produces coverage metrics that
form the core of the reward signal. Beyond coverage, GenHuzz
incorporates validity and diversity components into the reward
to encourage syntactically correct and semantically sound pro-
grams while mitigating collapse into a small set of easy-to-score
patterns. Rather than optimizing only for more coverage, its
feedback is shaped to jointly encourage executability and sus-
tained exploration, incorporating explicit validity and diversity
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Fig. 3: GoldenFuzz [39] workflow overview. The generator
is refined in a fast GRM stage to learn executable instruc-
tion blocks, then evaluated in a DUT stage to pursue cov-
erage growth and microarchitecture-dependent discrepancies.
Preference-based updates promote diversity, and DUT-GRM
trace mismatches flag bug candidates.

signals to avoid mode collapse. When coverage growth saturate,
GenHuzz triggers a reset module that partially reinitializes
the model parameters while preserving stable intra-instruction
knowledge, allowing the policy to escape local optima without
forgetting basic syntax and structure [37].

This design strengthens the answer to RQ2 by showing that
long-context generation, coupled with feedback shaping, can
more reliably produce coherent programs that reach deeper,
security-relevant behaviors [37]. Empirically, GenHuzz outper-
forms strong baselines across three widely studied RISC-V
cores [8], [42], [43]. It identifies 10 previously unknown vul-
nerabilities, five with CVSS severity scores exceeding 7.3 [18].
Several of the discovered issues require carefully coordinated
multi-instruction sequences to manifest [37], which prior work
would not be able to achieve. However, the throughput bottle-
neck persists because DUT execution and coverage collection
remain in the refinement loop, motivating pipelines that decou-
ple early learning and screening from expensive RTL [37].

C. RQ3: Breaking the RTL Bottleneck

GoldenFuzz [39] starts from the observation that early-stage
learning does not always require microarchitectural feedback.
Before a generator can effectively search for subtle discrepan-
cies, it must first learn to produce instruction sequences that
are syntactically legal, semantically coherent, and extendable.
Paying RTL cost for each candidate during this phase is
inefficient, since many inputs are filtered for basic executability.
GoldenFuzz addresses this by separating refinement into stages
with different oracles, using a fast architectural reference where
it is sufficient and reserving RTL for where it is necessary.

As shown in Fig. 3, GoldenFuzz begins with pretraining
and then enters a GRM-driven stage that rapidly generates
and evaluates instruction blocks for ISA-level executability.
This high-throughput stage supports aggressive screening and
refinement without RTL overhead, producing stronger build-
ing blocks before transitioning to DUT fuzzing. In the DUT
stage, the objective shifts toward coverage growth and the
discovery of microarchitecture-dependent discrepancies, with
bug candidates identified via differential testing between DUT



and GRM traces. GoldenFuzz further improves stability and
corpus health by replacing scalar-reward reinforcement learning
with preference-style updates. It scores candidates to capture
both their individual contribution, such as new coverage, and
their redundancy relative to the current population, encouraging
diversity as campaigns mature. The generator is then updated
by comparing better and worse examples, aligning generation
with robust improvements while directly learning patterns to
avoid, consistent with direct preference optimization [21], [39].

Overall, GoldenFuzz provides a concrete affirmative direc-
tion for RQ3, since staged evaluation can substantially reduce
RTL dependence while preserving a DUT-grounded path to
vulnerability discovery [39]. In reported evaluations, Gold-
enFuzz achieves the highest hardware coverage compared to
existing approaches while producing significantly shorter test
cases (less than 30 instructions). It detects all previously known
vulnerabilities in benchmark cores, and uncovers five new vul-
nerabilities on open-source cores (four with CVSS 3.0 scores
above 7) [18], along with two previously unknown vulnera-
bilities during internal verification on a commercial core [1].
While the specific findings were not disclosed, this result indi-
cates that the approach can surface issues even in proprietary,
commercially deployed designs, suggesting practical industrial
relevance. Despite its scalability, important challenges remain
since a GRM cannot capture timing and microarchitecture-
specific effects during the fast stage, the approach still depends
on informative feedback design and robust triage in the DUT
stage, and generalizing beyond accessible training artifacts and
architectures remains nontrivial. These open issues motivate the
broader challenges summarized in the next section.

V. OPEN CHALLENGES AND FUTURE WORK

Al-assisted fuzzing has significantly improved the genera-
tion, scheduling, and optimization of processor test programs.
However, existing approaches largely reuse conventional hard-
ware coverage and vulnerability detection oracles, without
substantially advancing them. Improvements in this area can
have a profound impact on hardware security research. In
this section, we highlight these open challenges and discuss
potential directions for future work.

Coverage Metric. Coverage remains essential in hardware
fuzzing as it guides test case generation toward deep, unex-
plored internal states of the DUT. However, widely adopted
hardware-centric metrics, such as toggle, branch/condition,
and FSM-state coverage, are insufficient. While simple and
efficiently measurable, these metrics treat observations as in-
dependent events. In other words, each bit in the coverage
map corresponds to a local predicate (e.g., a signal toggle)
that was captured regardless of the execution context. This
independence assumption overlooks the path-dependent nature
of hardware execution, a fundamental property in which the
semantic meaning of an event is defined by its temporal order
and guards derived from previously latched states. A coverage
metric suitable for modern hardware fuzzing must capture
not just local events, but structured progress across protocol,
control, and data-flow phases. Coverage should represent de-

pendent transitions [2], [27] by capturing temporally ordered
event sequences together with the state predicates that make
those events meaningful.

Listing 1: Example hardware module with dependent coverage
conditions.

1| module bus_ifc (...);

2 .

3 always_ff @(posedge clk or posedge rst) begin
4 if (rst) begin

5 req_seen <= ;

6 transfer_done <= ;
7 end

8

9 if (req) begin

10 req_seen <= ;

11 end

12

13 if (ack && reg_seen) begin
14 transfer_done <= ;
15 end

16 end

17

18 assign ready = transfer_done;
19 .

20| endmodule

To make this limitation concrete, consider a design illustrated
in Listing 1, in which the assertion of one signal is only
meaningful if another signal has previously occurred. For
instance, in a bus interface, the event represented by ack is
only semantically relevant after a request signal (req) has been
observed and recorded internally. An independent coverage map
credits ack whenever it asserts, even if asserted prematurely,
treating every activity as valid progress. A dependency-aware
metric, in contrast, assigns coverage to the causal relationship
embodied in the design (e.g., reqg occurs, then ack occurs
while req_seen is true). By encoding such control and
data-flow dependencies through guarded state-transition graphs
or bounded-length temporal patterns, Al-assisted fuzzers can
be provided with a feedback signal that faithfully reflects
hardware semantics, thereby improving stimulus generation by
integrating microarchitectural semantics with ISA semantics.

Thus, introducing a coverage metric for hardware that cap-
tures path-dependent behavior represents an important and
timely research direction. Currently, Al-assisted hardware
fuzzers [37]-[39] primarily leverage Al to generate high-
quality test cases, but these models can be extended to provide
richer, semantically informed hardware feedback. For example,
graph neural networks (GNNs) or other structured reasoning
models [40] can encode the relationships among microarchi-
tectural states, instruction sequences, and signal dependencies,
effectively learning the causal structure of hardware behavior.
By integrating these models into the fuzzing loop, the fuzzer
can prioritize inputs that explore previously unseen paths, detect
subtle violations, and identify vulnerabilities that would be
invisible to conventional coverage metrics.

Vulnerability Detection. Vulnerability detection is a critical
component of any fuzzing framework. Without an effective
vulnerability detection mechanism, a fuzzer may generate test
cases that trigger a bug or security flaw in the target. However,
if the framework cannot detect these violations through crashes,
assertion failures, or trace analysis, no vulnerability is reported,



rendering the fuzzing effort ineffective.

This challenge is particularly critical for hardware fuzzers.
Unlike software, hardware does not crash in the traditional
sense. Even when presented with invalid inputs or bugs,
hardware continues execution. In software fuzzing, operating
systems abstract execution details and provide feedback to the
fuzzer in the form of crashes, such as memory violations,
signaling potential vulnerabilities [9], [15], [33]. In contrast,
hardware fuzzers must continuously monitor execution to detect
security rule violations, as there is no built-in notion of a
crash. Hardware fuzzers, therefore, require explicit definitions
for different types of faults and vulnerabilities to provide
meaningful feedback during testing. As discussed in Section III,
existing hardware fuzzers employ a variety of vulnerability
detection methods [5], [10], [16], [26], [27], [30], [37]-[39].
Many rely on differential vulnerability detection using GRMs.
GRMs represent the expected behavior of hardware at the
instruction level, providing a standard against which actual
execution can be compared. While this approach is practical
for detecting certain classes of bugs and vulnerabilities, GRMs
have fundamental limitations that can lead to missed vulnera-
bilities or excessive false positives. Two of the most important
limitations are the following.

1) Microarchitectural behavior is not represented. GRMs gen-
erally capture only the architectural state of the processor
(i.e., the state visible at the instruction set architecture level).
However, they do not model microarchitectural components
such as reorder buffers, branch predictors, or speculative ex-
ecution units. This limitation can cause hardware fuzzers to
miss vulnerabilities that manifest only in microarchitectural
modules [29]. For example, consider Spike [22], a widely
used GRM for RISC-V that forms the basis for several recent
hardware fuzzers. Since Spike does not model microarchitec-
tural features, fuzzers relying solely on it may fail to detect
vulnerabilities in modules such as branch prediction, out-of-
order execution, or speculative memory accesses.

2) GRMs represent a single implementation scenario for each
ISA instruction. While GRMs capture the defined behavior
of the instruction set, real hardware implementations may
include flexibility or optional behaviors that are not modeled.
When GRMs are used for vulnerability detection, this mis-
match can generate false positives or fail to account for edge-
case vulnerabilities. For example, in the RISC-V ISA [23],
[24], certain instructions allow multiple legal implementations
for features such as memory ordering or atomicity. A GRM
models only one canonical implementation, potentially missing
hardware-specific vulnerabilities in alternative implementations
or reporting benign deviations as errors.

These limitations highlight a key gap in current hardware
fuzzing. While GRMs provide a foundation for architectural
validation, they are insufficient for comprehensive vulnera-
bility detection. A promising direction for future work is to
leverage Al models not only to generate high-quality test
cases but also to detect vulnerabilities directly. Recent ad-
vances in Al reasoning make it feasible to train domain-

specific models that internalize expert knowledge of hardware
security, capturing how vulnerabilities emerge from complex
interactions among microarchitectural components, execution
sequences, and control-flow dependencies. Initiatives such as
HackTheSilicon [11], the world’s largest hardware security
competition, demonstrate the value of systematically codifying
expert reasoning. HackTheSilicon is conducted in collaboration
with leading industry and academic partners, including Intel,
OpenTitan, lowRISC, and Synopsys, and exposes participants
to real-world, industry-quality vulnerabilities under competitive
conditions. By leveraging the insights, methodologies, and
annotated vulnerabilities developed through such competitions,
future Al-assisted fuzzers could go beyond conventional cov-
erage feedback, using execution traces, assertion violations,
and causal signal relationships to identify vulnerabilities in
a scalable, continuously improving manner. This approach
promises to close the detection gap left by GRM-based methods
and substantially enhance the real-world impact of hardware
fuzzing and hardware security.

VI. CONCLUSION

Al-assisted hardware fuzzing is emerging as a practical
response to the rising complexity of modern processors. As
designs grow deeper and more heterogeneous, mutation-driven
fuzzers increasingly waste effort on invalid or low-value tests
and often fail to reach the long-horizon behaviors where
many security issues reside. Learning-guided generation and
refinement shift fuzzing toward semantics-aware exploration,
producing more coherent instruction sequences, adapting to
execution feedback, and using expensive simulation more
selectively. Future progress will require richer, dependency-
aware coverage metrics and Al-driven reasoning engines that
embed expert hardware security knowledge, enabling fuzzers to
interpret execution traces, connect low-level signals, and iden-
tify vulnerabilities more effectively. Insights from initiatives
like HackTheSilicon demonstrate how expert reasoning can be
distilled and applied at scale. By integrating these approaches,
hardware fuzzers can move beyond generating high-quality test
cases toward intelligent, auditable, and semantically guided
vulnerability discovery, closing the gap left by conventional
coverage and detection methods.
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