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Abstract—Mixed Criticality Systems (MCSs) enable efficient
utilization of hardware resources to execute safety-critical tasks
along with non-critical tasks. Soft errors are a critical threat to
MCSs, causing detectable as well as undetectable errors. State-of-
the-art fault-tolerant MCSs protect the safety-critical tasks against
soft errors by reactively re-executing them upon detecting failures.
However, assuming that all failures can be detected, existing
state-of-the-art failure formulations for fault-tolerant MCSs fail
to consider undetected failures. Further, the reactive re-execution
strategy cannot improve fault tolerance against undetected fail-
ures. To address this problem, we propose PREFACE, Proactive
Re-Executions for Fault-Aware mixed-Criticality Environments.
PREFACE formulates the failure rates of MCS tasks by differ-
entiating detectable failures from undetectable ones. Based on our
novel failure formulation, PREFACE proactively re-executes a task
even when no fault is detected to cope with potential undetectable
failures, only when it is necessary. Our evaluation demonstrates
that PREFACE dramatically improves the scheduling feasibility
and reliability compared to state-of-the-art fault-tolerant MCSs.

Index Terms—mixed-criticality systems, real-time scheduling,
fault tolerance, soft errors

I. INTRODUCTION

Mixed-criticality systems (MCSs) must satisfy different crit-
icality levels of tasks, including safety-critical, mission-critical,
and non-critical tasks. Traditional MCSs have mainly focused
on preventing timing failures by ensuring the schedulability of
tasks. However, soft errors can result in fundamentally different
types of failures [1] in MCS tasks; a task with a soft error can
fail to complete execution or deliver correct output.

To satisfy failure requirements of the tasks under the poten-
tial soft errors, state-of-the-art (SOTA) fault (soft error)-aware
MCSs [2], [3] apply software-implemented hardware fault
tolerance (SIHFT) [4] solutions that can detect or correct most
of the soft errors, and allow reactive re-executions for failed
executions upon detection of the failures. Fig. 1 (a) illustrates
the reactive re-execution strategy in SOTA fault-tolerant MCSs,
which triggers re-execution upon detecting failures.

The reactive re-execution strategy in SOTA fault-tolerant
MCSs [2], [3] is valid if all failures are detectable so that
the system can trigger reactive re-executions for all failures.
However, the premise that all failures are detectable is simply
not true in reality. Executions under soft errors can result in
undetectable failures, even with SIHFT protection. For further
discussion, let us define terms for detectable and undetectable
failures: 1) detected unrecoverable error (DUE), system-visible
failures such as crash and hang, and 2) silent data corruption
(SDC), cases in a task seemingly finished without a system-
visible failure but delivered incorrect outputs.

The reactive re-execution strategy of SOTA fault-tolerant
MCSs cannot mitigate SDCs as shown in Fig. 1 (b), since
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Fig. 1. Illustration of (a) re-execution strategy in SOTA fault-tolerant MCSs [2],
[3], (b) their limitation, and (c) alternative proactive re-execution strategy.

they cannot trigger the reactive re-execution when no failure is
detected. Further, SOTA MCSs estimate the failure probabilities
of tasks by considering that the reactive re-execution strategy
can mitigate all failures. Consequently, their formulations un-
derestimate the failure probabilities of tasks by ignoring char-
acteristics of SDC, resulting in dissatisfaction with the failure
requirements of tasks without recognizing the dissatisfaction.
Contributions: To resolve the aforementioned limitations of
SOTA fault-tolerant MCSs, this paper proposes Proactive Re-
Executions for Fault-Aware mixed-Criticality Environments
(PREFACE), which mitigates both DUEs and SDCs via its
novel proactive re-execution strategy and provides correspond-
ing failure formulation. First, PREFACE advances the failure
formulation of SOTA fault-tolerant MCSs by separately consid-
ering SDCs and DUE:s, and calculates probabilities for possible
numbers of correct and incorrect completed executions under
the proactive re-execution strategy. PREFACE’s failure formu-
lation for MCSs considering SDCs is the first approach that
has never been explored so far, to the best of our knowledge.
Second, PREFACE allows re-execution(s) of tasks even when
no failure is detected and performs majority voting among
completed executions even in the presence of SDCs, as shown
in Fig. 1 (c). The completed executions in PREFACE form
an adaptive redundancy to mitigate SDCs, where the task is
already protected by a SIHFT solution and the number of
completed executions can vary due to the DUEs. We emphasize
that PREFACE is the first approach for fault-tolerant MCSs
with a re-execution strategy that correctly considers SDCs and
forms an adaptive redundancy with SIHFT-protected task.
Evaluation with RTL fault injection method shows PREF-
ACE’s dramatic improvements in scheduling feasibility under
real-time and reliability requirements compared to SOTA fault-
tolerant MCSs, providing enough slack time for non-critical
tasks compared to naive triple modular redundancy (TMR).

II. BACKGROUND: SOTA FAULT-TOLERANT MCSs

This section discusses the failure formulation and re-executin
strategy of SOTA fault-tolerant MCSs [2], [3]. Reghenzani et
al. [2] extend traditional MC scheduling theory to provide fault
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tolerance against soft errors. They apply SIHFT to MC tasks to
detect faults and estimate the failure probability of each task
from the given fault rate and task information. If the failure
probability of the task cannot satisfy the reliability requirement
of the task, Reghenzani er al. allow reactive re-execution(s)
of the task upon detecting failures. RTailor [3] improves the
failure formulation of Reghenzani er al. by considering the
masking effect and developing a selective SIHFT to satisfy the
failure requirements at minimum overhead. For the simplicity
of further discussion, we make the following assumptions:

1. We assume that a task solely occupies a single-core pro-
cessor, and therefore, a fault on a core will affect the task
executing on the core. This assumption is based on the
system model of Reghenzani et al. [2], which considers the
resource usage of a task for a core as either O or 1.

2. We only consider faults on the core and do not consider
faults on memory subsystems since they can be protected by
ECC or parity, following the same assumption in RTailor [3]
and most recent SIHFT solutions [5]-[9].

3. We consider that crash and hang cases can be detected by the
system and can trigger the re-executions in Reghenzani et al.
and RTailor, following the re-execution models in RTailor.

A. Failure Formulation

1) Failure rate of a single task per time unit: For a given
fault rate per hour )\, the probability that no fault occurs during
H hours can be formulated as (1—\)* based on a sequence of
Bernoulli trials. Reghenzani et al. [2] consider an occurrence of
a fault on a hardware resource executing a task as a failure of
the corresponding task. Since we assume that one task occupies
a single-core and the memory subsystem is protected by parity
or ECC, the failure rate per specific time frame for a task in
Reghenzani et al. is equal to the fault rate per the corresponding
time frame on a core. Reghenzani ef al. derives p;, the failure
rate per a time unit 1/k hour, i.e., there are k time units per
hour, for a task 7; with the following Equation (1).

pi=1-(1-\)% (1)

On the other hand, RTailor excludes masked and corrected
faults from the failures as the following Equation (2).

P, =1—(1—Xx P(failure|fault);)* ()

Where P(failure|fault); represents the conditional probabil-
ity that 7; results in failure, including crash, hang, SDC, or
detected cases (if detection-only SIHFT is used), given a fault.
2) Failure probability per execution: In the formulation of
Reghenzani et al. and RTailor, failure of an execution of a task
7; means that a failure occurs during the execution time F;.

P;=1—(1-p)" 3)

In Equation (3), IP; represents the failure probability per execu-
tion of 7; for the failure rate per time unit p) from Equation (1)
(Reghenzani et al.) or (2) (RTailor). E; represents the execution
time, i.e., the exposure time of the execution against soft errors.
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Fig. 2. Flow chart of reactive re-execution strategy in SOTA schemes [2], [3].
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3) Required failure probability per execution: The required
failure rate of a task is typically expressed in per hour (/h). For
example, the design assurance level (DAL) in DO-178C [10],
which is the software considerations in airborne systems and
equipment certification, specifies the maximum allowable fail-
ure probability per hour as 10~%/h — 1075 /h (DAL A - C) [2].

Fault-tolerant MCSs aims to satisfy the failure requirements
of each task as well as its real-time requirements. The failure
requirement of a task 7; is satisfied if its failure rate is lower
than its required failure rate. We derive the required failure
probability per execution from a given required failure rate per
hour. P;“?, the required failure probability per execution can
be derived from the failure rate per hour (Dper—nour; ©) as a
sequence of Bernoulli trials, when N{’Ct executions of 7; are
activated per hour, as the following Equation (4).

1
Pgeq =1- (1 - pper—hourgeq) Vet (4)

If P; < P}, the system considers that it satisfies the failure
requirement of 7;. Otherwise, Reghenzani et al. and RTailor
mitigate the failure probability by reactive re-execution strategy.

B. Reactive Re-execution Strategy

The reactive re-execution strategy in Reghenzani et al. and
RTailor allows additional re-execution(s) upon detection of
a failure, expecting success on the re-execution. Instead of
allowing an infinite number of re-executions, the reactive re-
execution selects a proper N/~ °“““, the allowed maximum
number of re-execution(s) for 7; that can sufficiently decrease
the failure probability of 7;. Figure 2 shows the flow chart of the
reactive re-execution strategy, which iterates the re-execution
until no failure is detected or C}°~“"““, the count of triggered
re-execution(s) for 7; reaches N~ “*“.

Reghenzani er al. and RTailor consider that 7; fails only
when the original execution and total N “~“"““ re-execution(s)
continuously fail so that no more re-execution is allowed.
Therefore, P;°~“**“, the failure probability of 7; considering
reactive re-execution, is derived by the following Equation (5).

= (BN ®)
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Reghenzani et al. and RTailor select optimal N, “~““““ that
satisfies P}~ "¢ < P;“. RTailor can trigger the re-execution
with partially (selectively) protected task for better schedula-
bility. For the sake of simplicity, we skip the selective STHFT.

Limitations: the re-execution strategies in SOTA fault-
tolerant MCSs [2], [3] are reactive mechanisms, where the re-
execution is only triggered in reaction to the detected failures.
Silent data corruption (SDC) is defined as an undetected
failure with corrupted outputs. If an execution of 7; resulted in
SDC, the reactive re-execution strategy cannot trigger the re-
execution upon SDCs regardless of N, “~“““, but just considers



TABLE 1
GLOSSARY OF TERMS USED IN PREFACE FOR A TASK T;.

Definitions
Conditional DUE probability given a fault
Conditional SDC probability given a fault
Benign & DUE & SDC rates per time unit
Benign probability per execution
DUE & SDC probabilities per execution
Maximum number of total execution
M; Maximum number of completed executions
P_sdc;"° e DUE probability considering re-execution
P_due;"°~°%°° SDC probability considering re-execution
ctetal ceomp Count of total & completed executions
(ng" Count of executions resulted in SDC
P_comp.,(C;7F) Probability that task completes C;°" 7
comp. Probability that the majority of C;° 7"
P_sdc_major:(C; ) comp]etedyexecutions rJesullyed in SDC

Symbol

P(due] fault),
P(sdc[fault),;
p_benign;, p_due;,
P_benign,

P_due;, P_sdc;

N otal

p_sdc]

A

executions

the execution successfully completed. Consequently, the reac-
tive re-execution strategy only mitigates the detectable failures,
rendering the rate of failures due to SDCs unmitigated.

III. PROPOSED APPROACH: PREFACE

We propose PREFACE to address the limitations of SOTA
fault-tolerant MCSs. PREFACE formulates the failure proba-
bilities of tasks in MCSs by separately considering detected
unrecoverable errors (DUEs) and SDCs. To cope with SDCs,
PREFACE uses a novel, precise mechanism to trigger proac-
tive re-executions, only when re-executions are necessary to
meet failure requirements. PREFACE assumes that tasks are
protected by a detection-only SIHFT scheme without selective
protection, and shares the assumptions discussed in Section II.

PREFACE aims to provide adaptive redundancy of SIHFT-
protected executions, and can be easily extended with detection
and correction SIHFT schemes or selective protection. TABLE 1
provides glossary of terms for the following discussions.

A. Failure Formulation by Separating DUEs and SDCs

PREFACE separately formulates DUE and SDC probabili-
ties per execution. This separated formulation for 7; requires
P(due|fault); and P(sdc|fault);, the conditional DUE and
SDC probabilities given a fault, which means the probabili-
ties that a fault on 7; results in DUE or SDC, respectively.
P(due|fault); and P(sdc|fault); can be obtained from the
fault injections for 7;, by categorizing the results as follows.
e Benign: A fault is masked (does not affect execution) or

corrected (if SIHFT supports correction), or no fault occurs.

e DUE: A fault causes a task to fail and is detected by the
system. DUE includes (i) crash (a task is aborted), (ii) hang
(a task is timed out and detected by a watchdog), and (iii)
detection (a fault is detected by detection-only SIHFT).

e SDC: A fault causes the output of the task execution to be
corrupted, but does not cause any visible failures.
PREFACE formulates the DUE and SDC rates per time unit

for a task 7; by extending Equation (1) and (2) as follows.

p_duet =1— (1 -\ x P(due\fault)i)% (6)
p_sdc, =1 — (1 — X x P(sdc|fault),)* %

In Equations (6) and (7), p_due;» and p_sdc; represent the DUE
and SDC rates of 7; per time unit, respectively. A represents

SDC-inducing fault: A fault DUE-inducing fault: A fault
DUE
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Fig. 3. Example scenario of an execution with DUE- and SDC-inducing faults.

the fault rate per hour. p_benign/,, the benign rate per time unit
of 7;, i.e., no DUE- or SDC-inducing fault occurs during the
time unit, is derived by Equation (8).

An execution results in benign, i.e., the task completes the
execution without visible failure and with correct results, if
no DUE- or SDC-inducing fault occur. P_benign,, the benign
probability per execution of 7;, can be derived from p_benign,,
and E;, the execution time of 7;, as Equation (9).

P_benign,; = (p_benign,)*: ©)

An execution may encounter multiple faults. For example, in
Fig. 3, an SDC-inducing fault affects an execution, and a DUE-
inducing fault crashes the execution. This case is DUE, since
the task crashes regardless of the correctness of the output, so
the system is aware of the failure. Therefore, P_due;, the DUE
probability per execution of 7;, can be derived from p_due,
regardless of SDCs by calculating the probability that at least
one DUE-inducing fault occurs during F; as Equation (10).

P_due; = 1 — (1 — p_due}) (10)

PREFACE can simply derive P_sdc;, the SDC probability per
execution, based on the fact that a completed execution, i.e.,
non-DUE execution should be benign or SDC as Equation (11).

P_sdc; = (1 — P_due;) — P_benign, (11)

B. Proactive Re-execution Strategy

PREFACE introduces a systematic, proactive re-execution
strategy that obtains adaptive redundancy of completed execu-
tions to mitigate IP_sdc; and P_due;. Continuously re-executing
a task until obtaining fixed number of completed executions
results in unbounded worst-case execution time (WCET) due
to potential DUEs. Instead, PREFACE assigns the maximum
number of total and completed executions for each task.

e N/°tal: The maximum number of total executions allowed
for 7,. From now on, we define total executions as the
executions of a task for a single schedule, including the
first execution and following re-executions, no matter if each
execution fails (DUE) or succeeds to complete (benign or
SDC). Note that N;/“““““ in Section II-B does not include
the first execution while N/°*%! of PREFACE includes it.

e M;: The maximum number of completed executions al-
lowed for 7;. From now on, we define completed executions
as the executions of a task for a single schedule that did not
result in DUEs and produced outputs, but the system cannot
distinguish the outputs between correct or wrong (SDC).

Figure 4 (a) shows the flow chart of the proactive re-
execution strategy, where C!°/ and C;""”" represents the
counts of total and completed execution(s) for 7;, respectively.
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(a) Flow-chart of proactive re-execution strategy

(b) An example scenario of proactive re-execution strategy based on the number of completed executions

Fig. 4. Flow chart and example scenario of the proactive re-execution strategy.

C. Failure Formulation under Proactive Re-execution Strategy

The challenge to formulate DUE and SDC probabilities of
T; considering re-execution(s) is that the count of completed
execution(s) (C;”""") varies due to DUEs. Figure 4 (b) shows
an example scenario of C;°""”" when N/°*® and M, are 3.
DUE failure scenario under proactive re-execution strategy is
C{™ = 0 case, which means all N/°*%! executions for T;
result in DUE. PREFACE can derive P_due;"“~“**¢, the DUE
probability of 7; considering re-execution, by Equation (12).

P_dueirefe:rec —_ (]P’_duei)(Nfom) (12)

When C;°""" > 0, PREFACE adaptively performs majority
voting among the outputs from completed executions. SDC
failure scenario considering re-execution represents cases where
the majority of outputs are incorrect (SDC). Figure 4 (b) shows
the successful and SDC scenario considering variable C;*"""".
P_sdc;"¢%*¢¢, the SDC probability of 7; considering re-
execution, can be derived from the probability that 7; completes
C:°"P" executions (P_comp.;(C;”"""")) and the probability that
majority of C;°"”" completed executions resulted in SDCs
(P_sdc_major;(C;°""")), by the following Equation (13).

re—exec
P_sdc; =Y ocbmp._,
i

xP_sdc_magor;(C;""""))

(P_comp.;(C{°™P)

(13)
Formulation of P_comp.,(C;°"*"") varies depending on C;*""*".
C:°"P < M; implies that PREFACE stopped the re-execution
because Clotal = Nfotal; otherwise, PREFACE will trigger the
re-execution as shown in Figure 4 (a). In such cases, the count
of DUEs is Nfotel — C{°™ In contrast, C{*"""" == M; im-
plies that PREFACE just stopped the re-execution when the last
execution has been completed (not DUE). In such cases, Cf"ml
can vary from C{°"" to N°'e!. Based on these observations,
PREFACE formulates P_comp.;(C;*""") as follows.

P_comp.;(C;"™"") =

(évto(:il)(IP duez)Nmmz —cem (1 — P_due;)% ,
when C;”""" < M;
total tota tota
12“ (=Y (P_due;) S M (1 — P_due,) M,

Crotal=pg; \ M;—1

when C;*""" == M;

14
Note that Equation (14) considers permutations of set with
M; — 1 completed executions and Cl°**! — 1 DUEs when
C;°™P" == M, since the last execution should be completed.
P_sdc_magor;(C°"""") represents the probability that the
majority of C;”""" completed executions (> [C;°"""/2])
resulted in SDCs. PREFACE derives P_sdc_major;(C°""")

based on (Cfdc, the count of SDC executions of 7;, varying from
[C:°™P /2] to C;°™"" as the following Equation (15).
comp. ) —

P_sdc_major;(C;

comp.
(Ci

>

Cyde=[Ciom? /2]
x(

The failure probability of 7; considering re-execution is
P_due; ™% + P_sdc;"°~ **“. PREFACE should select op-
timal N!°'@ and M; that satisfy both Nf°*a! > M, and
P_due;"* " 4 P_sde," "% < P9, where P}°7 rep-
resents the required failure probability of 7 per execution
from Equation (4). PREFACE explores optimal N/°‘*! and
M; for 7; by gradually increasing N°'®, selecting odd M;
from one to Nf°* and checking whether P_due; ™ "¢ +
P_sde;"*" "% < P;“? is satisfied, since the majority bound of
even number x is equal to the one of = — 1.

P_sdc;

Csde ) “P_sde; + P_benign,

15)

P_benign,
P_sdc; + P_benign;

comp. sdec

IV. EVALUATION

We evaluate schedulability (feasibility of real-time schedul-
ing), reliability (if meeting failure requirements), and slack time
of PREFACE in comparison with Reghenzani er al. [2] and
RTailor [3]. We first conduct fault injection experiments with
SIHFT-applied benchmarks to measure/estimate P(due|fault)
and P(sdc|fault), and generate synthetic task sets based on
the P(due|fault) and P(sdc|fault). Finally, we test whether
Reghenzani et al. [2], RTailor [3], Naive TMR, and PREFACE
can satisfy the reliability and schedulability of each task set.

A. Fault-injected Datasets

We conducted fault injection experiments to generate datasets
with P(due|fault) and P(sdc|fault) of SIHFT-applied appli-
cations. TABLE II shows the results of the fault injection.

1) Benchmarks with STHFT: We selected seven benchmarks
from MiBench [11] listed in TABLE II and reduced their
input size feasible for low-level simulations. We compiled
the benchmarks by LLVM [12], [13], reserving around half
registers, and applied CHITIN [9], a SOTA in-thread SIHFT
for fault detection, at assembly level with Python scripts.

2) Fault injectors: We built register-transfer level (RTL) fault
injectors that inject a single bit-flip on flip-flops [14] of an
open-source microprocessor. Specifically, we modified RTL
codes of Morlkx Cappuccino core [15] based on OpenRisc
ISA [16] to inject faults by flipping a random bit of reg
variables on their hardware components and simulated the
modified Morlkx Cappuccino on Icarus Verilog simulator [17].



TABLE II
FAULT INJECTION DATASETS FOR OUR EVALUATION.
Benchmark |Benign| DUE | SDC Benchmark |[Benign| DUE | SDC
ADPCM_e. | 73.6% [26.4%0.0185% qgsort 73.4% [26.6%[0.0278%
ADPCM_d. | 73.1% [26.8% |0.0370% sha 70.4% [29.6%[0.0093%
bitcount | 77.6% [22.4%[0.0185%| | stringsearch | 74.5% [25.5% [0.0185%
CRC32 [ 72.1% [27.9%(0.0185%

3) Generating datasets: We flipped one random bit of the
processor executing a benchmark and classified the result as
benign, DUE (detected by SIHFT, crash, and hang), or SDC.
We consider an execution is hanged if the simulation time
exceeds 2x fault-free simulation time of the benchmark. For
each benchmark, we repeated the fault injection trials with one
random fault per trial 10,800 times. The number of trials for
each hardware component is proportional to the number of bits
in the component, following the evaluation in SOTA SIHFT [9].

B. MCS Environment and Task Sets

System model: In our evaluation, we use a simple MCS model

with mixed-criticality tasks without dependencies, running on

a single-core processor, with the following two time-criticality

levels: critical tasks and non-critical tasks.

1. Critical tasks are periodic tasks with deadlines equal to
the beginning of the next period. All critical tasks have
the same scheduling priority, higher than non-critical tasks.
Each critical task is randomly assigned a required failure
rate among 1079/h, 10=7/h, or 107°/h based on DO-
178C [10], or 1073/h based on the upper bound of the
“probable” failure condition in AC 25.1309-1B [18], and
P(due|fault) and P(sdc|fault) from TABLE II. We as-
sume that SIHFT protects critical tasks, and the system can
detect DUEs including crash, hang, and detected by SIHFT
cases at the WCET of the execution.

2. Non-critical tasks are best-effort tasks that run during the
slack time between critical tasks when there is no critical
task running on the processor. Therefore, more slack time
will allow more execution of non-critical tasks.

Experimental scenarios and task sets: We generate experi-

mental scenarios using the same method in RTailor [3], where

each scenario is defined as a tuple (n,\,U) where n is the
number of tasks, A is the fault rate ranging from 10~7/h to

107 1/h (selected based on the literature on fault rates [19]-

[21]), and U is the total utilization without considering re-

executions ranging from 0.1 to 0.5. For each tuple (n, A\, U),

we randomly distribute the total utilization to tasks in the task

set using the algorithm UUnifast [22]. Then, for each task in

the task set, we randomly allocate the period ranging from 50

to 1,000 time units, required failure rate for critical tasks, and

P(due|fault) and P(sdc|fault) from TABLE II. We set E;,

the WCET of one execution of task 7; by the given utilization

x period / Nt of PREFACE. We only generate task sets for

critical tasks, assuming that non-critical tasks run best-effort

while critical tasks are not running.

C. Experimental Results

We test the feasibility and reliability of each task set with dif-
ferent failure estimation models and re-execution strategies of
Reghenzani et al. [2], RTailor [3], PREFACE, and Naive TMR.

RTailor —¢—

RTailor considering SDC
N =25

PREFACE —=—

Naive TMR
N =50

Reghenzani et al. ——

Reghenzani et al. considering SDC
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N =10
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in total. N indicates the number of critical tasks in each task set.

For Reghenzani et al. and RTailor, we compute the failure rate
per execution with Equation (3) and find N;“~“**“ satisfying
Equation (5). For PREFACE, we compute N/°*® and M; for
each task 7; that make the sum of P_due; (Equation (12))
+ P_sde; (Equation (13)) < P;“? (Equation (4)). Among
multiple possible sets of Nf°t?! and M;, we choose the set
with the minimum N/°!@ for better schedulability. Naive TMR
adopts the re-execution strategy of PREFACE while uniformly
assigning Nf°** =3 and M; = 3 for all tasks.

Reliability and schedulability of critical tasks: With the
execution parameters, we check whether a critical task satisfies
its required failure rate (i.e., reliability) by comparing the
estimated failure rate with the required failure rate for each
task. Then, we determine a “task set” is reliable if all tasks in
the task set meet their required failure rates. We use the failure
formulation of PREFACE for this reliability check since only
PREFACE can precisely consider both DUEs and SDCs.

We also test a task set’s schedulability using the earliest dead-
line first (EDF) scheduler [23], [24]. A task set is schedulable
under the preemptive EDF scheduler if and only if the total
utilization of the tasks is less than or equal to 1. We compute
the total utilization by summing each task’s utilization with re-
execution. The utilization of 7; with re-executions is computed
by E; x Nt /T, where E; and T} are the worst-case execution
time for one execution and period of 7;, respectively.

Fig. 5 shows the ratio of schedulable and reliable task sets
in each scenario. For each graph with N (number of critical
tasks in each task set) and utilization, the x-axis represents the
fault rate per hour (\) while the y-axis represents the ratios of
schedulable and reliable task sets. The ratios from Reghenzani
et al. (green ‘x’) and RTailor (blue ‘o’) are almost identical and
thus, their plots are overlapped. Overall, PREFACE (red ‘A’)
significantly improves the feasibility and reliability compared
to SOTA approaches when \ > 1073,

Specifically, when A\ > 1073, Reghenzani et al. and RTailor
usually fail to meet the failure requirements of tasks, since
their reactive re-execution strategy can only mitigate DUEs
but cannot mitigate SDCs. On the other hand, PREFACE can
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Fault Rate (1)
(a) When utilization w/o re-executions is 0.3.
Fig. 6. Average utilization by critical tasks for PREFACE and Naive TMR for
the schedulable and reliable task sets in PREFACE.

Fault Rate (1)
(b) When utilization w/o re-executions is 0.4.

mitigate both DUEs and SDCs with the proactive re-execution
strategy. Still, as shown in Figure 5, the ratios of schedulable
and reliable task sets from PREFACE decrease for some cases.
This is because when the fault rate increases, PREFACE needs
to allow higher maximum numbers of total executions (N}°!@!)
and maximum number of completed executions (M;) for each
task 7; but such higher N/°'® and M; can make the task not
schedulable. Still, such tasks are also infeasible for Reghenzani
et al. and RTailor due to the higher SDC probabilities.

Naive TMR (purple ‘|’) shows the same ratio of schedulable
and reliable task sets as PREFACE when the utilization is 0.3
or less, but the ratio becomes zero when the utilization is 0.4
or 0.5 since it always triples the utilization by Nf°*® = 3 and
M; = 3. In contrast, PREFACE assigns M; = 3 to 7; only
when majority voting is required, based on its accurate failure
formulation. We never observed M; > 3 in our evaluation.

We also make it as favorable as possible for the formulation
of compared SOTA approaches. Specifically, we find N?ot@
under the assumption that the other approaches also consider
P_sdc; for each task unreliable with Reghenzani et al. or
RTailor, we check if the task can meet the requirement by
only increasing N*°*%!. Still, as shown in Fig. 5 marked with
“Reghenzani et al. considering SDC” (blue ‘*’) and “RTailor
considering SDC” (‘L"), just improving the failure formulation
cannot help the reliability of SOTA approaches, due to the lack
of proper re-execution strategy to mitigate SDCs.

Slack time for non-critical tasks: We evaluate the performance
of non-critical tasks by estimating the slack time between
critical tasks. Concretely, we calculate the average utilization
time of the task because the average utilization represents the
proportion of time that is not slack time. For a task 7;, we

total

can compute the average utilization time by nx B x
Dezecuted() Where Degecutea(n) denotes the probability that
the task is executed n times, i.e., DUE appears n — 1 times.
Fig. 6 shows the estimated average utilization sets that are
feasible and reliable for PREFACE, wherethere are 25 and 50
tasks and a total utilization without re-execution is 0.3 and 0.4.
We only show the results of PREFACE and Naive TMR with
feasible and reliable task sets in PREFACE, since Reghenzani
et al. and RTailor cannot satisfy failure requirements for most
of the task sets under higher fault rate, as shown in Figure 5.
PREFACE negligibly affects the average utilization when
the fault rate, A, is less than 10~*/h. When X\ > 10~*/h,
the average utilization in PREFACE gradually increases, since
PREFACE assigns M; = 3 for any task 7; that P_sdc; > P, .
Still, the average utilization of PREFACE is much lower than
the one of Naive TMR, by identifying tasks to assign M; = 3
with its failure formulation. Note that when PREFACE shows

higher utilization than the total utilization without re-execution
(higher than 0.3 in Fig. 6 (a) and higher than 0.4 in Fig. 6
(b)), it implies that there are task sets that have tasks requiring
M; > 1; SOTA MCSs cannot meet their failure requirements.

D. Limitations and Future Work

Our evaluation did not include selective SIHFT, which is the
main contribution of RTailor [3], and the overhead and failures
in the majority voting in PREFACE due to the negligible exe-
cution time of voting. We note that PREFACE can take failures
in majority voting into consideration with minor changes.

V. RELATED WORK

This section provides a further review of the literature on
related work that has not been discussed in Section II.

Huang et al. [25] explicitly model the safety requirements
of tasks based on the safety standards such as DO-178B [26]
and assign maximum number of re-execution(s) for each task
when the failure probabilities are given. Von der Briiggen et
al. [27] discovered that WCETs with and without the fault
recovery process differ largely while faults occur rarely, and
defined timing-tolerant tasks that can occasionally miss their
deadlines in uncertain or faulty execution environments. Caplan
et al. [28] explored the design space of reliability and real-
time requirements by dynamically adjusting hardware lock-
step. Still, none of their formulations correctly address SDCs.

Pathan [29] utilized the backup(s) of a task upon failures for
re-execution, where the backup can be a diverse implementation
of the task. Huang e al. [30] utilized primary version with high-
quality outputs and alternative version with acceptable outputs
and validation of a task for re-execution. Zeng et al. [31]
extended the re-execution with replications for multicores.
Lin et al. [32] and Chen et al. [33] adopted checkpointing
for re-executions so that the re-execution upon failures can
go back to the checkpoint. The MSRP-FT protocol [34] ad-
dresses the resource contention problem in multiprocessor fault-
tolerant MCSs. Above solutions focus on providing alternative
re-executions rather than addressing SDCs. Contributions of
PREFACE are orthogonal to such alternative re-executions.

VI. CONCLUSION

We propose PREFACE to address the challenging problem
of SDCs in fault-tolerant MCSs. PREFACE advances SOTA
approaches by formulating failure probabilities with consider-
ing SDCs and proactively triggering re-executions even when
failures are not detected. Experiments show the schedulability
and reliability of PREFACE compared to the SOTA approaches.
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