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Abstract—In this work, we shed light on a previously un-
characterized thermal-assisted disturbance vulnerability in modern
DDR4 DRAM by exploiting the temperature sensitivity and dense
cell layout of scaled memory devices, a phenomenon we call
HeatHammer. HeatHammer operates by first RowPressing the
near aggressor, keeping it activated long enough to raise its local
temperature, delay refresh operations, and erode its electrical
isolation, and then RowHammering the far aggressor to induce
bit flips in the victim row. This thermally weakened state signif-
icantly amplifies disturbance propagation, closely resembling the
Half-Double effect [1]. Elevated temperatures accelerate charge
leakage, shrink retention time, and reduce sense margins, thereby
enabling disturbance effects to traverse through the compromised
near aggressor via capacitive coupling and charge sharing. We
evaluate this vulnerability on DRAM chips from two leading
DRAM manufacturers and demonstrate that HeatHammer can
substantially degrade the effectiveness of existing mitigation mech-
anisms such as Target Row Refresh (TRR).

I. INTRODUCTION

Modern DRAM is increasingly susceptible to disturbance-
based faults, prompting vendors to deploy in-DRAM mitigation
techniques such as Target Row Refresh (TRR) [2], which
attempts to detect frequently activated “aggressor” rows and
proactively refresh adjacent “victim” rows. However, TRR
implementations are proprietary, heuristic-driven, and incon-
sistent across vendors, enabling attackers to bypass them
using carefully crafted access patterns. RowHammer [3] ex-
ploits rapid, repeated activation, precharge cycles on aggressor
rows to induce charge leakage and bit flips in nearby cells
through electrical interference. Evolving variants, including
double-sided, many-sided, and frequency-shifting hammering,
demonstrate that TRR alone provides incomplete protection.
Recently, researchers identified RowPress [4], a complementary
disturbance mechanism in which an attacker holds a row open
for extended durations (i.e., long tRAS), creating quasi-static
electric field stress that leaks charge into adjacent rows without
requiring high-frequency activations. RowPress is especially
challenging for TRR to detect because TRR focuses primarily
on activation counts rather than prolonged row-open times [5].
Environmental conditions further exacerbate these vulnerabili-
ties. Elevated temperature accelerates charge leakage, reduces
DRAM cell retention time, and lowers the activation/press-
duration threshold required to induce bit flips, thereby am-
plifying the effectiveness of both RowHammer and RowPress
attacks. As a result, disturbance errors persist as a fundamental
technology-scaling challenge, even in modern DDR4/DDR5
devices equipped with TRR.

While a combined RowHammer and RowPress attack has
already been examined by Luo et al. [6], our work investigates a
distinctly different activation pattern inspired by Google’s Half-
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Fig. 1. HeatHammer exploit.

Double study [1], focusing on a different inherent weakness
in DRAM. We show that combining the two disturbance
phenomena affects not only the bit flip rate but also the distance
across which flips can propagate.

II. HEATHAMMER

The HeatHammer exploit exposes an intrinsic thermal-
assisted disturbance vulnerability in certain DDR4 DRAM
modules. The tightly packed geometry of scaled memory arrays
accelerates local temperature buildup, which, akin to the Half-
Double effect [1], enables disturbance-induced bit flips to
propagate across multiple rows. Using a simple interleaved
access pattern shown in Fig. 1 (not previously explored in any
prior work), HeatHammer first RowPresses the near aggressor
(row X-1), and subsequently RowHammers the far aggressor
(row X-2), ultimately inducing bit flips in the victim row
(row X). RowPressing keeps the near aggressor open for
an extended duration, raising its local temperature, delaying
scheduled refreshes, and accelerating charge decay. This ther-
mally weakened near aggressor provides reduced electrical
isolation for the victim row. Elevated DRAM temperature
further exacerbates this condition by accelerating capacitor
leakage, shortening retention time, reducing sense-amplifier
margins, and shrinking available refresh slack. Under these
circumstances, the subsequent RowHammering of the far ag-
gressor can more easily disturb the victim row, with disturbance
effects propagating through the compromised near aggressor via
capacitive coupling, charge leakage, and charge sharing.

Threat Model and Framework. Our threat model considers
modern DDR4 DRAM operating in thermally stressed envi-
ronments where sustained activation patterns, AI-centric work-
loads, and dense system integration cause operating tempera-
tures to rise and remain elevated. As DRAM scales, reduced
cell capacitance, lower supply voltage, and diminished noise
margins increase susceptibility to disturbance effects such as
RowHammer and RowPress, while high temperature further
accelerates charge leakage and retention loss, shrinking the
timing slack available for internal refresh operations. Under
these conditions, vendor mitigation mechanisms such as TRR,
whose proprietary heuristics primarily rely on activation-count



Fig. 2. Experimental results of Samsung chip.

thresholds, become increasingly fragile and may be bypassed
or overloaded when temperature rises, even on devices claimed
to be RowHammer-resistant [2], [7]. To rigorously study
this vulnerability, we employ a controlled disturbance-testing
framework that provides fine-grained manipulation of activation
sequences, extended row-open durations, refresh interactions,
and environmental conditions on commodity DRAM modules.
Each experiment is conducted under stable, precisely regu-
lated temperature settings [4], [8], and memory is initialized
with fixed data patterns selected to isolate disturbance-induced
behavior. HeatHammer is evaluated across a broad space of
RowHammer, RowPress, and temperature configurations [9],
with repeated parameter sweeps ensuring statistical consistency
and revealing temperature-dependent disturbance trends.

III. EVALUATION & ANALYSIS

Framework Setup & Testing Infrastructure. We evaluate
HeatHammer using a modified version of DRAM-Bender [10],
transforming it into a versatile FPGA-driven DRAM distur-
bance exploration platform for DDR4 with an in-DRAM com-
piler API running on the host machine. Our testing infrastruc-
ture uses the Alveo U200 Data Center Accelerator Card, which
directly interfaces with DDR4 modules and executes HeatHam-
mer by issuing DDR4 command sequences generated on the
host. To ensure precise thermal control and reproducibility, all
experiments are performed with temperature regulated to within
±0.5◦C of the target value using an INKBIRDPLUS 1800W
temperature controller.
Minimizing Interference. Before performing the attack,
DRAM refresh [11] and rank-level ECC are disabled to elimi-
nate masking effects and isolate disturbance-induced behavior.
However, proprietary in-DRAM mitigation mechanisms, in-
cluding TRR [2], [12], remain enabled, allowing us to evaluate
HeatHammer under realistic protection settings.
Chips Tested. To concisely characterize HeatHammer’s im-
pact while covering architectural diversity, experiments are
conducted on two DDR4 devices selected from a large pool
of modules: a 16 GB NEMIX 2R×4 RDIMM and a 16 GB
Samsung 2R×8 UDIMM.
Experiment Configuration. Each experiment is repeated
across multiple RowPress, RowHammer, and temperature con-
figurations. For each iteration seen in Fig. 2 and Fig. 3, a unique
combination of RowPress duration (RP) and RowPress loop
count (RPD) is used. At the beginning of every run, memory
is initialized with a fixed data pattern: the victim row is set
to all 1’s (0xFF) and the aggressor rows to all 0’s (0x00).
This configuration emphasizes faults in true-cells, which pre-

Fig. 3. Experimental results of NEMIX chip.

dominantly manifest as 1 → 0 flips under disturbance-induced
charge leakage.
Results & Observations. Our results show substantial variation
in vulnerability across both vendors and module types, with the
Samsung UDIMM exhibiting generally higher susceptibility. As
illustrated in Fig. 2, under the “500 RP 50 RPD” RowPress
configuration, row-traversing bit flips increase as the number
of RowHammer activations grows from zero to 1M, and in-
tensify further with rising temperature. The NEMIX RDIMM
displays similar qualitative behavior (Fig. 3), though with lower
flip counts and a noticeably sharper temperature dependence,
reinforcing the dominant role of thermal stress in amplifying
HeatHammer. Importantly, the occurrence of row-traversing bit
flips is not dictated by temperature alone; instead, it emerges
from the interplay between RowPress-induced weakening of
intermediate rows and subsequent RowHammer-induced distur-
bances on far aggressors. This strong coupling between the two
mechanisms highlights the critical role of thermally assisted
multi-stage disturbance propagation in modern DRAM.

Across both the tested modules, temperature emerges as the
dominant factor driving bit flip growth, but with a clear de-
pendence on the RowHammer configuration. This temperature-
related behavior aligns with the findings of Luo et al. [4], who
demonstrated and observed that the activation count required
to induce RowPress bit flips decreases exponentially as tem-
perature increases. The magnitude of this effect is particularly
evident in the maximum edge-case results of the NEMIX
module, where the bit flip count increases by more than a factor
of five as the temperature rises.

Obs. Row-traversing bit flip counts rise with temperature and
scale with both RowHammer and RowPress intensity, indicating
a strong interdependence among the three factors.

IV. CONCLUSION

This work identifies a thermal-assisted disturbance weakness
in modern DDR4 DRAM and shows that combining RowPress-
induced heating with RowHammer interference can induce
cross-row bit flips even in TRR-protected devices. HeatHammer
requires only simple access patterns, yet its effectiveness grows
sharply with temperature, highlighting a strong synergy be-
tween thermal stress, RowPress, and RowHammer activity. Ex-
periments across two vendors confirm that elevated temperature
significantly weakens intermediate rows, enabling disturbance
propagation beyond adjacent boundaries.
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