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Abstract—Recent years have seen significant advances in using
formal verification to check hardware security properties. Of
particular practical interest are checking confidentiality and
integrity of secrets, by checking that there is no information flow
between the secrets and observable outputs. A standard method
for checking information flow is to translate the corresponding
non-interference hyperproperty into a safety property on a
self-composition of the design, which has two copies of the
design composed together. Although prior efforts have aimed
to reduce the size of the self-composed design, there are no
state-of-the-art model checkers that exploit their special structure
for hardware security verification. In this paper, we propose
SecIC3, a hardware model checking algorithm based on IC3
that is customized to exploit this self-composition structure.
SecIC3 utilizes this structure in two complementary techniques:
symmetric state exploration and adding equivalence predicates. We
implement SecIC3 on top of two open-source IC3 implementa-
tions and evaluate it on a non-interference checking benchmark
consisting of 10 designs. The experiment results show that SecIC3
significantly reduces the time for finding security proofs, with up
to 49.3x proof speedup compared to baseline implementations.

Index Terms—Hardware Security, Non-Interference Property,
Model Checking

I. INTRODUCTION

Hardware security has received increasing attention in recent

years as malicious attackers have used hardware vulnerabilities

to compromise secret information. Breaches to confidentiality,

where attackers steal secrets, and integrity, where attackers

modify them, can result in economic loss [1] and threaten

public safety [2]. One defensive approach that provides strong

hardware security guarantees is formal hardware security
verification, which uses formal verification techniques to sys-

tematically check a hardware implementation against a given

attack model. Formal verification uniquely provides exhaustive
security guarantees by constructing a rigorous security proof

reasoning over all possible executions of a hardware de-

sign, and potentially identifying vulnerabilities that may have

been missed by other (simulation-based) approaches, such as

fuzzing [3], [4], [5]. However, current work in formal security

verification [6], [7], [8], [9] has been limited to small hardware

systems and does not scale to real-world designs. In this paper,

we propose to address this scaling gap by customizing the

model checking algorithm commonly used for proving security

properties, particularly confidentiality and integrity.

In the literature [10], both confidentiality and integrity

specify the absence of information flow: for confidentiality,

changing a secret value should not change any public out-

put, and for integrity, changing a public input should not
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Fig. 1: Non-Interference Checking via Self-Composition.

change any protected data. More formally, both are forms of

a hyperproperty called non-interference, in which every pair

of executions that differ only in the values of given source

variables produce the same values of given sink variables. We

use the terminology of confidentiality throughout the paper.

Seminal work by Barthe et al. [11] showed that the non-

interference hyperproperty can be verified by constructing a

self-composition, as depicted in Fig. 1. Two copies of a system

are composed together, such that only the secret inputs are

allowed to differ between the two copies. This simulates a

pair of executions in parallel, so that one can prove non-

interference by showing that corresponding outputs between

the two copies are always equal — a safety property over the

self-composition.

To our knowledge, prior work in formal hardware security

verification [7], [12] has discharged the non-interference verifi-

cation condition using generic model checking algorithms [13],

treating the self-composition as a black-box transition system

without taking advantage of its symmetric structure. Beyond

security verification, previous work in general model checking

(e.g., [14], [15]) has benefited from symmetry reduction.

These were based on traditional model checking algorithms,

and while their techniques do not translate directly to our

context, are inspirational to our work.

This paper proposes SecIC3, a customization of the state-

of-the-art IC3 model checking algorithm [13], [16] to make it

more effective at verifying non-interference. As part of SecIC3

we introduce two complementary techniques that improve

solver performance by exploiting the special structure of the

non-interference self-composition:

a) Exploring symmetric state: Since a self-composition

consists of two identical copies of the same design, its space

of reachable states is highly symmetric. In particular, a copy-

relabeling mapping allows us to take any reachable state,

swap corresponding variables of the two copies, and produce

another reachable state. We augment the model checker with



this relabeling mapping and use it to strengthen the blocking

step of IC3 by learning additional lemmas via relabeling.
b) Adding equivalence predicates: For large designs,

existing model checkers may struggle to decompose the proof

objective relating corresponding outputs of the two copies into

subtasks relating corresponding internal subcomponents/vari-

ables as this correspondence is not made explicit. We aid

this decomposition by extending the self-composition with

auxiliary equivalence predicates that indicate whether corre-

sponding subcomponents between the two copies will output

the same value. We modify the IC3 algorithm to better utilize

these equivalence predicates, proposing three heuristics for

determining which predicates to use during lemma learning,

each with their own tradeoffs.

We have implemented two prototypes of SecIC3, extending

the following two open-source IC3 implementations.

• ABC-PDR [16]: a classic IC3 implementation widely

used as a baseline in model checking [17], [18], [19];

• rIC3 [20]: the winner of Hardware Model Checking

Competition 2025 on both bit-level and word-level tracks.

We also create a new benchmark for non-interference check-

ing, consisting of 10 different open-source hardware designs.

Our evaluations on the benchmark show that SecIC3 can

improve the performance of finding security proofs by up to

49.3x times compared to the baseline implementations.

Summary of Our Contributions
• We propose SecIC3, an IC3-based model checking algo-

rithm customized for verifying non-interference. In the

algorithm, we introduce two new techniques, exploring
symmetric state and adding equivalence predicates, that

use symmetry within a non-interference verification prob-

lem to guide lemma learning within the model checker.

• We construct a benchmark suite comprising 10 di-

verse hardware designs specifically for evaluating non-

interference checkers.

• We implement and evaluate SecIC3 on two open-source

IC3 implementations, demonstrating that SecIC3 achieves

up to 49.3x times speedup over baseline implementations

in proving non-interference for this benchmark suite.

II. BACKGROUND: IC3/PDR

IC3 [13], also known as Property Directed Reachability
(PDR) [16] is a state-of-the-art hardware model checking

algorithm for unbounded proofs of safety properties. We will

assume some familiarity with the IC3 algorithm, but briefly

review the parts relevant to our work. A more complete

exposition can be found in Een et al. [16].

Given a transition system (Init, T r) with state variables x,

initial states Init(x), and transition relation Tr(x, x′), suppose

we wish to check a safety property P (x). (We follow the

standard notation of using a variable x to refer to current state,

and x′ as the next state.) As depicted in Fig. 2, IC3 tries to con-

struct a safe inductive invariant proving P by maintaining an

inductive trace, a sequence of formulas, F0, F1, . . . , Fn, called

frames. Each frame Fk represents an over-approximation of

the reachable states within k transitions, with all but the latest

frame proven safe with respect to P . Formally,
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Fig. 2: The frames of an IC3 inductive trace when checking a

property P . IC3 refines frames by blocking bad states: the state

is shown to be part of an unreachable cube c, and is thereby

excluded from the latest frame F ′
n = Fn ∧ ¬c.

1) F0(x) = Init(x)
2) ∀k < n, Fk(x) =⇒ Fk+1(x)
3) ∀k < n, Fk(x) ∧ Tr(x, x′) =⇒ Fk+1(x

′)
4) ∀k < n, Fk(x) =⇒ P (x)

IC3 incrementally refines and adds frames until either the

latest frame becomes inductive (Fn ⇐⇒ Fn−1) or a bad state

that violates P is found to be reachable from Init. The former

case completes the safety proof, where Fn is an inductive

invariant that holds on all reachable states of (Init, T r) and

that implies P (x). In the latter case, an execution trace from

an initial state to the bad state is returned as a counterexample

to the safety of P .

If the current frame is not yet safe for P , IC3 needs to

refine frames during verification. It identifies bad states or their

predecessors that can be shown to be unreachable from the

previous frame. As shown in Fig. 2, an unreachable bad state

is generalized into a conjunction of literals (a variable or its

negation), called a cube. This cube is then blocked in frames

where it is provably unreachable by updating the frame’s

formula to include its negation. In the figure, F ′
n = Fn ∧ ¬c

updates Fn to incorporate the fact that cube c is unreachable

within the first n transitions. This refinement procedure, called

BLOCK, is the key step studied in our paper.

Algorithm 1 details how BLOCK checks the reachability

of and potentially blocks a cube s on frame k. Line 3 uses

a SAT query to check if s is unreachable in frame k. This

step is referred to as a reachability test in the rest of this

paper. If s is unreachable (UNSAT), a GENERALIZE procedure

expands s into a cube c describing an unreachable superset of

states (essentially by removing literals from s). Cube c is then

blocked in Line 6 by adding ¬c to frames up to k. On the

other hand, if s is reachable (SAT), a predecessor cube t is

given by the SAT solver. IC3 recursively tries to block t in the

previous frame k− 1 (Line 10), returning to the current frame

if successful (Line 11) or exiting with a failing execution trace

if frame 0 is reached (Line 2).

III. SECIC3 DESIGN

In this section, we detail our customizations to IC3 that

use the symmetry of a self-composed design to improve



Algorithm 1 BLOCK(s, k, T r)

Require: cube s, frame number k, and transition relation Tr
1: if k = 0 :

2: return false � reaches F0 = Init: real counterexample

3: if UNSAT(Fk−1 ∧ ¬s(x) ∧ Tr ∧ s(x′)) : � reachability test

4: c ← GENERALIZE(s, k) � a generalized cube

5: for j ← 1 to k :

6: Fj ← Fj ∧ ¬c
7: return true
8: else :

9: t ← predecessor cube for s in frame k − 1
10: if BLOCK(t, k−1, T r) :

11: return BLOCK(s, k, T r) � retry s after predecessor

12: else :

13: return false
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Fig. 3: IC3 Example on Checking Non-Interference

performance when verifying non-interference properties.

A. Overview
As an illustrative example, consider the self-composition

shown in Fig. 3, used to check non-interference in a circuit

containing a multiplexer and two registers. Call the registers

s, for selector (1-bit), and r, for result (n-bit, for some n), and

suppose also that some input assumptions or combinational

logic ensure s = 0 always. We will use this example to point

out some inefficiencies in the traditional IC3 algorithm that

motivate our symmetry-based techniques.

When we use IC3 to prove output1 == output2, the

algorithm repeatedly calls BLOCK on various cubes, one at

a time, in order to construct a safe inductive invariant.

Inefficiency 1 (Repeated reasoning). For our example, one

cube IC3 must block is (s1), because if s1 is high then in the

coming cycles secret1 will leak into output1 producing a bad

state. By symmetry, the same logic applies to cube (s2), but

IC3 will likely separately repeat a very similar sequence of

bad states and sat queries in order to block this cube also.

Inefficiency 2 (Equalities are expensive). After blocking

the cubes (s1) and (s2), IC3 must prove r1 == r2 always

holds by showing that r1 �= r2 is unreachable. Crucially, a

cube (a conjunction of boolean literals) cannot individually

capture complex relational constraints, such as register (in-

)equality. To block all states where the n-bit registers r1, r2
are inequal, IC3 must block two cubes for each bit i ∈ [0, n):
(r1[i] ∧ ¬r2[i]) and (¬r1[i] ∧ r2[i]). This requires (at least)

2n calls to BLOCK, itself potentially recursive. A similar cost

is paid for every equality IC3 must prove. In this example,

Algorithm 2 SecIC3 modification on BLOCK (marked as blue)

1: if UNSAT(Fk−1 ∧ ¬s(x) ∧ Tr ∧ s(x′)) : � reachability test

2: c ← GENERALIZE(s, k) � a generalized cube

3: c ← PREDICATE_REPLACE(c)

4: csym ← SYMMETRIC_CUBE(c)
5: for j ← 1 to k :

6: Fj ← Fj ∧ ¬c ∧¬csym
7: return true
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Fig. 4: Equivalence Predicate Construction

IC3 proves r1 == r2 and soon after concludes that the

non-interference property holds. In general, IC3 may need

many equalities relating corresponding components in (the two

copies of) a self-composition in order to prove non-interference

for a large design.

SecIC3 addresses these inefficiencies through two tech-

niques: Symmetric State Exploration and Adding Equivalence
Predicates, respectively. Algorithm 2 shows the fragment of

the BLOCK procedure that we modify to incorporate these

techniques. The code snippet corresponds to lines 3-7 in Alg. 1,

omitting the rest of BLOCK as it is unchanged. After IC3 gen-

eralizes an unreachable cube c, SecIC3 will call an additional

generalization procedure PREDICATE_REPLACE to update c
to use equivalence predicates where appropriate (Line 3). It

then calls SYMMETRIC_CUBE to construct a second cube

csym based on the symmetry of self-composition that is also

guaranteed to be unreachable (Line 4). Both cubes c and csym
are blocked in the current frame (Line 6). We further detail the

novel techniques following their program order in Algorithm 2.

B. Adding Equivalence Predicates
To help IC3 prove equalities (addressing Inefficiency 2), we

augment the self-composition with auxiliary boolean variables,

called (in)equivalence predicates, that IC3 can block as part of

a cube in order to guarantee a pair of corresponding registers

between the two copies are equivalent. (We regret the double-

negative, IC3 blocks inequivalence predicates.) We detail our

augmentation and the PREDICATE_REPLACE procedure that

uses these predicates to further generalize a cube.

1) Introducing Word-Level Inequivalence Predicates: For

every pair of registers r1, r2 between the two copies in a

self-composition, a 1-bit register, neqr, is added to represent

whether these two registers are unequal. We update the self-

composition as shown in Fig. 4, adding a word-level not-equals

comparison between the next state values of r1 and r2, and

store the result in neqr. If IC3 blocks neqr, then it has proven

(in a single cube!) that the two registers r1, r2 are always equal,

regardless of the value of each copy’s secret.

2) Predicate Replacement in the Generalized Cube: Given

an augmented self-composition, IC3 is fully capable of reason-

ing about inequivalence predicates out-of-the-box. However,



Fig. 5: A lattice (partial order) of possible predicate replace-

ments given the cube at the bottom of the lattice.

we found that in practice, many opportunities to block an

inequivalence predicate were missed by the standard IC3

generalization procedure. SecIC3 adds an additional PREDI-

CATE_REPLACE step (Algorithm 2, Line 3) on each unreach-

able cube c after generalization, seeking to smartly replace

registers in c with their corresponding neq inequivalence

predicates while still preserving unreachability. Continuing

our running example (Fig. 3), if IC3 finds an unreachable,

generalized cube c := (r1[0] ∧ ¬r2[0]), it may be prudent to

replace it with (neqr), rather than waiting to block the other

half of r1[0] �= r2[0], and then incrementally blocking each

bit of r (2n calls to BLOCK). We are careful, as part of this

replacement, to use additional reachability tests (Algorithm 1,

Line 3) to ensure the new cube remains unreachable.

In PREDICATE_REPLACE, we use the pattern xa[i]∧¬xb[i]
(for some register x; copies a, b; bit i) to identify opportunities

to use an inequivalence predicate neqx, as the pattern is a

common part of cubes that facilitate equality proofs in IC3.

Given a cube, we call each subformula that matches this

pattern an inequivalence group, and choose whether or not

to replace it with its corresponding predicate heuristically. We

discuss three representative heuristics below, and compare their

performance in our evaluation Section IV.

All-or-Nothing Replacement replaces all inequivalence

groups with their corresponding neq variables and does one

reachability test. For example, the cube at the bottom of Fig. 5,

would be generalized by All-or-Nothing Replacement into the

cube at top of the lattice. PREDICATE_REPLACE would check

its reachability, returning the top if it is unreachable, and

otherwise the original cube at the bottom.

Maximal Replacement cumulatively replaces the inequiv-

alence groups one by one, skipping groups if the replace-

ment causes the cube to be reachable. In Fig. 5, Maximal
Replacement would traverse from the bottom of the lattice,

moving up when the cube is unreachable and to the right

(another parent of the last unreachable cube) when the cube is

not. PREDICATE_REPLACE returns the last unreachable cube,

defaulting to the original, at the bottom. Note that different

orders of inequivalence groups can result in different final

cubes, but each is optimal in that no additional inequivalence

group can be replaced without becoming reachable.

Maximum Replacement identifies the set of all cubes that

could be returned by Maximal Replacement, across all order-
ings of inequivalence groups. To do this efficiently, Maximum
Replacement would traverse Fig. 5 by starting with a singleton

set M , containing the cube at the top of the lattice. For each

cube added to M , we perform a reachability test. Unreachable

cubes are left as-is, but reachable cubes are removed from the

M and replaced with their lower-cover (all direct children in

the lattice), filtering out cubes already subsumed by a cube in

M . PREDICATE_REPLACE returns the final cubes in set M ,

so that they can all be blocked in Algorithm 2.

These heuristics represent a tradeoff between using fewer

SAT queries or blocking more states. For a cube with m
inequivalence groups: All-or-Nothing Replacement costs one

query, but gives up immediately; Maximal Replacement costs

m queries, but is affected by the order in which inequivalence

groups are replaced; Maximum Replacement costs up to 2m

queries (in the worst case), but exhaustively blocks as much

of the unreachable state-space as possible.

C. Symmetric State Exploration
Given any reachability property of a self-composition (e.g.,

that a given cube is unreachable), it is always possible to

construct a symmetric reachability property that swaps vari-

ables of the two copies and continues to hold on the same

self-composition. To see this, note the symmetry of the space

of reachable states: Suppose a state (copy1, copy2) can be

reached with input (pub, sec1, sec2), where pub corresponds

to public inputs and sec1, sec2 correspond to the secret inputs

of each copy (over multiple cycles). Then the symmetric state

(copy2, copy1) must be reachable through input that swaps the

secrets of each copy, (pub, sec2, sec1), because the two copies

of the self-composition are identical.

In SecIC3, when we construct the self-composition, we

record pairs of corresponding state variables (registers) be-

tween the two copies. During verification, whenever a cube is

proved unreachable, we construct the symmetric unreachable

cube by substituting variables with their paired counterpart.

The one subtlety is that after predicate replacement, unreach-

able cubes may contain some equivalence predicates, which

are auxiliary variables not part of either copy of the self-

composition. Because these predicates check equality they are

their own symmetric counterpart and thus are retained as is in

the symmetric unreachable cube.

IV. EVALUATION

We evaluate the performance of our SecIC3 implementation

against the two open-source IC3 implementations it modifies,

ABC-PDR [21] and rIC3 [20]. As part of our evaluation, we

collected and organized several open-source hardware designs

into a benchmark for information flow checking in hardware.

We contribute this benchmark to the community and briefly

overview its contents here. The implementation and evaluation

code are open-sourced (https://github.com/qinhant/SecIC3).

A. Implementation
SecIC3 is implemented as a Python frontend connected to

custom versions of ABC-PDR (C) and rIC3 (Rust). Given a

self-composition circuit and a non-interference property, the

frontend (i) (optionally) adds inequivalence predicates, and (ii)

uses the Yosys open synthesis suite [22] to convert the circuit

into an And-Inverter-Graph (AIG) for verification. This AIG is

verified by ABC-PDR or rIC3, which we have customized with

additional options to enable our two verification techniques:



Multiplier
64-bit shift-and-add integer multiplier
194 inputs, 530 registers, 7926 gates

Modexp [23]
64-bit modular exponentiation calculator
258 inputs, 132 registers, 1300 gates

GCD [24]
8-bit greatest common divisor calculator
27 inputs, 38 registers, 836 gates

FP_ADD [25]
Single-precision floating pointer adder
197 inputs, 488 registers, 8695 gates

FP_MUL [25]
Single-precision floating pointer multiplier
197 inputs, 512 registers, 18128 gates

FP_DIV [25]
Single-precision floating pointer divider
197 inputs, 836 registers, 9531 gates

SecEnclave [26]
Secure enclave with AES
encryption/decryption and integer arithmetic
524 inputs, 2866 registers, 1199964 gates

Cache [27]
4-way 4-word cache
270 inputs, 718 registers, 5630 gates

Sodor [28]
5-stage in-order RISCV core (RV32I)
132 inputs, 4004 registers, 51063 gates

Rocket [29]
5-stage in-order RISCV core (RV64GC)
521 inputs, 9026 registers, 123774 gates

TABLE I: Non-Interference Checking Benchmark

• Symmetry enables symmetric state exploration (§ III-C)

• All-or-nothing/Maximal/Maximum enables predicate re-

placement following the three heuristics in § III-B.

As the two techniques are independent, we will evaluate all

configurations of symmetry and predicate replacement.

B. Hardware Non-Interference Checking Benchmark
We address the lack of a standard benchmark for evaluating

information flow in hardware designs through constructing

a benchmark with 10 representative open-source hardware

designs including arithmetic modules, memory modules and

processor cores, as shown in Table I. The statistics of the self-

composition circuits are also shown in the table. The only

output of these circuits is the property output.

For all designs, the non-interference property we are proving

models constant-time execution, a form of confidentiality that

is key in preventing microarchitectural timing side channels.

For arithmetic modules, the source is the input operands and

the sink is the out_valid signal, which serves as a proxy

for execution time. For the cache module, the source is the

input address and the sink is the output hit signal. For

two processor cores, the source is the register file and the

sink is the instruction retire signal. The register file is

initialized with a free secret variable and operates normally

after initialization. All 10 designs are common in that they do

not satisfy constant-time execution when all inputs are free, but

they are constant-time with constraints on the inputs. This is

consistent with real practice. For example, the Sodor processor

has constant-time and non-constant-time instructions, and we

want a security proof for the constant-time instructions. Thus,

we constrain the instruction memory to have only R-type and

I-type instructions, with no branch instructions allowed.

C. Experiment Setup
We use the default IC3 mode in ABC-PDR and rIC3 as

two baselines and evaluate SecIC3 on each of them with

Fig. 6: Proof Speedup Statistics

7 configurations: Symmetry, All-or-Nothing, Maximal, Maxi-
mum, Symmetry+All-or-Nothing, Symmetry+Maximal, Symme-
try+Maximum. The time limit for each model checking task is

1 hour. Experiments are run on a machine with 10 M1-MAX

cores (8 3.2Hz cores and 2 2.1Hz cores) and 32GB memory.

D. Experiment Results
Comparisons with ABC-PDR are shown in Table II. Relative

to the baseline, SecIC3 can prove non-interference for two

more designs, FP_ADD and SecEnclave. For others, SecIC3

significantly improves the proof time or proof bounds (A proof

bound n shows the property holds in the first n cycles.).

Comparisons with rIC3 are shown in Table III. While

SecIC3 does not verify more designs than baseline, it does

improve the proof bound of FP_DIV from 62 to 103, and the

proof bound of FP_MUL from 14 to 15. For other cases, e.g.,

Cache, SecIC3 significantly improves proof time.

Among different configurations of SecIC3, no option is

dominant over others in either table. However, we note that

for some designs (and solvers), such as Cache in Table II

(ABC-PDR) or SecEnclave in Table III (rIC3), using predicate

replacement alone can significantly deteroriate performance

relative to baseline. Therefore, Symmetry along with predicate

replacement should be the default configuration of SecIC3.

Fig. 6 shows speedup statistics for each successfully verified

design, dividing the best result among the two baselines by

the best result among all SecIC3 configurations (across both

backends). SecIC3 significantly improves the proof efficiency

for all designs in the benchmark, with speedups ranging from

2.0x to 49.3x. The average speedup is 16.5x among these 8

cases. For the timeout cases FP_MUL and FP_DIV (not shown

in Fig. 6), SecIC3 can improve the proof bound to 15 and 103

cycles, respectively, while the best among the two baselines

can only prove 14 and 62 cycles.

V. RELATED WORK
A. Self-Composition

Self-composition was first proposed by Barthe et al. [11] to

check program security properties. Many subsequent efforts

focused on effective construction of self-composed programs

(e.g., [30], [31], [32]) to improve verification performance, but

they largely used model checkers as black boxes during safety

verification of the self-composition.

Self-composition has been widely used in verifying hard-

ware security properties such as constant-time execution [6],

[33] and speculative leakage contracts [7], [34], [9]. These

properties are all based on non-interference but they differ in

their assumptions. For constant-time execution properties (as

in our benchmarks), assumptions are typically logical expres-

sions on input variables. In contrast, for speculative leakage



ABC-PDR Sym AoN Maximal Maximum Sym+AoN Sym+Maximal Sym+Maximum

Multiplier 11.5 3.0 0.1 0.1 0.1 0.1 0.1 0.1

Modexp 1.5 0.6 1.8 1.6 0.7 1.6 1.5 0.4

GCD 74.3 75.1 12.7 39.3 9.3 35.1 131.9 50.7

FP_ADD TO(12) TO(11) 466.2 TO(11) 150.3 143.7 186.0 TO(13)

FP_MUL TO(12) TO(9) TO(11) TO(13) TO(12) TO(12) TO(12) TO(13)

FP_DIV TO(61) TO(59) TO(57) TO(52) TO(43) TO(59) TO(65) TO(36)

SecEnclave TO(7) 608.4 2.5 3.6 1.9 2.4 2.1 1.9

Cache 1419.1 370.5 783.0 TO(18) TO(15) 1112.5 162.0 220.6

Sodor 5.0 2.7 0.9 0.8 0.9 0.4 0.4 0.4

Rocket 4.0 2.3 3.5 2.8 2.7 1.9 1.8 1.8

TABLE II: Evaluation results on ABC-PDR. Sym stands for Symmetry and AoN stands for All-or-Nothing. Time is shown in

seconds. For timeout cases (TO), the proof bound is shown in ().

rIC3 Sym AoN Maximal Maximum Sym+AoN Sym+Maximal Sym+Maximum

Multiplier 2.7 2.7 0.2 0.2 0.3 0.2 0.2 0.3

Modexp 0.6 0.3 0.7 0.8 1.9 0.6 1.0 1.7

GCD 7.1 13.5 0.8 3.3 26.2 3.7 1.4 2.2

FP_ADD 249.0 576.3 1925.4 62.4 80.5 44.8 69.0 114.5

FP_MUL TO(14) TO(14) TO(14) TO(14) TO(14) TO(14) TO(15) TO(15)

FP_DIV TO(62) TO(77) TO(103) TO(60) TO(60) TO(103) TO(67) TO(56)

SecEnclave 92.1 97.7 457.5 496.0 764.5 98.7 93.4 130.5

Cache 2970.2 44.0 207.3 71.4 94.5 112.1 87.2 88.4

Sodor 1.5 1.9 2.0 2.1 3.3 2.0 1.9 4.0

Rocket 6.3 6.5 6.9 7.5 9.3 7.3 8.4 12.0

TABLE III: Evaluation results on rIC3. Headings, units, and notation match Table II.

contracts, the assumptions can themselves be non-interference

properties — we hope to address solver customization for such

properties in future work.

B. Hardware Information Flow Tracking
Aside from self-composition, information flow tracking has

also been used to prove non-interference in hardware [35], [4],

[36]. In this technique, the design is extended with additional

“taint” signals that track if a wire/register either (i) is a secret

or (ii) may depend on secrets based on the taint signals

of its fan-in. This taint propagation is conservative [37]:

proving that the taint signals of public outputs are always

low guarantees non-interference, but counterexamples where

output taint signals are high may be spurious (i.e., they do not

leak secrets). Thus, while information flow tracking provides

an alternative trade-off point in checking information flow,

self-composition remains the most precise way to do this.

C. IC3 Variants
Since the proposal of IC3 in 2011 [13], various variants have

emerged. Word-level IC3 such as IC3ia [19] and IC3sa [18]

intends to create word-level abstraction of hardware design

and reason about it in first-order logic using SMT solvers.

This avoids the expensive bit-blasting in bit-level reasoning,

but additionally requires abstraction refinement, which may

be more expensive. The equivalence predicates in SecIC3 also

add some word-level reasoning ability to IC3, but it does not

introduce abstraction and thus avoids abstraction refinement.

PDRER [38] dynamically adds auxiliary variables to the

circuit during model checking based on the lemmas IC3 has

learned so far. Those variables can then be used in IC3 to speed

up verification. This idea is similar to the predicate variables

in SecIC3, but the equivalence predicates in SecIC3 are added

based on the knowledge of the self-composition design rather

than the patterns in the learned lemmas.

VI. CONCLUSION

In this paper, we propose SecIC3, a customized hardware

model checker for hardware security verification based on

the IC3 model checking algorithm. SecIC3 leverages the

special structure of the self-composition circuit used in proving

the non-interference property to extend IC3 with two key

techniques, symmetric state exploration and adding equiva-
lence predicates to guide the model checker. We implemented

SecIC3 on top of (i) ABC-PDR, a widely used open-source

IC3 implementation and (ii) rIC3, the winner of the 2025

Hardware Model Checking Competition in both the bit-level

and word-level tracks, and evaluated its performance on a

new security verification benchmark developed as part of this

project consisting of 10 hardware designs. The evaluation

results have shown that SecIC3 significantly improves the

proof performance in security verification and can bring up

to 49.3x proof speedup or increase the proof bound within 1

hour by at most 41 cycles compared to state-of-the-art baseline

implementations.
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