2026 Design, Automation & Test in Europe Conference (DATE 2026)

A Graph-Theoretic Framework for Randomness
Optimization in First-Order Masked Circuits

Dilip Kumar S. V.¢, Benedikt Gierlichs®, Ingrid Verbauwhede
COSIC, ESAT, KU Leuven, Leuven, Belgium
dilipv46 @ gmail.com, {benedikt.gierlichs, ingrid.verbauwhede} @esat.kuleuven.be

Abstract—We present a generic, automatable framework to
reduce the demand for fresh randomness in first-order masked
circuits while preserving security in the glitch-extended probing
model. The method analyzes the flow of randomness through a
circuit to establish security rules based on the glitch-extended
probing model. These rules are then encoded as an interference
graph, transforming the optimization challenge into a graph
coloring problem, which is solved efficiently with a DSATUR
heuristic. Crucially, the optimization only rewires randomness
inputs without altering core logic, ensuring seamless integration
into standard EDA flows and applicability to various gadgets
like DOM-indep (Domain-Oriented Masking) and HPC (Hardware
Private Circuits). On 32-bit adder architectures, the framework
substantially reduces randomness requirements by 79-90%; for
instance, the Kogge-Stone adder’s requirement of 259 unique
random inputs is reduced to 27. All optimized designs were
evaluated using PROLEAD, with the leakage results indicating
compliance with first-order glitch-extended probing security.

Index Terms—Side-Channel Analysis, Hardware Masking,
Glitch-Extended Probing Model, Security-Aware Optimization

I. INTRODUCTION

Side-channel attacks (SCAs) [1], [2] pose a persistent threat
to the security of cryptographic hardware implementations.
Masking [3] is a state-of-the-art countermeasure that provides
provable security by splitting sensitive variables into random-
ized shares and restricting computations to incomplete sets,
ensuring that no intermediate correlates with the secret. Beyond
the classical probing model [4], the glitch-extended probing
model [5] captures physical effects more accurately and is now
the standard reference for secure hardware implementations.
With these models established, current research focuses on
optimizing key hardware metrics such as area, latency, and
randomness cost.

Two main approaches to hardware masking exist: algorithm-
level and gate-level. Algorithm-level schemes such as Thresh-
old Implementations (TI) [6] achieve first-order security with
minimal randomness by enforcing algebraic constraints, but
extending them to arbitrary functions is difficult [7]. Gate-level
masking, exemplified by Domain-Oriented Masking (DOM)
[8], replaces standard AND/XOR gates with masked versions,
allowing generic protection of any circuit and straightforward
integration into EDA design flows.
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Despite its flexibility, the efficiency of gate-level masking is
often constrained by the high cost of randomness, which is a
primary implementation bottleneck. The most straightforward
strategy is to assign unique fresh random bits to every masked
AND gate, which guarantees statistical independence between
intermediate signals and simplifies formal security proofs.
However, this strategy is prohibitively expensive in practice,
requiring substantial on-chip randomness generation from high-
throughput PRNGs, which in turn increases area overhead.
Consequently, optimizing randomness usage is crucial and
challenging, since careless reuse may introduce statistical cor-
relations that break security.

While several circuit-level methods reduce randomness [9]—
[11], they are often tailored to specific circuits, offering sub-
stantial savings but requiring careful, design-specific tuning.
Other works address safe randomness reuse either by design-
ing composable gadgets, as in the proposal by Knichel and
Moradi [12], to secure any first-order circuit with only six fresh
random bits (albeit at the cost of significant area and latency),
or by clustering masked gadgets to enable reuse within each
cluster for higher-order masking [13].

This work introduces a generic and automatable method-
ology to reduce the demand for fresh randomness in first-
order masked circuits without requiring structural redesign. The
method applies to combinational circuits, typically expressed
in terms of 2-input AND and XOR primitives, and guarantees
preservation of security in first-order glitch-extended probing
model. Optimization is achieved by simply reassigning the
wiring of randomness inputs while leaving the core logic
unmodified, which ensures compatibility with standard design
flows.

The remainder of the paper is organized as follows. Section II
motivates and formalizes the problem. Section III introduces
the methodology for tracking randomness through a circuit
and formulating the corresponding security constraints, while
Section IV resolves these constraints using graph coloring [14].
Section V reports results on 32-bit adders and the Boyar—Peralta
AES S-box [15], and Section VI reports the security evaluation
using PROLEAD [16].

II. MOTIVATION AND PROBLEM STATEMENT
A. Core Observation

The motivation for this work arises from a basic yet crucial
property of the DOM-indep masked AND gate [8], illustrated
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z0 = {aobo } + {aobs + 71}
= ag(bo +b1) + 71

ag-b+ry,

{a1b1} + {a1bo + 1}

= ai(bo+b1)+r1

a1 -b+ry.

Z1

0§ = ra(bedefgh)
+ ri(cdefgh)
+ rs(efgh) + 7,

oZ = abcdefgh + 0(7).

Fig. 2: Multiplication tree and expressions for eight-input AND.

in Fig. 1. Consider Z = DOM-indep(@, b), where @ and b are
two-share encodings of bits a and b with masks r, and ry:
ag =Tq, A1 = a+1e, bg =1y, by = b+ rp. The gate forms
four partial products, two blinded with a fresh mask r;, each
stored in a register {-}. Throughout this work, 4+ denotes XOR
and - denotes AND. As shown in the simplification in Fig. 1,
bo + b1 = rp+ (b+ m) = b, so the outputs depend only on
b while the mask 7, is pruned, meaning randomness from the
second input does not propagate to the output [17].

The pruning effect is amplified in larger compositions. In
the eight-input AND tree of Fig. 2, inputs @ to h are combined
by DOM-indep gates &; to &7 with fresh bits r; to 77, and
intermediate outputs are o°. We take the left child as the first
input and the right child as the second input. At each node, the
relation by +b; = b ensures that the second input’s randomness
is pruned, so only the first input’s mask and the node’s fresh bit
propagate upward. Concretely, 6! = DOM-indep(a, b) depends
on {rq,71} (prunes r,); 6> = DOM-indep(o',5%) depends on
{rq,71,75} (prunes {r.,74,72}); and 5’ = DOM-indep(c°,2°)
depends on {r,,r1,7s5,77} (prunes {re,rs,rg,7h,r3,74,76}).
Along the left spine &y — &5 — &7, the fresh bits 7, 75,77
propagate together with the mask of a (r,), while the input
masks r, to 7, and the fresh bits r9, 73,74, 76 are eliminated
in the red subtrees or at their parents. The final equations
are in Fig. 2. This opens the possibility of safely reusing the
eliminated random bits elsewhere in the circuit.

The pruning phenomenon extends beyond DOM-indep and
also occurs in composable gadgets such as HPC [18], as will
be discussed in Section V-B.

B. Problem Statement

We formalize randomness optimization in first-order, gate-
level masked circuits as an allocation problem. At the specifica-
tion level, each masked AND gate is assigned a unique symbolic
random variable (e.g., r1,79,...), reflecting the unoptimized
assumption that every gate requires an independent fresh bit. In
hardware, these symbolic variables are instantiated by physical
random bits generated by a randomness source (e.g., a PRNG)
and distributed to the gates. The objective is to define a mapping

phys : Regym — Rphys from symbolic variables to a minimal
set of physical random bits. This allows multiple symbolic
variables (e.g., 7; and r;) to share the same physical bit,
i.e., phys(r;) = phys(r;), when such reuse is proven safe,
thereby minimizing randomness cost while maintaining first-
order security under the glitch-extended probing model.

Our methodology addresses this allocation in three stages.
First, Propagation Analysis traces each symbolic random from
its origin through the circuit and records all intermediate signals
it influences. Second, Constraint Formulation establishes secu-
rity rules that forbid symbolic randoms that could be observed
together under the glitch-extended probing model from sharing
the same physical bit. Third, Constraint-Driven Optimization
casts these rules as a graph coloring problem and solves it to
obtain a secure mapping that minimizes the number of physical
random bits required.

The first two steps, tracking randomness propagation and
formulating interaction constraints, are described in Section III,
which concludes with a small illustrative example. The third
step, the optimization strategy derived from these constraints,
is presented in Section IV.

III. TRACKING RANDOMNESS AND DEFINING
CONSTRAINTS

A. Share Annotation and Propagation Analysis

To enable a systematic analysis of arbitrary first-order
masked circuits built from 2-input AND and XOR gates, we
represent each AND gate with its masked counterpart using
the DOM-indep gadget and model XOR as a share-wise linear
operation. Pipeline registers are inserted to equalize logic depth
at gate inputs; functionally, these registers simply duplicate
signals without altering their values.

For each signal share, we associate three disjoint sets, S(-)
for unshared inputs, M(-) for input masks, and R(:) for
gate-randomness, which together form a complete bookkeeping
mechanism where membership in each set is determined by
the share’s functional dependence on variables of that type. For
example, in Fig. 2, the share of, has S(of) = {b,¢,d, e, f, g, h},
M(0}) = {r.}, and R(0}) = {r1,75,77}. In this work, our
focus is on the R sets, within which we seek to safely reuse
bits to reduce the total randomness cost, while still tracking
S and M to account for all data dependencies in the circuit.
The following rules define how these sets are initialized and
updated for each circuit element.

1) Initialization: For a primary input a with mask r,, the
shares are ag = r, and a; = a+7,. The corresponding sets are
S(ao) = &, M(ap) = {ra}, R(ag) = @, and S(a1) = {a},
M(ay) = {r.}, R(a1) = @.

2) Masked XOR Gate: For a masked XOR gate z =
r + y computed sharewise as z; = =z; + y;, the sets are
S(z) = S(@i) US(y), M(zi) = M(z;) UM(yi), R(z) =
R(zi) UR(y;). We take the union without attempting symbol-
level cancellations, as this conservative over-approximation
produces stronger constraints. This might reduce optimization
opportunities but ensures no reuse is allowed where it could



compromise security. This is an intentional trade-off, prioritiz-
ing the preservation of security over aggressive optimization.

3) Masked AND Gate: For a masked AND gate &; im-
plementing z = z &y using the DOM-indep gadget, the
output share sets update as S(z;) = S(z;) U S(yo) U S(y1),
M(z) = M(z;), R(z;) = R(z;) U {r;}, where r; is the
fresh random bit introduced by the gate. This matches the
behaviour in Fig. 2, where only the first input’s masks and
gate-randoms propagate, while all randomness from the second
input is pruned.

Internally, the gadget contains four registers, see Fig. 1,
labeled &;.R;; with ¢,5 € {0,1} denoting the share of
the first and second input, respectively. For each register,
S(&,t.RiJ) = S(.Z‘Z) US(yj), M(&tRZ7]) = ./\/l(xl) @] M(y]‘),
R(&t.RiJ) = R(QEZ) ] R(yJ) U 51‘75]'{7“,5}, where 5i¢j is 1 if
i # j and O otherwise, meaning the extra {r;} term occurs
only for &;.Rp1 and &;.R; o.

4) Pipeline Registers: A pipeline register storing share x;
is denoted P, ;, where ¢ € {0,1} is the share index. Since
the register output is an exact copy of its input, the tracked
sets remain unchanged: S(P, ;) = S(z;), M(Py;) = M(z;),
R(Psi) = R(x:).

B. Constraints for Randomness Reuse

Glitches from unequal path delays can cause secret shares
to recombine, breaking masking security. The standard probing
model [19] is insufficient for hardware, so we adopt the glitch-
extended probing model of Faust et al. [S]. We formalize probes
via the glitch extension.

Definition 1 (Glitch Extension [5], [20]). A probe P is extended
to its glitch extension P¥ = Extend(P), the set of all signals
in its transitive fan-in up to the preceding timing boundary
(register or primary input). It is defined recursively as

U

u€fan-in(P)

{P}7

if P observes the output of
P E a combinational gate,

if P observes the output of
a register or a circuit input.

By Def. 1, a probe’s extension includes all contributing
registers from the preceding pipeline stage. Applying this model
to the circuit components of Section III-A:

1) Masked XOR Gate: For z; = x; + y;: Extend(z;) =
Extend(z;) U Extend(y;).

2) Masked AND Gate: The DOM-indep gate presents two
probing scenarios. A probe on the final output z; observes
the XOR of two internal registers; its extension is therefore
PE = {&.Ri0, &:.R; 1}, making them jointly observable.
Alternatively, a probe on the first-stage logic for register
&;.R; ; has an extension that includes the sources of all its
inputs—the shares x; and y;, and the fresh random bit r; when
applicable. The resulting extension set is P¥ = Extend(x;) U
Extend(y,) U d;2;{Src,, }, where Src,, denotes the source of
Tt.

3) Pipeline Registers: A probe on the output of a pipeline
register P, ; is the base case: PX = {P, ;}.

Definition 2 (Conflict set). For a probe P, the conflict set Cp
is the union of gate-randomness over all registers in P :

Cr= |J R(Reg).

RegePE

Enumerating Cp for all probes is unnecessary. By Def. 1, the
extension of any internal probe is contained in that of the block
outputs. Thus, it suffices to analyze only next-stage register
inputs, which subsume all internal probes and capture every
reuse conflict.

To formalize the security argument, we define the observation
available to an attacker. For a probe P, the observation Obs(P)
is the ordered tuple of outputs of all registers in PZ. It
is expressed as the output of a deterministic function Gp
applied to three inputs: the secret-dependent signals Sp =
Uregere S(Reg), the masks Mp = [Jgegepe M(Reg), and
the randoms (7),cc, from the conflict set. Thus, Obs(P) =
Gp(Sp, Mp, (1)recy)-

Definition 3 (Local No-Reuse Constraint). Let phys(r) be the
physical random bit assigned to a symbolic random r. For any
probe P, if ri,r; € Cp with i # j, then phys(r;) # phys(r;).

Proposition 1 (Preservation of First-Order Security). Let an
unoptimized circuit be secure in the first-order glitch-extended
probing model. If a randomness assignment satisfies the Local
No-Reuse Constraint (Def. 3), the optimized circuit remains
secure in the same model.

Proof. For any probe P, security requires that the distribu-
tion of Obs(P) be independent of Sp. In the unoptimized
circuit, each r € Cp is realized by a fresh random bit, so
Ufresh = (Ur)recpy 18 @ vector of independent uniforms and
Obsgesh(P) = Gp(Sp, Mp, Ugesn). In the optimized circuit,
the random input is Wewe = (phys(r))rec,. By Def. 3,
phys(+) is injective on Cp, ensuring that no random bit is
reused within Cp; consequently, U consists of indepen-
dent uniforms and has the same distribution as ugesn. Hence,
ObSreue (P) = Gp(Sp, Mp, Ureuse) = Obsgresn(P). Since the
observation distribution is identical, independence from Sp is
preserved, and the optimized circuit remains secure in the first-
order glitch-extended probing model. O

C. An lllustrative Example

To make the propagation rules and security constraints con-
crete, we illustrate our method on a 16-input multiplier. The
circuit is a combinational tree of 15 DOM-indep AND gates
(&), as shown in Fig. 3. Each gate introduces a fresh random
bit r;, and the only registers are those internal to each gate.
This example serves to illustrate the methodology; complete
case studies are presented in Section V.

1) Labeling Internal Registers with Gate Randomness: First,
we determine the gate-randomness set, R(-), for each gate’s
internal registers by applying the propagation and pruning rules
from Section III-A. For the first-layer gates (& to &g), the



Fig. 3: Multiplication tree for a sixteen-input AND.

TABLE I: Maximal Gate-Randomness Sets R derived from registers
&t~RO,1 and &t~R1,O-

Gate Maximal R Set in Internal Registers
&o {r1,r2,m9}

&10 {r3,ra,r10}

&1 {rs,r6,711}

&2 {r7,78,712}

&3 {ri,r3,r9,710,713}

&14 {rs,r7,711,712,714}

&15 {r1,75,79,711,713,714, 715}

maximal R set is simply the gate’s own random bit, {r;}.
Deeper gates accumulate randomness by inheriting it from their
child gates. For brevity, Table I lists only the maximal R set
for each non-trivial gate, as this is a superset of the randomness
in its other internal registers.

2) Deriving Conflict Sets: We derive the conflict sets, C¢, by
applying Definition 2 to the maximal probe points. For a parent
gate &, a probe at its input has an extension P¥ covering its
children’s internal registers. The conflict set is thus the union
of the R sets from those child registers, plus the parent’s new
random bit {r;}.

For example, for gate &13 (children &g, &1¢), uniting the
maximal R sets of its children (from Table I) with its own
new random bit yields the conflict set C13 = {ry,r2,r9} U
{’I“3, T4, 7”10} U {7“13} = {’1“1, r2,73,74,79,710, 7“13}. This cumu-
lative analysis defines the final constraints for reuse, as shown
in Table II.

The conflict sets in Table II reveal opportunities for random-
ness reuse. A valid manual solution, for instance, reuses four
pairs of random bits (r; = rg, 1o =15, 73 = T8, and r4 = r7),
cutting the total requirement from 15 fresh random bits to 11.
While feasible for this small example, manual optimization is
tedious and error-prone in practice. This motivates the need
for an automatable framework, which we present in the next
section by formalizing the constraint satisfaction problem with
graph coloring.

IV. CONSTRAINT SOLVING THROUGH GRAPH COLORING

The problem of assigning physical random bits to symbolic
ones, subject to the constraints derived in Section III, can be
framed as a graph coloring problem [14]. This classic problem
involves assigning a label, or “color,” to each vertex of a graph
such that no two adjacent vertices share the same color.

A. Interference Graph Initialization

We construct an undirected interference graph, G = (V, E),
to represent the constraints. The set of vertices V' is defined as
the set of all symbolic random bits {r;} introduced by the

TABLE II: Maximal Conflict Sets (C:) derived from inputs of registers
&t~R0,1 and &i'RLO'

Probe Location Resulting Maximal Conflict Set (C¢)

Register inputs of &g {r1,m2,79}
Register inputs of & 10 {rs,r4,710}
Register inputs of &11 {rs,r6,711}
Register inputs of &12 {r7,rs,m12}

Register inputs of &13
Register inputs of &14
Register inputs of &15

{ri,72,73,74,79,710,713}
{rs,re,r7,78, 711,712,714 }
{r1,7r3,75,77,79,710,711,712, 713,714, T15 }

masked AND gates (&;) in the circuit. Initially, this graph
contains all vertices but no edges, i.e., E = (.

B. Populating Edges from Conflict Sets

The edges of the interference graph G are populated based
on the conflict sets derived in the previous section (Defini-
tion 2). In graph theory, a clique is a subset of vertices where
every two distinct vertices are adjacent, forming a complete
subgraph [21]. This concept precisely captures our security
requirement: every random bit within a single conflict set must
be distinct from every other bit in that same set, which directly
enforces the Local No-Reuse Constraint (Definition 3).

For each conflict set Cp corresponding to a maximal probe
point, we connect every pair of distinct symbolic bits {r;,r;} C
Cp with an edge in G. Consequently, each conflict set induces
a clique, and the complete set of edges is defined as

E:U{{Tivra‘} | ri,rj €Cp,i#j}.
P

This process is repeated for all conflict sets identified in our
analysis. The resulting graph compactly encodes all security
constraints derived from all probe locations. Its edges enforce
the Local No-Reuse Constraint, so any proper coloring of GG
yields a secure randomness assignment.

C. Solving with Graph Coloring Heuristics

Once G is constructed, the optimization objective is to find
its chromatic number, x(G), the minimum number of colors
needed for a proper vertex coloring. This value represents the
minimum count of physical random bits required for a secure
implementation. A standard lower bound on x(G) is given by
the size of the largest conflict set (clique): x(G) > maxp |Cp|.
The graph’s structure dictates the potential for optimization:
sparse graphs enable substantial randomness reuse, whereas
complete graphs permit no reuse at all.

Since computing x(G) exactly is NP-hard, we rely on a
heuristic. In this work, we apply the DSATUR greedy coloring
algorithm [22], which runs in O(|V|?) time and O(|E|) space.
In practice the runtime ranges from well below a millisecond
for small circuits to a few seconds for graphs with tens of
thousands of vertices. The algorithm returns:

1) The number of colors used, giving the required number of
distinct physical random bits.

2) A mapping from vertices to colors, where vertices with the
same color share the same physical random bit phys(-)
while respecting Definition 3.



V. CASE STUDIES

We evaluate our methodology on circuits with contrasting
structures: 32-bit adders, which achieve large reductions in
randomness, and the AES S-box, where the gains are more
modest. This contrast illustrates the methodology in designs
with different structural properties.

A. 32-bit Adders

We begin with 32-bit adders, a fundamental building block
in post-quantum cryptographic hardware, particularly for mask
conversions such as Arithmetic-to-Boolean (A2B) and Boolean-
to-Arithmetic (B2A) [23]. We use unprotected 32-bit netlists
consisting solely of 2-input AND and XOR gates, obtained
from a public artifact [24], [25], and consider four standard
topologies: Brent—Kung [26], Sklansky [27], Kogge—Stone [28],
and Ripple-Carry. Each AND gate is replaced with a first-order
DOM-indep gadget, each XOR with a masked XOR gate, and
pipeline registers are inserted as required. The resulting masked
netlists are then processed with our three-step methodology. Ta-
ble III summarizes the interference-graph properties. Although
the vertex counts are large, reflecting circuit complexity, the
graphs exhibit relatively small chromatic numbers and clique
sizes, already suggesting significant optimization potential.

This observation is confirmed by the implementation results.
Our framework reduces the demand for fresh randomness
by 79%-90% compared to a naive assignment where each
masked AND consumes a distinct random bit. As shown in
Table IV, the parallel-prefix adders (Kogge—Stone, Sklansky,
Brent-Kung) require up to 259 symbolic random bits (|V]) but
only 24-27 physical random bits (x(G)) after coloring.

This high efficiency is a direct and predictable consequence
of the inherent architectural properties of parallel-prefix adders.
At each level of the prefix tree, the core logic merges propagate
(P) and generate (G) signals from smaller bit-intervals using
the fundamental recurrence Ghew < Gupper + (Papper * Glower)-
This regular, hierarchical structure systematically limits the
creation of conflicts in three key ways. First, the recurrence
is implemented with constant low fan-in (one AND and one
XOR gate), which strictly confines a probe’s glitch extension
and keeps conflict sets small. Second, these computations run
in parallel on disjoint bit-intervals, a separation that allows
the same random bits to be safely reused across the adder’s
width. Finally, the staged fan-out follows a strict hierarchy of
bit intervals: an intermediate value such as Glower from one
interval feeds only the computations of Gy, Within its parent
interval at the next level. This restriction prevents long-range
connections that would otherwise create a dense interference
graph. Collectively, these properties guarantee a sparse graph
with a fundamentally low chromatic number, a characteristic
clearly illustrated by the clustered patterns in Figs. 4a to 4c.

The ripple-carry adder has a strictly serial structure, where
each carry depends only on the preceding one. This confines
a probe’s glitch extension to a narrow scope, so at most three
randomness symbols co-occur, yielding x(G) = w(G) = 3.

Table IV summarizes the implementation results for the four
32-bit adder topologies, reporting area, randomness consump-

TABLE III: Interference-graph properties for 32-bit adders. Reported
are the number of vertices |V'|, density p(G), chromatic number x(G),
maximum clique size w(G), average degree davg, and maximum
degree dmax-

Design VI p(@) x(G) w(G) davg  dmax
Brent-Kung 115 23% 24 19 26.5 69
Kogge—Stone 259 17% 27 26 443 72
Sklansky 161 21% 26 19 339 125
Ripple-Carry 31 13% 3 3 3.8 4

TABLE IV: Implementation metrics for 32-bit adders, before and after
optimization.

Randomness

Desi Area Latency

esign (kGE) Before After Reduction (cycles)

avh  x(G) (%)

Brent-Kung 9.99 115 24 79.1% 9
Kogge—Stone 14.25 259 27 89.6% 5
Sklansky 11.06 161 26 83.9% 6
Ripple-Carry 13.32 31 3 90.3% 31

tion, and latency. All designs were described in Verilog and
synthesized with the NanGate 45 nm Open Cell Library using
Synopsys DC Compiler v2021.06. Area, given in gate equiva-
lents (GE), covers the complete implementation, including the
masked datapath and the randomness-delivery pipeline. This
pipeline adds about 5-11% overhead depending on the topology
and is essential to prevent transient leakage: it forwards random
bits through register stages that mirror the adder’s logic depth,
ensuring the masks align with the data in every cycle. In
the results, the total randomness equals the chromatic number
X(G), since each color maps to one physical random bit.
Latency, measured in cycles, matches the prefix depth, with one
level completed per cycle in the pipelined design. For all adder
designs, the DSATUR algorithm completed in under 300 ms on
a laptop with an Intel Core i7-8550U CPU (4 cores, 8 threads,
1.80 GHz) and 16 GB RAM, demonstrating that the method
is efficient in practice. The Verilog source code, graph data
(including conflict sets and color assignments), and security
verification logs are available online. !

Extending the analysis to compositional notions is left for
future work. As a possible direction, a refresh stage could
be added at the adder outputs, where each of the 32 bits is
randomized and registered before use in subsequent logic.

B. AES S-box

To illustrate the methodology on a circuit with contrasting
characteristics, we analyze the AES S-box. The design of
optimized masked S-boxes is well studied in hardware masking,
and our aim here is not to propose the most efficient variant
but to provide a contrasting case to the adders in Section V-A.
Whereas the adders produced sparse graphs and large ran-
domness savings, the S-box is optimized for high diffusion,
leading to a dense interference graph with more limited, yet
still meaningful, opportunities for optimization.

1 github.com/KULeuven-COSIC/randomOPT
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Fig. 4: Adjacency matrices of graphs G = (V, E) for adders and AES S-box. The z- and y-axes list the vertices v; € V/, ordered first by logic
level (the prefix depth) and then by bit index; ticks indicate level boundaries. Entry (i, 7) is 1 if (v;,v;) € E. Pale green denotes no conflict
(no edge), dark green denotes a conflict (edge). Level separators are in dark red.

We use the Boyar—Peralta AES S-box representation [15],
which contains 34 two-input AND gates alongside XORs.
Because several of these ANDs have dependent inputs, vio-
lating the assumption of the DOM-indep gadget, we replace
them with the stronger but less efficient first-order HPC3 gad-
gets [20], which support dependent inputs. As shown in Eq. (1),
Z = HPC3(a,b) preserves the crucial one-input randomness
compression property, but each gadget consumes a pair of
fresh random bits, {r’, 7'}, corresponding to a single vertex in
our graph. This confirms that our methodology applies beyond
DOM-based constructions and naturally extends to stronger
gadgets such as HPC3, and the same principle, by design, holds
for other gadgets of the HPC family [18], [29], [30].

20 = {aobo} + {ao} - {br + 7'} + {(=ao)r’ + "'}
= ao(bo + b1) + (a0 + —ao)r’ + 7" =ao-b+1" +1",
z1 = {aibi} +{a1} - {bo + 7'} + {(mar)r’ + 7"}
=a1(b1 +bo) + (a1 +-a1)r +r" =ar - b4+ +r".
The resulting graph is extremely dense (p(G) = 91%), with
an average vertex degree of 30.2 out of 33. This density stems
from the structure of the S-box netlist, which features extensive
fan-out and frequent recombination of intermediate values
through XOR layers. In contrast to the localized dependencies
of the adders, this design produces conflict sets that span
multiple logic depths, resulting in the dense, high-clique graph
shown in Fig. 4d. As a consequence, the maximum clique
size equals the chromatic number (w(G) = x(G) = 26),
which determines the randomness requirement. The optimized
implementation consumes 52 fresh random bits (2 - x(G)),
reduced from an initial 68 bits (2-|V'|), a meaningful reduction
although the result guarantees only glitch-extended probing se-
curity rather than PINI composability [31]. The circuit occupies
4.34kGE and has a latency of 4 cycles.

(€3]

VI. SECURITY EVALUATION

We performed a simulation-based evaluation on all optimized
designs in this work to test for first-order glitch-extended
probing security. The evaluation covered the four 32-bit adder
topologies in Sections V-A, the illustrative example in Sec-
tion III-C, and the Boyar—Peralta AES S-box in Section V-B,
all after applying the proposed randomness optimization. This

evaluation was performed using PROLEAD [16], a simulation-
based leakage detection framework that tests statistical indepen-
dence of internal nodes under the robust probing model. This
tool was chosen for its scalability, as exhaustive formal verifi-
cation is computationally infeasible for large circuits like the
32-bit adders. For each design, we generated the corresponding
masked netlist and conducted fixed-versus-random G-tests in
compact mode with default parameters over 100 million
simulated traces. All designs passed without any detectable
leakage, indicating compliance with the targeted security no-
tion.

VII. CONCLUSION

We presented an automatable framework that reduces the
randomness complexity of first-order masked hardware while
preserving security in the glitch-extended probing model. The
method leverages structural properties of masked AND gadgets,
independent of their realization (e.g., DOM or HPC), and
uses precise randomness-flow analysis to identify safe reuse
opportunities. Modeling the resulting constraints as a graph-
coloring problem turns the optimization into a well-understood
combinatorial task solvable with standard heuristics.

Our case studies on 32-bit adders and the AES S-box
show that the potential for randomness reduction is largely
determined by circuit structure: regular adders yield sparse
graphs and high savings, while diffusive designs such as the
S-box form dense graphs with limited reuse.

Extending our methodology to higher orders appears non-
trivial, as multiple probes enlarge conflict sets and complicate
the coloring process. The current approach also conservatively
unions all randomness within a probe’s glitch extension and
models the constraints as cliques, which can be overly re-
strictive; identifying safe relaxations of this assumption is
interesting future work. Furthermore, the security constraints
are derived under the glitch-extended probing model; expanding
the analysis to incorporate other established models (e.g., [32])
would further broaden applicability. Finally, this work has
focused on gate-level gadgets (DOM and HPC) that exhibit
randomness pruning. A challenging, open question is whether
this graph-theoretic optimization can be adapted to other mask-
ing techniques, such as Threshold Implementations [6].
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