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Abstract—Power side-channel attacks are among the most
effective physical attacks, threatening the security of circuits
such as cryptographic circuits by exploiting information leakage
from their physical implementation. Among various masking and
hiding countermeasures that have been proposed, Ring Oscillator
(RO)-based solutions are considered low-overhead circuitry add-
ons that can be integrated into different circuits to hide the
data dependency of power consumption by adding noise to their
power signatures. The Three-Independent-Gate Reconfigurable
Field-Effect Transistor (TIG-RFET) is an emerging technology
that offers runtime reconfigurability between N-type and P-type
operation, supports both low-Vr and high-V modes, and provides
an internal wired-AND function, making it a strong candidate for
efficient implementation of various hardware security methods.
In this paper, we propose a novel reconfigurable RFET-based
RO that provides controllable frequency through RFET-based
inverters with reconfigurable delay. Using these ROs, we introduce
a countermeasure called RETRO, which can generate noise by
varying both the amplitude and frequency of power consump-
tion. To evaluate the efficacy of RETRO, we applied it to the
Piccolo S-box, a lightweight cryptographic circuit, and simulation
results demonstrate that it effectively enhances resilience against
Correlation Power Analysis (CPA). Furthermore, we show that
reconfigurable frequency broadens the noise spectrum, making
filtering considerably more difficult.

Index Terms—RFET, Hardware security, Side-channel attack,
Correlation Power Analysis

I. INTRODUCTION

In recent decades, with the drastic growth in the use of
connected portable digital devices such as IoT, ensuring data
security has become crucial. For this reason, various standard
cryptographic algorithms, such as AES and Piccolo [1], are
widely used to protect sensitive data from unauthorized access
or modification by encrypting the data using a secret key.
Although the security of these algorithms is mathematically
proven, their physical implementations may leak data through
side channels such as power consumption, timing characteris-
tics, and electromagnetic radiation. Kocher [2] first introduced
Side-Channel Attacks (SCAs), which exploit the dependency
between processed data and the physical behavior of a circuit to
extract secret information, such as the encryption key of crypto-
graphic circuits. Among various proposed SCAs, power attacks
have attracted the most attention due to their effectiveness and
practicality. Simple Power Analysis (SPA), Differential Power
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Analysis (DPA), and Correlation Power Analysis (CPA) are the
well-known classic power analysis methods.

Various algorithmic- and circuit-level countermeasures, such
as masking and hiding, have been proposed to enhance the
resilience of circuits against power SCAs by reducing the
dependence between power consumption and sensitive data.
Masking is an algorithmic method that introduces randomness
by applying a random mask to the input, making power
consumption depend on the mask, which is unknown to the
attacker. Although masking is an effective countermeasure, it
often significantly increases circuit size.

Hiding methods aim to reduce the Signal-to-Noise Ratio
(SNR), thereby making attacks more difficult either by decreas-
ing the exploitable signal through equalizing power consump-
tion across different input combinations or by increasing noise
through randomizing power traces. Several circuit-level power
equalization techniques have been proposed to achieve almost
constant and data-independent power consumption by employ-
ing dynamic differential logic styles such as Sense Amplifier-
Based Logic (SABL) [3] and Wave Dynamic Differential Logic
(WDDL) [4]. Although effective, in many cases, perfect power
equalization is not possible. Besides, these approaches impose
a large overhead on the circuit. For example, WDDL-based
implementation can make a circuit 2-3 times larger. Because
of these challenges, considerable research has shifted toward
randomization methods. Power randomization can be realized
through different approaches, such as randomly switching
between different implementations of the same function [5],
inserting random delays into the circuit [6], or employing Ring
Oscillator (RO)-based noise generators [7]—[9].

Among these methods, RO-based randomization counter-
measures offer several advantages:

1) Low overhead: they incur significantly lower area and
power overhead than masking and most other hiding
techniques, and they do not degrade circuit performance
since they are placed alongside the circuit rather than on
its critical path [7].

2) Generality: they serve as generic random noise generators
that can be integrated into different circuits with minimal
modifications. Moreover, unlike some other randomiza-
tion methods [5], [6], they do not rely on reconfigurable
hardware such as FPGAs and can also be efficiently
implemented in ASICs.

Authors in [7] introduced a bank of digitally controlled ROs
whose enable signals are governed by random bits from a
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Fig. 1. TIG-RFET: (a) polarity controllability and wired-AND functionality,
(b) threshold voltage reconfigurability, and (c) I-V characteristics.

random number generator, hence noise is generated by varying
the number of enabled ROs in each operation. Subsequently,
[8] adapted this approach for IoT applications and proposed
a method to achieve a uniform distribution of the number of
enabled ROs, enhancing variability. Since these works generate
noise only by changing the power amplitude while the ROs
operate at fixed frequencies, the resulting noise is narrowband
and can be filtered out using band-pass filters or other post-
processing techniques in the frequency domain [9]. In contrast,
PRO [9] proposed an RO with variable length that generates
noise by changing the power consumption frequency. However,
this variability is achieved at the cost of additional inverters and
multiplexers in each RO.

Reconfigurable Field-Effect Transistor (RFET) is an emerg-
ing technology with runtime reconfigurability between N-
type and P-type modes. Among different RFET types, those
with more than two independent gates, such as the Three-
Independent-Gate RFET (TIG-RFET), offer internal wired-
AND functionality as well as threshold voltage reconfigura-
bility. These features position RFETs as a potent candidate
for implementing hardware security solutions for IP [10] and
data [11]-[14] protection.

In this paper, for the first time, we propose a reconfigurable
RFET-based RO, called RETRO, as a countermeasure against
power SCAs. To this end, we first design an RFET-based
inverter with reconfigurable delay, and then develop an RO with
variable frequency using these inverters, without the need for
extra multiplexers. Moreover, we present a bank of ROs capable
of generating noise through variations in both the amplitude
and frequency of their power consumption. Finally, we evaluate
our countermeasure by performing a CPA attack on a SPICE
implementation of the Piccolo S-box.

II. BACKGROUND
A. RFET

RFETs are emerging transistors whose polarity can be set
or reconfigured at run time to operate as either P-type or N-
type devices by exploiting the nanoscale properties of Schottky
junctions [15]. Various RFET implementations have been pro-
posed, employing diverse materials, structures, and transport
mechanisms [16]. Among them, TIG-RFET [17], [18] is one
of the most common realizations (shown in Fig. 1). In TIG-
RFET, the gate over the drain-side Schottky junction (DG) sets

the carrier polarity: a positive voltage enables N-type operation,
while a negative voltage enables P-type operation. The other
two gates control conduction mechanisms. The central gate
(CG) modulates the channel’s thermal barrier to enable the
low-V7 mode, whereas the gate over the source-side Schottky
junction (SG) controls on/off switching for the high-V7 mode.
Therefore, the TIG-RFET offers two forms of reconfigurability:
polarity and threshold voltage. In addition, the availability of
more than two independent gates provides an internal wired-
AND functionality, which allows the integration of two transis-
tors in series within a single TIG-RFET. Moreover, the superior
control of carrier injection in RFETSs results in extremely low
off-currents, translating into low standby power consumption.

From a fabrication perspective, RFETs adopt widely used
materials (e.g., silicon and germanium) from the semiconduc-
tor industry and follow CMOS-compatible processes, which
facilitates the transition from laboratory-scale RFET prototypes
to large-scale manufacturing platforms, such as 22-nm FDSOI
technology [19], [20], enabling RFET-CMOS integration on a
single chip [21].

The CMOS compatibility of RFETs, combined with their
ability to implement compact and low-power circuits with re-
configurability and polymorphism features, makes them strong
candidates for various hardware security applications [10].

B. RO-based Power SCA Countermeasures

The basic idea of RO-based countermeasures is to use a bank
of controllable ROs, where the control signals can vary the
amplitude or frequency of their power consumption. When this
RO bank is placed near the sensitive circuit to be protected
and its control signals are driven by random inputs, the power
consumption profile changes each time the primary circuit
operates, producing varying signatures that appear as noise in
the overall power trace. The control inputs can be supplied by
any random number generator, such as True Random Number
Generator (TRNG) circuits.

Authors in [7] and [8] proposed a bank of identical ROs,
where a random number of them are enabled each time, thereby
varying the power amplitude to generate noise. Although this
approach reduces the SNR, since all ROs share the same
fixed frequency, the added noise remains narrowband in the
frequency domain. Consequently, an attacker can suppress
it using band-pass filtering during trace acquisition or post-
processing in the frequency domain [9]. On the other hand,
PRO [9] employs a single programmable RO whose length
(i.e., the number of inverters in the oscillation path) can be
adjusted to generate noise over a wider frequency band. Since
only one RO is used, it is connected to an I/O pin with
high load capacitance to amplify the noise. Although this
countermeasure makes filtering more difficult, relying on a
single RO may limit the variability of the power amplitude.
In addition, frequency reconfigurability comes at the cost of
extra inverters and multiplexers within the RO.

III. PROPOSED METHOD

As mentioned in Section II-B, the authors in [7] vary only the
power amplitude by randomly changing the number of enabled
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Fig. 2. Different possible RFET-based inverters based on the threshold voltages
of their transistors.

ROs, resulting in narrowband noise. In contrast, PRO [9] gen-
erates noise through frequency variation by employing an RO
with an adjustable length. In this section, we present RETRO,
a countermeasure based on reconfigurable RFET-based ROs
that generate noise by varying the frequency and amplitude
of power consumption. To this end, we first introduce a novel
RFET-based inverter with reconfigurable delay. We then design
a reconfigurable RO composed of the proposed inverters and
describe the overall structure of the countermeasure.

A. Reconfigurable RFET-based Inverter

As mentioned in Section II-A, TIG-RFET provides reconfig-
urability between low-V and high-V modes. Thus, as shown
in Fig. 2, based on the threshold voltage of the P-type transistor
in the Pull-Up Network (PUN) and the N-type transistor in
the Pull-Down Network (PDN), four possible inverters can be
created. In this work, we focused only on two configurations
with symmetric PUN and PDN in which both transistors are
low-Vr or high-Vp (INV1 and INV2 in Fig. 2). Due to the
different -V characteristics of TIG-RFET in high-Vr and
low-V7 modes, shown in Fig. 1.(c), the inverter composed
of low-Vr transistors has higher switching speed and peak
power consumption. Combining these two inverters, we created
a reconfigurable inverter with fast and slow modes, which is
controlled by a selector signal Sel. Internal wire-AND function
of TIG-RFET allows us to integrate selection mechanisms
without adding extra transistors in series. Fig. 3.(a,b) illustrates
the schematic of the reconfigurable inverter. In this design,
Sel controls the operating mode of the inverter: a value of
‘0’ activates the low-V transistors (shown in green) for fast
operation, while a value of ‘1’ activates the high-Vr transistors
(shown in red) for slow operation. In addition, we designed a
special NAND gate, shown in Fig. 3.(c,d), that operates as an
inverter with reconfigurable delay when en = ‘1’. This gate is
used to switch the RO on or off, as explained in the following
subsection.

B. RETRO Countermeasure

ROs are typically composed of an odd number of inverters,
and their oscillation frequency f is determined by the number
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Fig. 3. Proposed RFET-based cells with reconfigurable delay: (a) transistor-
level schematic and (b) logic symbol of a reconfigurable inverter, and
(c) transistor-level schematic and (d) logic symbol of a reconfigurable NAND.
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Fig. 4. Proposed RFET-based RO with reconfigurable frequency: (a) general
structure of an RO with an n-bit frequency selector (N = 2™ — 1 stages), and

(b) 3-stage RO with a 2-bit frequency selector.
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Fig. 5. (a) Output voltage and (b) current waveforms of a 3-stage reconfigurable RO under different configurations (i.e., different frequencies).
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Fig. 6. The general structure of the RETRO countermeasure: a bank with an
m-bit enabling signal (M = 2™ — 1 ROs), where each RO can have IV stages.
Depending on the design, each RO may either have an independent frequency
selector signal or share selector signals with other ROs.

of inverters and their propagation delay. The frequency can be
calculated using Formula 1:

1

2. Zzlil ta;

Where N is the total number of inverters, and t4, is the
propagation delay of the inverter at stage . PRO [9] modifies
the RO frequency by bypassing a random number of inverters
in the oscillation path using multiplexers, thereby changing V.
In contrast, the proposed reconfigurable RFET-based inverter
enables the construction of an RO with a tunable frequency by
directly adjusting the delay (¢4) of each inverter.

The structure of a general N-stage reconfigurable RFET-
based RO is depicted in Fig. 4.(a). The RO consists of n
binary-weighted blocks (N = 2™ — 1), where the j-th block
(j € [0,n—1]) contains 27 consecutive reconfigurable inverters,

f ey

except in the last block where an inverter is replaced by a
NAND gate to activate or deactivate the RO. Fig. 4.(b) illus-
trates the structure of a 3-stage RO used in this work. The selec-
tor signals determine the operating mode (i.e., fast or slow) of
all inverters within their corresponding blocks. With uniformly
random selector bits, the binary-weighted grouping yields a
uniform distribution of the number of inverters operating in the
fast (or slow) mode, and consequently a uniform distribution
over the possible oscillation frequencies. For example, the 3-
stage RO uses a 2-bit selector that determines the RO frequency
among four possible values, depending on whether 0, 1, 2, or all
3 inverters operate in fast mode. The output voltage and current
waveforms of these four configurations are shown in Fig. 5.
As seen in the figure, each configuration produces a distinct
oscillation frequency and power trace; hence, the reconfigurable
RO can serve as a noise generator to enhance SCA resilience.

To increase the noise amplitude, we considered a bank of
M reconfigurable ROs with on/off control. If the enable pin
of each RO is driven by an independent random signal, the
number of enabled ROs follows a binomial distribution centered
around M /2. This distribution, however, is not ideal, since
greater variability is obtained with a uniform distribution [8]. To
achieve this, we adopted the binary-weighted grouping method
proposed in [8], which yields a uniform distribution of the
number of enabled ROs. The general structure of RETRO bank
is shown in Fig. 6. For a bank with M = 2™ —1 ROs, an m-bit
enabling signal is required.

To employ this design as an SCA countermeasure, it should
be placed near the sensitive circuit, and its control signals
should be driven by a TRNG. Any TRNG, such as an RFET-
based TRNG [22], can be used for this purpose. Random
variation of the n-bit frequency selector produces noise by
altering the RO power frequency, while random variation of
the m-bit enabling signals produces noise by modulating the
power amplitude. As a result, the RO bank generates intense
noise that cannot be easily filtered in the frequency domain.

In the general structure shown in Fig. 6, there are some
parameters that should be defined by the designer regarding the
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Fig. 7. Structure of the RETRO countermeasure used in the experiments of
this paper.

design constraints, like acceptable overhead, type of circuits to
be protected, and the target security level. These parameters
include the number of ROs in the bank (M), the number of
stages in each RO (/V), and the maximum number of ROs
whose frequencies can be independently controlled via distinct
selector signals (K). For instance, if each RO has its own
frequency selector signals, then K = M, whereas if all ROs
share the same selector signals, then K = 1.

In this work, we target the protection of a 4-bit Piccolo
S-box. Fig. 7 shows the RO bank designed for this purpose.
Since the maximum possible Hamming distance of the circuit
output is four, we use m = 3 enabling bits (i.e., M = 7)
to generate seven (>4) distinct power levels [8]. To minimize
hardware overhead, each RO is implemented with 3 stages.
In addition, to keep the number of random control bits below
eight, we set K = 2, meaning that two independent sets of
frequency selector signals are used. ROs connected to different
selector sets can operate at independently selected frequencies,
whereas ROs sharing the same selector set operate at the same
frequency. The selector sets are assigned to the ROs in a
nearly balanced manner: four ROs share one selector set (Sely

and Sely), and three ROs share the other (Sely and Sels).
Consequently, the design requires 3 + 2 X 2 = 7 control bits
(m+ K x n).

IV. EXPERIMENTAL RESULTS

In this section, we evaluate the efficacy of RETRO in
enhancing the SCA resiliency of a circuit. To this aim, we
implemented the Piccolo S-box, a lightweight cryptographic
circuit for resource-constrained applications, and integrated
RETRO into it. For circuit-level simulation, we first synthesized
the HDL code of the S-box in Cadence Genus using basic
logic cells (e.g., NAND, NOR, INV). Then, we translated the
resulting gate-level netlist into a transistor-level SPICE netlist.
In the protected circuit, RETRO is supplied by the same Vpp
as the S-box, thereby introducing noise into the power traces.
The entire circuit was implemented using RFET-based cells,
and SPICE simulations were performed in Cadence Spectre
with the 10 nm silicon nanowire (SiNW) TIG-RFET table-
based model [18].

To assess circuit protection under a real attack, we performed
a CPA attack using power traces obtained from the simulations.
To consider the worst-case scenario, the traces were kept clean,
without adding environmental or measurement noise. Fig. 8
illustrates the CPA results for the protected and unprotected
circuits (with real key = 0), showing both the correlation over
time and the peak correlation corresponding to each hypothet-
ical key. Based on the results, unlike the unprotected circuit,
the CPA attack cannot infer the correct key from the power
traces of the RETRO-protected circuit, as the countermeasure
effectively reduces the peak correlation of the real key, making
it indistinguishable from other keys. Although the effect of
noise can be mitigated by averaging over many traces, studies
have shown that the required number of traces grows rapidly
with increasing noise level [23].

In addition to the CPA attack, we also analyzed how fre-
quency variation in ROs complicates noise filtering. For this
purpose, we simulated a set of four 3-stage ROs, once when
they all had the same frequency and once when each had a
different frequency. Fig. 9 illustrates the power spectra of this
RO set in the frequency domain. When all ROs run at the same
frequency, discrete high-amplitude peaks appear. In contrast,
when each RO operates at a different frequency, the energy
is spread across a range of frequencies, which makes filtering
considerably harder.

V. CONCLUSION

In this paper, we demonstrated how the threshold voltage
reconfigurability of TIG-RFETs can be exploited to design in-
verter cells with reconfigurable delay. Using these inverters, we
developed a novel RO with reconfigurable frequency, enabling a
countermeasure that generates noise by varying both amplitude
and frequency, without the costly overhead of changing RO
length. Based on CPA attack results and frequency-domain
analysis, the proposed countermeasure effectively produces
wideband noise that enhances circuit resilience against CPA
and cannot be easily filtered due to its spectral spread.
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