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Abstract—Multi-party computation (MPC) based on secret
sharing is historically bottlenecked by the round complexity of
AND gates, prompting previous research to prioritize AND-depth
minimization. However, this strategy targets high-latency networks
(e.g., the Internet) and is suboptimal for emerging low-latency
environments like data centers. In this work, we demonstrate
that in low-latency settings, the AND-Gate count is the dominant
performance factor, outweighing AND-Gate depth. We propose
an automated ”AND-Gate-Sparse” synthesis flow that leverages a
customized cell library and an after-synthesis process to minimize
AND count. Experimental results show our approach reduces AND
gates by up to 30% to 90% and improves evaluation time by 23%
to 55% compared to state-of-the-art solutions.

Index Terms—AND-Gate-Sparse Circuit Synthesis, Multi-party
Computation, Secret Sharing, Electronic Design Automation

I. INTRODUCTION

Secret sharing (SS) is a promising route for multi-party
computation (MPC) due to its lightweight computation [1]-[5].
However, the non-constant communication rounds required by
SS_AND operations have traditionally made network latency
the primary bottleneck [6], [7]. Given that MPC evaluation la-
tency scales linearly with the area of the corresponding abstract
logic circuit [8], numerous studies leverage logic synthesis
tools to optimize their MPC evaluation workflows [9]-[11].
Consequently, the electronic design automation (EDA) tools
for secret sharing usually focus on minimizing the AND-depth
of circuits to reduce communication rounds, like the state-of-
the-art (SOTA) EDA tools [12], [13].

However, these works have been overly focused on the
applicability to high-latency networks, often neglecting their
performance in low-latency environments where secret sharing
naturally excels. The landscape changes in low-latency sce-
narios, such as data centers and storage systems [14]-[16]. In
these settings, communication overhead drops from exceeding
the computational cost of cryptographic operations by several
orders of magnitude to just around a single order of magnitude
higher. This redefines the bottleneck in standard secret sharing
contexts, which is traditionally dictated by AND-Gate depth.
However, there is currently a lack of an EDA tool in these
low-latency scenarios. To fill this gap, this work proposes an
EDA tool for these low-latency scenarios in secret-sharing-
based MPC tasks.

TABLE I
STANDARDIZED COEFFICIENT TEST OF 112 DATA SETS OBTAINED FROM
ISCAS-85 TESTBENCHES

AND Gate | AND Gate | Total Inst. | XOR Gate
Count Depth Count Count
Std. Coef. 0.417 0.054 0.318 0.231

II. AND-SPARSE MOTIVATION

To quantify this shift, we performed a standardized regres-
sion analysis from ISCAS-85 benchmarks running on our low-
latency MPC architecture, shown in Table I. The experimental
setup is as follows. The MPC device platform used here is an
FPGA implementation on Virtex UltraScale+ VU13P to assume
the local communication scenarios. The operation frequency
of MPC devices is 316MHz. The connection between MPC
devices is an on-chip network (NoC). Its bandwidth is 20 Gbps,
and its latency is about 10 ns. The ISCAS-85 benchmarks [17]
are a set of combinational logic circuits that provide a common
standard for evaluation. In Table I, this work describes the
ISCAS-85 and 74-series circuits using both gate-level and be-
havioral modeling and synthesizes them using both Yosys-abc
and Synopsys DC. This process yielded 112 data sets, which
were used to generate the standardized regression coefficients
(Std. Coef.). This metric is robust because MPC evaluation
is serial execution, resulting in a strong linear relationship
between these variables and the final evaluation time.

Crucially, the data from Table I reveals that AND-Gate count
exhibits an influence nearly 8x greater than AND-Gate depth
in low-latency scenarios. This indicates that the conventional
“Depth-First” optimization is inefficient for local communica-
tions. Based on this insight, this work proposes a paradigm
shift to "Count-First” optimization, aiming to generate AND-
Gate-Sparse circuits.

III. PROPOSED EDA PROCESS

This work proposes an EDA flow designed to minimize
AND-Gate count, shown in Fig. 1. The flow consists of the
following four key stages.

o Customized HDL synthesis: This work utilizes standard
synthesis tools (Yosys/Synopsys DC), but with a cus-
tomized library and circuit building blocks. The cus-
tomized library sets the area of XOR gates to zero and
introduces MUX cells (which can further extract XOR
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Fig. 1. Dataflow of the AND-Gate-Sparse Automatic Design Tools Process

TABLE I
COMPARISON WITH THE SOTA MPC AUTOMATION DESIGN IN THE LOW-LATENCY-NETWORK MPC DEVICES ON ULTRASCALE+ VU13P
Host’21 [13] (SOTA) This work
Normalized | Normalized | Normalized | Normalized | Normalized | Normalized AND Eval.
SS_ Bit AND Gate AND Gate Total Inst. Eval. AND Gate AND Gate Total Inst. Eval. Count Time
Circe. Width Count Depth Count Time (ns) Count Depth Count Time (ns) | Reduce | Impr.
16 84 3 310 1232.3 15 15 105 617.1 82% 50%
SS_ 32 305 3 871 2834.3 31 31 217 1275.3 90% 55%
ADD 64 1476 4 5012 16840.1 63 63 441 2591.8 96% 85%
8 180 7 815 2863.9 120 15 551 2047.5 33% 29%
SS_ 16 710 8 3227 10800.6 496 31 2393 8389.2 30% 22%
MULT 32 2951 10 13202 43677.2 2016 63 9953 337373 32% 23%

gates from the AND inverter graph). This heuristic forces
the synthesizer to aggressively infer XOR/MUX structures
instead of AND gates, reducing the AND gate count.

o Circuit building blocks: To further strictly minimize AND
count, this work optimized fundamental, commonly used
circuit blocks. Contrary to standard MPC practices that use
parallel prefix adders (PPA) for depth reduction [13], [18],
this work adopts ripple carry adders (RCA). Our analysis
in section II confirms that while RCA has higher depth, its
minimal AND count yields superior performance in low-
latency regimes. Similarly, we employ Dadda Trees for
multipliers to minimize compressor usage.

« AND-Gate merging engine: The netlist is processed to
convert 2-input ANDs into 3-input ANDs to further de-
crease the AND gate count.

o Secret sharing scheduler: An instruction scheduler gener-
ates the MPC setup files.

IV. PERFORMANCE AND COMPARISON

The comparison shown in Table II shares the same exper-
imental setup in section II. To ensure a fair comparison with
[13], all gate counts were normalized to equivalent SS_AND?2
units. Furthermore, the target application scenario of Host’21
[13], which is the high-latency network, is not identical to ours.
Therefore, to maintain consistency, we took netlists generated
by their tool as the inputs to generate the corresponding MPC
setup files on the same MPC devices. By doing so, we achieve
a much fairer comparison. The columns Normalized Total Inst.

Count and Normalized Eval. Time in Table II reflect this
normalization process.

As shown in Table II, while Host’21 achieves shallower
depth, this work still outperforms it in evaluation time. For
64-bit adders, this work reduces the AND count by 96%,
translating to an 85% speedup. For 64-bit multipliers, this work
reduces the AND count by 32%, translating to a 23% speedup.
This empirically verifies that minimizing AND count is the
superior strategy for low-latency MPC systems.

V. CONCLUSION

This work identifies that the performance bottleneck of
MPC shifts from AND gate depth to AND-Gate count in
low-latency networks. We propose an automated ”AND-Gate-
Sparse” synthesis flow. Experimental results demonstrate sub-
stantial performance gains over existing depth-optimized solu-
tions. These findings suggest a new optimization direction for
secure computing in data centers and storage systems.
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