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Abstract—Federated Learning has been widely adopted for
its ability to collaboratively train models without exposing
raw data. However, the server-side aggregation process may
still leak sensitive information about client data. Homomorphic
Encryption enables privacy-preserving aggregation, but it intro-
duces substantial communication overhead for clients and high
computational costs for the server. To address these challenges,
we propose HEAL-FL, a federated learning framework that is
based on low-rank shared basis vectors across clients. Instead
of transmitting full encrypted model updates, clients send only
encrypted low-rank coefficients, thereby reducing both communi-
cation costs and server-side aggregation overhead. Furthermore,
HEAL-FL incorporates a communication-efficient basis update
scheme that relies exclusively on homomorphic addition at the
server. Our evaluation across various homomorphic encryption
schemes shows that HEAL-FL reduces client communication
and server aggregation costs, leading to improved efficiency of
Federated Learning systems. Notably, these savings translate into
up to a significant reduction of 38.6% in total training time
compared to conventional homomorphic FedAvg with full model
parameter transmission, demonstrating the practical benefits of
our approach.

Index Terms—Federated Learning, Homomorphic Encryption

I. INTRODUCTION

The remarkable success of deep learning is largely at-
tributed to the availability of large, diverse, and high-quality
datasets. However, in many domains, the data is sensitive
and distributed across devices or organizations, making direct
centralization infeasible due to privacy concerns. Federated
Learning (FL) has emerged as a promising paradigm to address
this issue by enabling collaborative model training without
sharing raw data [1]. FL has been successfully applied in
different domains such as healthcare [2], [3] and finance [4],
where data privacy is critical. FL relies on two main steps:
local computation, where each device trains the model on its
local dataset, and model aggregation, where clients transmit
their updated models to a central server for aggregation.

Although FL keeps each device’s data local to preserve pri-
vacy, recent attacks have shown that client sensitive informa-
tion can still be leaked during aggregation when model updates
are sent to the server [5]–[7]. Even parameter-efficient methods
that share only a small subset of model parameters, such as
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Low-Rank Adaptation (LoRA) [8]–[10], remain vulnerable
to such data leakage [7]. To mitigate these privacy risks,
Homomorphic Encryption (HE) has been integrated with FL,
enabling the server to aggregate client updates in the ciphertext
domain without revealing them in plaintext [11], [12]. While
HE offers strong privacy guarantees, its practical deployment
in large-scale FL systems remains challenging, as ciphertexts
can be up to 128× larger than their plaintext counterparts [13].
For example, uploading an encrypted ResNet-18 model using
Paillier [13] takes nearly 45 minutes at an upload bandwidth
of 2 MB/s, compared to only 22 seconds for the same model
in plaintext. As a result, the primary FL system bottleneck is
shifted from local model training to the ciphertext transmis-
sion as well as the encryption, decryption, and aggregation
operations required by homomorphic encryption.

Recent research has explored several strategies to enhance
HE-based FL frameworks and make them more practical. For
instance, authors in [14] employ efficient HE schemes such as
CKKS [15] that enable faster linear algebra encrypted oper-
ations compared to other schemes. To further accelerate HE
schemes, some works have proposed specialized hardware ac-
celerators to speed up homomorphic computations [16]–[19],
while others focus on optimizing encryption and decryption
on client devices [20], [21], thereby reducing homomorphic
operation latency and making aggregation more practical. To
address the communication bottleneck, BatchCrypt [22] uses
gradient clipping and quantization to reduce client communi-
cation and server computation when using Paillier encryption.
Similarly, Pack [23] reduces CKKS ciphertext size to achieve
a more compact encryption.

Although recent work has reduced computation and com-
munication time, these approaches remain bounded by the
number of model parameters that must be transmitted and
encrypted. Even relatively small models, such as ResNet-18,
require each client to perform millions of homomorphic oper-
ations per FL round, generating a large volume of ciphertexts
and introducing substantial communication overhead. On the
server side, aggregation costs scale linearly with the number of
clients, making direct homomorphic aggregation prohibitively
expensive [1], [11], [22]. Consequently, the sheer volume
of encrypted operations limits the effectiveness of state-of-
the-art solutions, making direct homomorphic aggregation
prohibitively expensive even with existing optimizations.
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Fig. 1. Overview of the proposed framework. After local training, each client computes its coefficient matrices, encrypts them, and transmits the encrypted
updates to the server. The server performs homomorphic aggregation to obtain the global coefficients, which are then sent back to the clients. Each client
decrypts the aggregated coefficients and reconstructs the model weights for the next round.

To overcome this limitation, we propose a novel FL frame-
work with HE based on low-rank updates, enabling efficient
privacy-preserving federated learning as illustrated in Figure 1.
In our approach, only a smaller set of parameters (coefficients)
is transmitted to the server for homomorphic operations, while
the remaining parameters (weights and shared basis between
clients) remain locally on the client. This reduction is achieved
using singular value decomposition (SVD). This design simul-
taneously addresses the three main bottlenecks of HE-based
FL: it reduces communication overhead between clients and
the server, decreases encryption and decryption time on the
client side, and lowers server-side computation. A main chal-
lenge we address is how to efficiently maintain the low-rank
shared parameters to remain representative of the full model
without compromising privacy or performance of the model.
To address this, we utilize a distributed subspace iteration
method [24] from computational linear algebra, combined with
the iterative nature of FL, to update these parameters whenever
necessary. We evaluated our framework using ResNet-18 and
ResNet-34 models and different HE schemes to show that the
framework is not limited to a specific scheme. In summary,
the major contributions of this work are:

• We introduce Homomorphically Encrypted Aggregation
of Low-rank updates in Federated Learning (HEAL-FL),
the first privacy preserving federated learning framework
that enables training models from scratch while employ-
ing compressed model updates, substantially reducing
encryption, decryption, and communication costs.

• We propose updating shared basis between clients in
a privacy-preserving manner with minimal overhead by
replacing costly homomorphic SVD operations on the
server with simple homomorphic additions.

• We demonstrate the efficiency of our protocol through ex-
tensive evaluation across three homomorphic encryption
schemes utilizing real server and edge devices.

II. BACKGROUND

As many AI systems currently deal with sensitive data,
privacy-preserving solutions are required to ensure that no data
violations occur [25], [26]. This is very relevant at the training
phase where large amounts of data from different sources have
to be gathered to train the model. We need as many data
sources as possible while ensuring at the same time that the
data privacy remains intact. In this work, we use two concepts,
Homomorphic Encryption [15] and Federated Learning [1],
[27], to ensure data privacy. Additionally, we incorporate low-
rank decomposition to design an efficient FL system under
homomorphic encryption.

Homomorphic encryption allows computation on encrypted
data without decryption. It is based on the concept of ho-
momorphism from mathematics [28]. If we have two groups
(G, ·) and (H,×), a function h : G→ H is homomorphic, if
and only if h(u · v) = h(u)× h(v).

Let (P, ⋄, C, ◦, e, d) be our homomorphic encryption
scheme. P is the plaintext group with operation ⋄, and C
is the ciphertext group with operation ◦. Functions e and d
are the encryption and decryption algorithms. For plaintexts
a ∈ P and b ∈ P , the scheme satisfies: e(a) ◦ e(b) = e(a ⋄ b).

Federated learning enables devices to collaboratively train
models without sharing local data [29]. It involves multiple
clients and a coordinating server. Each client c has local
data Dc. The process is iterative, with multiple rounds. In
each round, the server sends model parameters (θ) to clients,
which then train their local models and upload updated pa-
rameters back. The server aggregates these to form a new
model, initiating a new round. This repeats until the model
converges [30], [31]. This distributed setting introduces secu-
rity vulnerabilities. Client-side, poisoning attacks [32] involve
malicious clients altering data labels or model updates to
corrupt the global model and create vulnerabilities or back-
doors. Countermeasures like model-based analysis and robust



aggregation are suggested to mitigate these attacks [33], [34].
HE is explored for privacy-preserving FL on the server side,
particularly against servers inferring client information.

Low-rank refers to representing a matrix using fewer inde-
pendent components than its full size, capturing only its most
important information while ignoring smaller, less significant
variations. This reduces the complexity of the matrix and al-
lows for more efficient storage. Singular Value Decomposition
(SVD) is a widely used technique to achieve this by breaking
a matrix into its main components: the left and right singular
vectors, and a diagonal matrix of singular values sorted in
decreasing order. The singular vectors can be viewed as basis
vectors that span the dominant subspace. By retaining the top
r singular values and corresponding singular vectors, a matrix
can be compressed, preserving most of the original structure.

III. RELATED WORK

Recent works have explored communication reduction tech-
niques for homomorphic encryption in federated learning.
BatchCrypt [22], built on Paillier encryption, proposes a
batching scheme that uses gradient clipping and quantization
to reduce client communication and encryption costs as well as
server computation overhead. However, BatchCrypt considers
the step-wise federated learning system (FedSGD), in which
gradients are transmitted to the server after each training
step. This setting requires more communication than the more
common FedAvg setting, where multiple local updates are
performed before transmitting the model, rather than the
gradients.

Pack [23] introduces a federated learning system, built on
the CKKS scheme [15], that reduces communication overhead
on clients by using a smaller ciphertext modulus for compact
encryption of the uploaded data. However, compressing the
ciphertext introduces significant errors that can lead to di-
vergence during training. To mitigate this, the authors train
an additional linear regression model for error correction
and filter updates on weights with large absolute differences
between the aggregated and local weights on the client side.
Moreover, to mitigate bias towards client-specific models,
periodic update rounds with a larger ciphertext modulus are
still required.

Other approaches [35], [36] propose to selectively encrypt
only the sensitive parts of the parameters to be aggregated
using homomorphic encryption, while leaving less sensitive
parameters to be aggregated in plaintext. Although this strat-
egy improves communication efficiency, it does not fully
guarantee the privacy of the clients.

Low-rank adaptation and weight decomposition have been
considered in the context of model finetuning [9], [10], [30].
Specifically, only a few parameters are updated and sent to
the server for aggregation, and the rest of the model is not
updated throughout the whole training since they are already
pretrained. This differs from our work since we consider a
more general case of training from scratch, where all the model
parameters should be trained and updated. There are also other
works that consider using SVD for communication reduction

[37], [38] in FL for training from scratch by sending either
low-rank weights or representation coefficients for gradients
that are smaller than the actual model weights. Those ap-
proaches do not account for homomorphic encryption and are
not readily applicable to every HE scheme. Moreover, they can
incur a large computational cost on the server, as performing
SVD under homomorphic encryption is highly expensive.

We note that our use of SVD should be distinguished from
Federated SVD works [39]–[42], which aim to distribute the
computation of SVD across clients’ data. By contrast, we
employ SVD for low-rank decomposition to efficiently train
neural networks in a federated manner.

In contrast to prior works, we introduce the first FL frame-
work with HE that uses low-rank updates to improve efficiency
and supports training models from scratch.

IV. METHODOLOGY

This section presents the proposed framework for efficient
and privacy-preserving federated learning with homomorphic
encryption and low-rank updates. Our goal is to reduce three
main bottlenecks: (i) communication between the edge device
and the server, (ii) the computation on the server side, and (iii)
encryption and decryption on the edge device.

A. Problem Setup

We consider an FL system with a set of clients C and
a single server. The server is responsible for performing
homomorphic aggregation of the client models. Each client
c ∈ C possesses a local dataset D(c), which is kept private
and not shared with other clients or the server. The overall
objective of the FL process is to collaboratively learn a global
model θ that minimizes the average loss across all client
datasets, where θ consists of a set of weights and biases,
collectively denoted as

θ = {W (l), b(l)}Ll=1 (1)

where W (l) and b(l) represent the weight matrix and bias
vector of the lth layer, respectively, and L is the total number
of layers in the network.

On each communication round t, each client c trains θt

on D(c), encrypts, and uploads θ(c) to the server. The server
then conducts the aggregation process over encrypted data
from clients to obtain θt+1 and broadcasts to all clients the
encrypted new model to be decrypted at each client to start a
new round.

Under HE, the cost of encryption, decryption, commu-
nication, and server-side aggregation becomes the dominant
factor in FL training. Our objective is to improve the overall
efficiency of the federated learning system while still enabling
training of the full set of model parameters.

B. Low-rank Updates

To address these challenges, we represent each W (l) using
reduced SVD. Specifically, each W (l) ∈ Rm(l)×n(l)

can be
expressed as:

W (l) = UΣV ⊤ (2)



Given a rectangular weight matrix where m < n and
a chosen rank r ≤ m, where we set r to 0.5m, we uti-
lize the right singular vectors V ⊤(l) ∈ Rn(l)×r(l) for each
layer as shared basis across clients. For simplicity, we write
W := {W (1), . . . ,W (L)} to refer to the collection of weights
across all layers, and use W in the remainder of this paper.
Each client then sends only coefficients W(c)V

⊤ ∈ Rm×r

per round. With this representation, after local training, the
clients transmit their updated coefficients to the server, which
aggregates them across all participants in an additive manner.
This aggregation produces a global set of coefficients that
represents the average contribution of all clients given the
shared basis. This yields significant benefits: it drastically
reduces the amount of data that must be encrypted, uploaded,
and decrypted on the client side, thereby lowering latency and
energy consumption. Moreover, because the server processes
only the compact coefficient matrices instead of the full model
weights, its aggregation computation is substantially lighter,
resulting in faster global updates and improved scalability
when the number of clients grows.

A potential drawback of keeping the basis fixed throughout
training may lead to a loss of representation ability, since the
most informative directions in the weight space can shift as
the model evolves over rounds. In particular, the low-rank
approximation may no longer capture the dominant subspace
of the weight matrices, resulting in slower convergence and
even degraded model accuracy. To mitigate this, we update
the shared basis at the server periodically, less frequently than
the coefficients. As mentioned before, however, transmitting
the complete weight matrices from the client for aggregation
or performing SVD homomorphically on the server incurs
significant both communication and computation overhead.

Therefore, we propose to use a distributed subspace iteration
strategy. Each client applies its local covariance to the current
global basis, producing the sketch Y(c)

Y(c) = W⊤
(c)(W(c)V ) ∈ Rn×r (3)

and transmits only n × r matrix to the server. The server
homomorphically aggregates those sketches, sends them back
to the clients, and clients subsequently perform a lightweight
QR decomposition, producing the new basis. Note that in the
standard (and distributed) power iteration, it is an iterative
algorithm to obtain a new basis vector, where the process starts
with a random initial vector and is iteratively repeated p steps
till obtaining a new basis. In contrast, we utilize the basis
from the previous federated round that provide a high-quality
initialization (compared to the random one); consequently,
requiring only a single iteration to obtain the updated basis
for the next round.

C. HEAL-FL Flow

The training procedure in our proposed HEAL-FL frame-
work consists of three phases: a warm-up stage, coefficient
update rounds, and basis update rounds. To enable this design,
the model parameters are partitioned into two groups. The first
group, which dominates the overall model size, comprises the

Algorithm 1 HEAL-FL Server
Require: Clients C, Model parameters θ, Rounds T

1: Send θ to C to start warmup round
2: for t in 1, . . . , T do
3: if Update basis then
4: Homomorphic addition for Ȳ ← Σc∈CY(c)

5: Send Ȳ to clients
6: if Coefficient update then
7: Homomorphic addition for C̄ ← Σc∈CCoef(c)
8: Homomorphic addition for θ̄nd ← Σc∈Cθ

nd
(c)

9: Send C̄ and θ̄nd to clients

weight matrices that use low-rank decomposition. The second
group contains parameters that are not decomposed (denoted
as θnd). This includes one-dimensional vectors such as biases
and normalization layers, as well as the last layer. In the
following, we describe each round type in detail:

1) Warm-up Round: The server initializes a model with
parameters θ and sends it to the clients. Each client trains
for kwarm−up local epochs then performs SVD over its local
weights (of the first group) to obtain new basis for each weight
per layer with rank r. HEAL-FL then uses the discussed
homomorphic basis update method to obtain the shared basis
that represent all the clients, while preserving privacy. Each
client then computes the coefficients given the new shared
basis and local weights and encrypts them along with the non-
decomposed (second) group parameters. Each client sends the
encrypted data to the server, receives the averaged results, and
decrypts them. For the first group of parameters, a new set
of weights is constructed given the shared basis and averaged
coefficients, and the second group directly uses the averaged
results from the server. This warmup round ensures that
training starts with representative basis vectors. It is important
to note that the server only performs homomorphic additions,
while the final division to compute the average is carried out
on the client side in plaintext.

2) Normal Updates Rounds: Each client begins the round
by training θt on its own local dataset, resulting in θt(c). A
client subsequently derives the coefficients by executing a dot
product between the trained weights and the shared basis. Then
the client encrypts and sends those coefficients along with
the second group parameters to the server. After receiving the
encrypted parameters, the server then performs homomorphic
addition to aggregate the encrypted data and sends them back
to the clients. The client then decrypts the coefficients and
divides by the number of clients to construct the weights for
the next round utilizing the shared basis and second group
parameters to obtain the model for the next round. The detailed
process is outlined in Algorithm 2.

3) Periodic Updates Rounds: Each client computes Y(c),
encrypts it, and sends the encrypted result to the server. The
client then obtains the new shared basis vectors as discussed
in the distributed power method given the averaged Ȳ . The
clients then perform the coefficients update round (without
the training part) to obtain the model for the next round.

Algorithm 2 outlines the client-side process in each round of



Algorithm 2 HEAL-FL Client Round
Require: Dataset D(c), Encrypted Coefficients C̄, Encypted

non-decomposed parameters θ̄nd, Shared Basis V ⊤

1: Decrypt C̄ and divide by number of clients
2: W t ← C̄V ⊤

3: Fill θt from W t and θ̄nd

4: θt(c) ← Train θt on D(c) for k steps
5: if Update basis then
6: Y(c) = W⊤

(c)(W(c)V )
7: Encrypt Y(c)

8: Send to server and wait to receive Ȳ
9: Dycrypt Ȳ and divide by number of clients

10: V ⊤ ← QR(Ȳ )
11: Coef(c) ←W t

(c)V
⊤

12: Encrypt Coef(c) and θnd(c) and send to server

the proposed approach, covering both the standard coefficient
update flow and the case where basis are updated (lines
5–11). We also provide in Algorithm 1, the training process
from the server-side perspective. The discussed flow assumes
full client participation in each round of FL. For partial
participation, where only a subset of clients is selected per
round, a simple modification is required. When a client is
selected after skipping one or more rounds, it may hold an
outdated version of the shared basis. In this case, along with
the current global coefficients and second group parameters,
the server additionally transmits the latest shared sketch. The
client then encrypts and updates its basis and proceeds with
the standard training flow described in Algorithm 2.

V. EVALUATION

In our evaluation, we consider an FL setup with full client
participation. The system consists of 10 clients, where each
client performs one local epoch on its training data before
sending updates to the server. We evaluate on the independent
and identically distributed (iid) scenario, where data is evenly
distributed across clients, and the non-iid scenario, generated
via a Dirichlet distribution with α = 0.3. Experiments are
conducted on CIFAR-10 and CIFAR-100 [43] using ResNet18
and ResNet34 [44], respectively. We use a learning rate of 0.01
for all approaches. We use 12th Gen Intel(R) Core(TM) i9-
12900 for the server and Jetson Orin Nano for the clients. We
assume 2MB/s for the uplink rate. Furthermore, we assume
the server broadcasting time to be negligible as a common
assumption in FL [1], [45]. We note that even in the absence of
the broadcasting assumption, our method has further potential
to achieve superior results.

For HE, we adopt the CKKS encryption scheme with
polynomial degree 8192, cipher modulus of 200, and scaling
factor of 240. To demonstrate the generality of our framework
and show that it is not limited to a specific HE scheme,
we further extend our evaluation on Paillier and Braker-
ski–Fan–Vercauteren (BFV). For CKKS and BFV, we use
TenSeal [46]. For Paillier, we used Intel cryptopaillier [47]
and Python Paillier on the clients with key size of 2048.
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For training time, we account for both client and server-
side operations. The client-side time includes the cost of local
training, encryption of the coefficient set (and the shared basis
matrices which are transmitted every 5 rounds), uploading the
encrypted payload to the server, and decrypting the aggregated
ciphertexts received from the server. Since we assume that all
clients run in parallel, the time per round is approximated
by the time taken for a single representative client plus the
aggregation time at the server. The total training time is then
obtained over all FL rounds required until convergence.

A. Encrypted and Transmitted Parameters

To quantify the efficiency gains of our proposed HEAL-FL,
we first analyze the effective number of encrypted parameters
exchanged between a client and the server. Figure 2 shows
the effective count of parameters that require encryption,
communication, and decryption over 5 rounds for ResNet18
and ResNet34. This count includes both the regular update
rounds and the periodic basis update used in our approach
and is compared against the cumulative size of transmitting
the full model in every round. Using our method, the number
of parameters exchanged is reduced by 82.3% and 83.1% com-
pared to transmitting the full model parameters for ResNet18
and ResNet34, respectively.

B. Comparison Against State of the Art

In this section, we compare our approach with representative
state-of-the-art of FL with HE methods. BatchCrypt [22] is
designed for the federated SGD (FedSGD) setting, where
their compression strategy is applied to per-step gradients.
This differs fundamentally from the currently adopted FedAvg
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Fig. 4. Normalized time comparison between our proposed approach HEAL-FL and FedAvg under Paillier and BFV homomorphic encryption schemes. Our
approach consistently achieves lower training time across schemes, model and datasets.

setting, where clients perform multiple local training steps
before uploading the model parameters to the server. For
example, using the current evaluation setup with data evenly
partitioned across clients and a local batch size of 64, adopting
the FedSGD setting would require 78 rounds of gradients to
a single FedAvg-equivalent round, which makes the FedSGD
setting communication inefficient since the gradients have the
same size as the model.

Pack [23] adopts the FedAvg setting and is specifically
tailored to compress ciphertexts under the CKKS HE scheme.
To avoid model divergence caused by their compression tech-
nique, their method introduces several additional components
(with extra overhead), including training error-correction mod-
els on clients, filtering weights with large errors for update,
and periodically transmitting the full uncompressed cipher-
text. However, since the paper does not provide sufficient
details on how these error-correction models are trained (e.g.,
model architecture, hyperparameters, or training procedure)
and different FL evaluation setup, we compare on round-
level metrics. In regular rounds, Pack reduces client-side
encryption time by 16% and upload cost by 63% compared to
sending uncompressed ciphertexts, while the aggregation time
remains unchanged. In contrast, our approach yields larger
improvements across all these aspects by directly reducing
the number of parameters exchanged and aggregated in each
round by approximately 83% on average, accounting for both
coefficient and less frequent basis update rounds. Other works
that focus on accelerating aggregation and encryption through
hardware optimizations [16], [20], [21] are orthogonal to ours.

Finally, we provide a detailed comparison of our approach
against state-of-the-art FedAvg with HE [48]. As a first step,
we present results using the CKKS scheme, as illustrated
in Figure 3. Our proposed HEAL-FL typically requires a
higher number of FL rounds to converge due to the additional
compression step. However, the total training time is reduced
because the savings in encryption, decryption, upload, and
server-side aggregation time per round outweigh the increase
in the number of rounds. Our approach yields up to 30.9%
reduction in training time with an average of 18.8% across all
evaluated models and data distribution settings.

To demonstrate the generality of our protocol, we further

extend our evaluation to additional HE schemes, starting with
the BFV scheme. As shown in Figure 4(b), the results follow
a similar trend to CKKS, exhibiting comparable reductions of
up to 30.5% in total training time. With Paillier, our method
achieves the largest gains, up to 38.6% faster than FedAVG
as shown in Figure 4(a). These improvements arise because
the communication and encryption-time savings become even
more dominant under Paillier.

Finally, we compare the maximum accuracy achieved by
each method, as reported in Table I. Despite utilizing low-
rank updates and transmitting only compact coefficient–basis
representations, our method does not incur any accuracy
degradation compared to fully encrypted FedAvg.

In summary, our method shows reductions in communica-
tion and homomorphic operations within FL, while maintain-
ing the quality of the model.

TABLE I
ACCURACY COMPARISON.

Method ResNet18/CIFAR10 ResNet34/CIFAR100
iid non-iid iid non-iid

FedAvg(HE) 91.6% 90.2% 71.0% 70.2%
HEAL-FL 90.7% 88.8% 70.7% 68.3%

VI. CONCLUSION

In this work, we consider the integration of homomor-
phic encryption in federated learning, where the primary
system bottlenecks shift from model training to the costs
of encryption, ciphertext transmission, and server-side aggre-
gation. To address these challenges, we propose HEAL-FL,
a framework that decomposes model updates into a shared
basis and compact coefficient representations. By transmitting
only the low-dimensional coefficients in most rounds, our
approach reduces the number of encrypted parameters, thereby
lowering the costs of encryption, decryption, communication,
and aggregation. Our evaluation reveals that our framework
achieves nearly 38.6% reduction in the overall training time
compared to FedAvg on the Paillier encryption scheme. Over-
all, our work provides a practical and general approach to
enabling scalable, privacy-preserving federated learning under
homomorphic encryption.
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