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Abstract—Glitches are hardware-level hazards that are capable
of compromising secure implementations. Even dominant protec-
tions against side-channel attacks must demonstrate immunity
in the potential presence of glitches. In this paper, we study
two hardware masking schemes rationales, namely Ishai-Shai-
Wagner (ISW) and its Enhanced version (E-ISW), as well as
Domain-Oriented Masking (DOM). While other glitch-aware
masking schemes have been proposed, our focus is specifically
on the differences between E-ISW and DOM. Those two styles
rely respectively on combinational and on sequential separation of
shares. It is known that sequential separation, realized through
pipelining stages, does impact the latency of the hardware
masking scheme. Additionally, in this paper, we show another
drawback: pipelining does not provide full independence between
manipulated shares. Indeed, we show that pipelining elements
(DFFs in practice) can propagate upstream activity downstream.
This results in first-order leakage in real-world systems, especially
when parasitic effects are considered. In this respect, we show
that DOM is leaking at first-order, and that this leakage increases
with both the complexity of the netlist (in terms of number of
DOM gadgets) and with the extent to which the operational
environment can be worsened by an attacker (e.g., lowering the
voltage to increase the leakage). These findings provide valuable
insights for advancing secure hardware design.

I. INTRODUCTION

Side-Channel Analysis (SCA) attacks threaten any crypto-
graphic devices. To protect against such attacks two main cate-
gories of countermeasures have been proposed in the literature:
hiding and masking. The former mainly relies on equalizing
the power consumption regardless of the computation being
performed. Such schemes are mainly based on dual logic,
and suffer from process variations as well as early propa-
gation, e.g., in Wave Dynamic Differential Logic (WDDL)
circuitries. In contrast, masking schemes rely on randomizing
the computations to decorrelate the side-channel (e.g., power
consumption) from the computation being performed thus
concealing the secret key.

Masking is often advocated as a natural countermeasure
against SCA attacks, as it is supported with formal security
proofs. In particular, the complexity of an attack (measured by
the number of traces required to extract the key) grows expo-
nentially with the number of random shares [1]-[5]. However,
for masking to deliver on its theoretical guarantees, certain
assumptions must hold. Most importantly, the shares must
remain independent. While this condition may be satisfied at
the logical level during share generation and manipulation,
such assumption may be violated at the physical level.

Indeed, prior work has shown that physical effects such
as crosstalk and IR drop can undermine the independence
assumption between shares [6], [7]. These issues are com-
binational in nature, violating the independence assumption
at a specific point in time. Additionally, Sugawara et al. [8]
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demonstrated first-order leakage that depends on static secret
values. This is problematic, as such leakage should not occur
in well-masked end-to-end circuits with complete masking
(i.e., full randomization).

In this paper, we introduce another physical weakness that
can jeopardize the security of masking schemes, namely the
non-independence across pipelining stages (i.e., timing barriers
or sequential recombination). In this respect, we contrast
between E-ISW [9] and DOM [10], which are the current two
contenders. Their respective pros and cons are summarized in
Table 1. In this table, the critical clock period refers to the
combinational logic depth of the countermeasure, where the
shorter the better, and throughput indicates the rate at which
outputs are produced over time, while latency refers to the
number of clock cycles required to obtain the result.

TABLE I: High-level comparison between E-ISW and DOM

[ Masking style | E-ISW [ DOM |
Critical clock Bad Good
Throughput Bad Good
Latency Good Bad
Shares separation | Combinational | Sequential

E-ISW implements combinational separation, whilst DOM

implements sequential separation. In this article, we show that
sequential separation actually is leaking more significantly
than combinational separation.
Contributions: As an important contribution, in this paper we
demonstrate the success of a first-order attack on DOM, even
though DOM is generally considered secure against first-order
attacks in the literature [1 1]. This vulnerability arises because
the common assumption that DFFs completely stop glitches
does not perfectly hold. Specifically, the high-level model
considering that the DFF is opaque when the clock is not at a
rising edge is true only in the absence of parasitics. In practice,
with parasitics, any activity at the data input (D) of the DFF is
propagated to the output (Q). Our characterization show that
such transfer is more important when the clock signal (CLK) is
low. Thereby even the supposed to be glitch resistant schemes
(such as DOM) may leak in the simple probing model. Such
findings show that the evaluation of glitch-resistant hardware-
level schemes, such as E-ISW and DOM, must consider not
only their security guarantees but also their impact on Power,
Performance, and Area (PPA).

II. PRELIMINARY BACKGROUND ON MASKING SCHEMES

This section overviews masking schemes (including ISW,
DOM, and E-ISW) used to implement the non-linear part
of the encryption schemes (i.e., S-Box module). The masked
AND gadgets of these schemes are shown in Fig. 1.
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(a) ISW

Fig. 1: ISW [1], E-ISW [9], and DOM [
connecting the upper ANDs’ output to the bottom XORs
ISW: This protection was proposed by Ishai, Sahai, and
Wagner [1] who initially referred to their scheme as “private
circuits”. Later, as this seminal scheme gained traction and
derivatives were proposed, the original scheme was simply
referred to as “ISW” by the side-channel analysis community.
This scheme consists in computing on randomly shared
data, and innovates in introducing the concept of gadgets.
Since any vectorial Boolean function can be decomposed into
polynomials [12, §2.2], the sufficient gadgets are addition
and multiplication. In Boolean circuits, those operations are
simply XOR and AND. In particular, in this architecture, the
gadget implementing the AND gate requires a single bit of
randomness, denoted as R. Assume that bit X is represented
by a random sharing (X, X1) such that X = X° @ X!, and
similarly bit Y is represented by a random sharing. The AND
operation between X and Y, denoted as Z, is then computed

according to the following equation:
(X YYHYaeR) @ (X YY)

70 =
{21 = (X' Y9YeR (XY

In these equations, the sequence of operations must re-
spected the precedence of operators, including parentheses;
therefore, the implementation must maintain the same gate
order in the resulting netlist. It is worth noting that some
optimizations of ISW proofs have been proposed, e.g., in [13].
Indeed, ISW assumes that its constitutive gates are synchroniz-
ing, which is not the case in practice. Thus, without surprise,
ISW leaks in presence of glitches, as shown in [14]. Several
glitch-resistant logic styles, such as DOM and Threshold
Implementation (TI), have been proposed in literature to
solve this problem. However, as we show in this paper even
supposed-to-be first-order secure DOM is leaking.

DOM: Domain-Oriented Masking (DOM [10]) leverages
pipelining barriers to prevent glitch propagation. In practice, D
flip-flops (DFFs) are inserted only at sensitive places, namely
where signals that depend on all input shares converge. The
structure of DOM is organized into three layers [10, §3.2].

o Calculation (on shares);

o Resharing (adding fresh randomness within domains);

« Integration (coalescing shares to restore the same number

of shares as in the input).

It is worth noting that in DOM, the addition of fresh random-
ness is referred to as “resharing” rather than “refreshing”. The
latter term is instead used in the context of gadgets proved as
Strong Non-Interfering (SNI), which are not required in DOM.

(b) E-ISW
] AND gadgets; DOM AND gadget can be implemented with 2 DFFs by removing the red DFFs and directly

(c) DOM

E-ISW: As mentioned earlier, ISW leaks in the presence of
glitches. However, as shown in [9], ISW can be strengthened
by inserting delays at strategic places, not to prevent glitches
but rather to make them harmless from a security standpoint. In
practice, these delays ensure that signals that could otherwise
recombine in a manner violating the robust probing model
(when the two paths together depend on all the shares) are
safely separated. Such resulting logic style was referred to as
Enhanced-ISW (E-ISW) in literature [9].

ITII. GLITCH PROPAGATION THROUGH DFF BARRIER

In this section, we analyze the behavior of a DFF design in
the presence of glitches and assess the impact of the clock on
masked circuits with respect to SCA leakage. We show that
transitions occurring at the DFF’s input can still be observed
— albeit with low amplitude — at the output, which is expected
given the intrinsic imperfections of CMOS transistors.

A. DFF Implementation

We implemented a DFF using an industry standard library
topology and simulated the circuit via Synopsys HSpice to
study the propagation of glitches. The structure is shown in
Fig. 2. The internal gating is controlled by complementary
phases clk and n_clk generated locally. The model uses the
library’s transistor-level devices and device ratios; parasitics
internal to the cell are included by construction. The supply
voltage was held at the nominal voltage of 1.1 V and the clock
is a 50% duty-cycle rail-to-rail signal with nominal slew.

/

clk

n_clk

Fig. 2: Implemented DFF architecture

To excite glitches, we inject a narrow pulse on D by
momentarily toggling it either 0 — 1 — 0 (positive glitch) or
1 — 0 — 1 (negative glitch). The pulse timing is swept in such
a way that glitches occur (i) while primary latch is opaque, (ii)
while it is transparent, and (iii) within the setup/hold aperture
around the transfer edge.



B. Glitch Propagation Analysis Through DFF

Figure 3 exhibits four annotated time windows (Scenarios 1-
4) that combine the pre-state of (D, ()) with the glitch polarity
on D. To make the glitches visible, the bottom two traces zoom
@ close to logic 0 and logic 1 levels which reveal millivolt-
scale bumps/dips that are not obvious on the full-scale plot.

Scenario 4
(d, o) = (1,1) then
glitch ond (1501

Q (zoomed | ¢
tologic 0)

sl
Q(zoomed | !
tologic 1) |12

Fig. 3: Glitch propagation through DFF

Scenario 1 (D, Q) = (0,0) with a 0 — 1 — 0 glitch on D:
the glitch is almost filtered while clk = 1 (the primary latch
is opaque) as the propagated glitch is barely visible which
may appear in micro-volt range. However, while clk = 0 (the
primary latch is transparent), small upward bumps are visible
on the output Q (shown in Q (zoomed to logic 0) trace) while
glitch is induced on input D. Additionally, an upward bump
is visible right after a sharp dip when the glitch occurs during
the clock falling edge (when the primary latch is opening, the
secondary latch is closing).

Scenario 2 (D,Q) = (0,1) with a 0 — 1 — 0 glitch: the
stored logic 1 is preserved during clk = 1 (the primary latch is
opaque) though the propagated glitches may appear in micro-
volt range. However, the voltage level goes down slightly and
small upward bumps are observed in Q (zoomed to logic 1)
trace while clk = 0 (the primary latch is transparent). Unlike
scenario 1, no sustained bump/dip is observed when the glitch
occurs during the clock transition edge though there is a sharp
dip exactly at the falling edge.

Scenario 3 (D,Q) = (1,0) with a 1 — 0 — 1 glitch: the
glitch is almost filtered while clk = 1 as previous scenarios.
During clk = 0, the voltage level at ) goes up slightly
and small downward dips are observed in terms of glitch
propagation. For this case, no bump/dip is observed when the
glitch coincides with the clock transition edge though a sharp
dip is visible exactly at the falling edge.

Scenario 4 (D,Q) = (1,1) with a 1 — 0 — 1 glitch:
the latched logic 1 is maintained during clk = 1 as previous
scenarios; during clk = 0, small downward dips are visible at
Q. A downward dip is also observed right after a sharp dip
when the glitch occurs during the clock falling edge (primary
opening, secondary closing).

The takeaway point is that the DFF behaves as an effective
glitch filter when the primary latch is opaque (clk = 1) as
very less amount of glitch can be propagated but does not
eliminate glitch propagation during clk = 0 (when primary
latch is transparent).

Indeed the DFF consists of two main latches, primary
and secondary. When clk is 1, the primary is closed (i.e.,

opaque), retaining the current stable data, and the secondary
is opened (i.e., transparent). Here, all the transitions happening
will be logically blocked by the primary. When clk is 0, the
primary is opened, and the transitions are transmitted to the
secondary (which is logically blocking). Thus, when clk is
0, the secondary is excited more than when clk is 1, which
induces more leakage at the DFF output (). These glitches are
small in amplitude yet rich in dynamic/short-circuit energy
and are precisely the kind of features that can reappear and be
re-shaped by the first combinational stage after the register.

In our experiments, when the clock is low, propaga-
tion can be characterized by a transmission rate, equal to
(1.20 V)/(500 pV) = 1/2,400. Although low, averaging
over 2,400 traces yields the same leakage as an unmasked
implementation. We also observe a pulse at the clock falling
edge. Depending on DFF input D and output @, it can
produce a power spike of {2.6,2.8,3.0} mV. Again, this minor
variation, once averaged sufficiently, can reveal (D, Q) values,
representing another leakage source.

In sum these observations show that DOM and other mask-
ing schemes that use the compression step (including some
implementations of TI [15], [16]), fail to ensure security in
the probing model.

C. Glitch Propagation Through XOR Gate After DFF

To check the glitch propagation through XOR gate after
the DFF, we fed the DFF output () into a 2-input XOR from
the same library to see how a post-register gate reshapes the
narrow glitches propagated through the DFF. The other XOR
input (consider it as B) was fixed to a constant: first to logic
0 and then to logic 1. The stimulus on D and the clocking
are identical to the DFF study. The plots shown in Fig. 4 are
annotated with the same four windows (Scenarios 1-4). For
both @ and xor_out, rail-zoomed traces expose millivolt-scale
bumps/dips that are otherwise invisible.

Case B = 0 (Fig. 4a). Functionally A @ 0 = A, therefore
zor_out follows Q. In the measurement, if we focus on the
bottom two traces (XOR output zoomed to 1 and 0), we can
see that the propagated glitches are present yet less pronounced
than at the DFF output Q.

Case B =1 (Fig. 4b). Functionally A @ 1 = A, therefore
zor_out is the inverted version of the polarity of the DFF
output (). Consistent with the vector-dependent conduction
paths inside the XOR, scenarios where xor_out is at logic
1 (Scenarios 1 and 3) show very little visible propagation,
whereas scenarios where xor_out is at logic 0 (Scenarios 2
and 4) show clear, time-aligned excursions that closely match
those at the DFF output ().

For both constants on the second XOR input (B =0 or B =
1), glitches that coincide during clock falling edge (primary
latch opening, secondary latch closing) propagated through the
XOR gate and the propagated glitch is stronger when the XOR
output is at logic 0 than when it is at 1.

The takeaway point is that a post-register XOR does not
filter the propagated glitches; rather, it forwards them with
small input vector-dependent changes in delay and amplitude.
Although the excursions are less pronounced when the other
input is 0, they are significant when the other input is 1.
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Fig. 4: Glitch propagation through DFF and XOR - Used for integration step.

IV. LEAKAGE ANALYSIS METRICS: WHY USING NICV

We first discuss the relevant choice for leakage detec-
tion metric. The International Standard ISO/IEC 17825 [17]
presents two estimators in this respect:

o Student T-test, an independent two-sample t-test, for
equal sample sizes and variance, applied to two groups
(1, 2) [18], and

e Normalized Inter-Class Variance (NICV [19]).

T-test is used to compare the average of two samples. The
computation consists of: ¢t = (X; — X2)/(sp/2/n), where

X, i € {1,2} is the average of either class, and where s, =

s +s5 . .
\/ =5—==. Here s, is the pooled standard deviation for the
same number of samples n = n; = ny in each class, and sx;,

is the unbiased estimator of the population variance.

Now, achieving a precise estimation of a statistical parame-
ter (in this case, the difference of means) requires a sufficiently
large sample size and reaching the 4.5 threshold (commonly
adopted in the SCA context, [17, §8.4]) is not always feasible,
even when the two samples are known to have different means.
Besides, the T-test consists of analyzing whether a measured
bias (measured by the difference X; — X5) is significant
relative to some variability (measured by s,). The purpose
of the test is to determine whether the bias is significant, i.e.,
whether a high T-test value is not merely due to estimation
error. In this context, it is assumed that the variability arises
from noise, and the T-test computes a ratio of inter-class
variance to intra-class variance. As in our SPICE simulation
there is no noise, only the inter-class variance matters.

In this respect, NICV is more suitable. Indeed, NICV
consists of the normalized inter-class variance. Specifically,
by the law of total variance, the variance can be decomposed

into inter- and intra-class components. Therefore, NICV, being
the ratio between inter-class variance and total variance, is a
unitless quantity with values in the interval [0, 1].

If NICV detects leaks, that is NICV # 0, then it can be
concluded that there is a first-order leakage. The first-order
leakage is the most dreadful one, as:

o itis the easiest to exploit, in terms of attack complexity in
number of traces (there is no noise amplification despite
the masking scheme);

« 1o sophisticated attack is required: simple setups, such as
correlation power analysis (CPA [20]), well-known and
extensively described in classical manuals [21], [22].

V. LEAKAGE EXPLOITATION IN DOM

Building on our observation that the DFF is not fully opaque

(Recall Sec. III), in this section we show that this leakage
can be exploited in the DOM architecture, which is otherwise
expected to provide first-order security.
Setup: We implemented the masked AND gadget for ISW,
DOM (different architectures including 2 DFFs and 4 DFFs),
and E-ISW [9] as shown in Fig. 1 at the transistor level using
a 65nm commercial technology. Transistor-level simulations
were performed in Synopsys HSpice under typical conditions:
temperature of 25°C, Vgg = 1.1 V.

To capture the power traces, each applied trace consists
of two parts: an initial input, which intentionally sets the
circuit to a known state, and a final input, during which
the cryptographic circuit transitions from the initial state to
the final value. The recorded power corresponding to this
transition is used for analysis. Power samples are collected
at a rate of 1 TSample/s. For the AND gadget simulations,
both the initial and final inputs are exhaustively applied.

A. Leakage Comparison in Nominal Voltage

Figure 5 compares the three implementations of masked
AND gate: ISW, E-ISW, and DOM (with 2 DFFs and
with 4 DFFs) under identical acquisition conditions. Row
(a) overlays average power traces, row (b) shows the class-
wise mean power for four unmasked input classes (z,y) =
(0,0),(0,1),(1,0),(1,1), and row (c) depicts the NICV com-
puted over those classes at nominal voltage supply.

For the ISW’s AND gadget (Fig. 1(a)), although the class-
wise mean power is small, the NICV exhibits distinct early
peaks confined to a short interval. The class-wise means
separate slightly in the same region. This behavior represents
the glitch propagation and unbalanced routing, which enables
information to leak even when shares are logically separated.
For the E-ISW AND, the class-wise mean waveforms es-
sentially overlap, and the NICV remains at the noise floor
across the window. We observe no visible leakage within our
measurement resolution at nominal voltage.

With DOM based on two registers, the mean power be-
comes more structured (activity concentrated around process-
ing phases). The class-wise means nearly overlap, yet the
NICYV reveals a narrow, localized peak aligned with the princi-
pal switching event, indicating temporal alignment at register
boundaries concentrates data-dependent current, making small
leakage measurable even though the average behavior appears
similar across classes. Furthermore, for DOM with 4 DFFs,
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with 2DFFs and 4DFFs

the NICV peak becomes sharper and larger than with 2 DFFs,
which indicates that additional registers increase the amplitude
of a leakage spike at clock phases.

At nominal voltage, E-ISW AND shows no measurable
leakage, while ISW leaks early and DOM leaks at register-
aligned instants, with stronger leakage for 4 DFFs due to
additional capture events increasing data-correlated switching
at clock edges. In the case of the ISW, the leakage induced
by glitches is quite significant. This leakage is maximal when
it reveals exactly the secret value. When considering the case
where a glitch arrives on the X° input, the dynamic power
consumption c at the XOR gate calculating Z° can be modeled
as the transition created by the signal X°.

=X Y'eR a (X" Y?
ZOZ(XO~Y1@R)@(XO~YO)
c=2"22=vy'ay'=Y

The same holds symmetrically for Z! and X. To maximize
the observable leakage induced by glitches, we set up the same
scenario for DOM to evaluate the leakage through DFF. The
result is illustrated in Figure 9.

B. Effect of Power Supply Variation on the Leakage

In Fig. 5, row (d) displays the NICV across supply voltages
(1.1 V = 0.7 V) in 0.1 V steps for the targeted masked
implementations of AND gadget. As shown, in ISW, multiple
NICV lobes grow and shift slightly, widening the exploitable
window as supply voltage decreases. E-ISW remains flat near
nominal, but at 0.8 V a distinct, narrow NICV peak emerges,
indicating that aggressive undervolting defeats its robustness
by re-introducing potential glitch windows. For DOM with
2DFFs and 4 DFFs, the dominant NICV feature is a single
spike tightly aligned with the register capture event which
strengthens as the supply voltage decreases, with the largest

amplitude at 0.7 V. The fully pipelined version (with 4 DFFs)
consistently shows the most pronounced spike.

The takeaway point is that undervolting amplifies leakage
relative to the noise. In ISW, multiple leakage lobes appear,
and DOM spikes intensify markedly, while E-ISW shows no
significant leakage. This is because, in E-ISW, decreasing the
voltage does not compromise separation: both shares remain
isolated in two distinct time samples.

C. Effect of Cascading DOM AND Gadgets on the Leakage

To further verify that the upstream glitch can propagate and
appear as downstream glitch in the deeper logic, as shown
in Fig. 6, we implemented an 8-input AND gadget using a
two-stage cascading structure with each 4-input AND gadget
fully pipelined (4 DFFs version shown in Fig. 1(c); inside each
4-input AND gadget is not shown here). In this experiment,
inputs are applied over 16 possible classes.

i U O B

Fig. 6: An 8-input DOM AND gadget using a cascaded implementation

Figure 7 shows the class-wise mean power and NICV
over those classes. The class-wise mean power traces largely
overlap but still there are some localized mismatches among
the classes which are clearly visible in the NICV plot. It is
visible that there are some early small NICV peaks (at ~
sample 600) that correspond to localized switching in the first
stage. A dominant NICV spike, at ~ sample 2000, is aligned
with negative edge of the clock. Additional small peaks later in
the window reflect further glitch availability on second stage.
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D. Reasons Behind the Leakage in Transition Edges of Clock

As we have observed leakages during both the falling
and rising edges of the clock, we traced the signal from
downstream to upstream components in the DOM AND gadget
(Fig. 1(c)) to identify the cause. Fig. 8 shows the primary
inputs X° and Y'!, which are unaffected by the circuit’s
electrical state, and the output of the AN D2 gate T°!, where
T = X%.YL Upon close inspection, two distinct variations
are clearly visible at samples 1500 and 4500, corresponding
to the falling and rising edges of the clock. Thus, we infer
that 7°! is affected by clock activity, and interestingly, this
impact differs depending on whether the value is logical O or
logical 1. Since the output of these gates depends on a single
share, the effect also depends on that share. Additionally, the
DFF triggers the XOR gate behind it, which in turn depends
on the second share (X°-Y?) stored in the other DFF. Hence,
the influence of the falling and rising edges depends on both
shares of the secret value Y, explaining the leakage detected
by the NICV. This leakage can be observed in almost any
gate of the DOM circuits. We also note that we intentionally
supplied independent V4 to each component, so this leakage is
not due to combined leakage through a single supply voltage,
as is typically the case in real circuits. Naturally, in practical
scenarios, leakage would be even more pronounced as all gates
manipulating different shares are connected to the same Vyq.

— ck X° \s T° (logic 1) T°! (logic 0)
1.090 -
Q
~ -L
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1.086 T T T T T T T
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Fig. 8: Input X, Y' and AND?2 gate output 7°?
E. Effect of Glitch Propagation Induced in the Middle of Clock

As shown in Sec. III, glitch propagation is stronger during
clk = 0 than clk = 1. To observe this in the DOM AND
gadget, we induced glitches through a primary input after the
DOM DFFs sampled the inputs. Fig. 9 shows the clock, mean
trace of input X° (where glitches were applied), and the NICV
of the XOR gate (XOR3 in Fig. 1(c)) producing output Z°.
Data was loaded at time 0, with glitches applied around sample
6000 (clk = 1) and 9000 (clk = 0). The NICV plot clearly
shows that leakage at sample 9000 is stronger than at 6000,
confirming that glitches propagate through the logic and DFFs

to the final XOR, consistent with the observations in Sec. III
where post-register gates preserve and slightly reshape spikes.
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Fig. 9: NICV of final XOR (generating Z°) in DOM AND gadget when
glitch is induced on X°

VI. DISCUSSION

Transposition to FPGA as a target: This article presents
figures for ASIC. In FPGA targets, glitches remain a concern,
but the circuit structure differs: combinational logic is imple-
mented with Look-Up Tables (LUTs), and DFFs are built-in
components. Since power is dominated by LUTs, other leakage
mechanisms (e.g., coupling through V;4) are more prominent
than glitch propagation through DFFs. We leave this for future.
Time-sharing Masking (TSM): We underline that time
separation prevents two shares from being recombined by
glitches. This concept was recently applied in a masking
implementation called TSM [23].

Higher-order masking: Our finding (glitch propagation
through DFFs) can also undermine the security of higher
order masking. Indeed, such recombination can reduce the
security level from any order d > 1 to order 1. The amount
of leakage might be small though as glitches do not occur for
all data combinations and glitch amplitude is lower than that
of nominal signals.

VII. CONCLUSION AND PERSPECTIVES

In practice, resisting against shares recombination by
glitches requires specific care. Accordingly, state-of-the-art
masking leverages separation. This paper compared two modes
of separation: combinational vs sequential, and showed that
sequential separation, in the context of real-world technol-
ogy, does not fully compartmentalize shares. Indeed, parasitic
capacitances allow glitches to traverse a DFF even when
triggering clock signal is steady. Those parasitic effects cannot
be ignored in critical applications where maximum security is
required, as the probing model is used as the baseline for
formal proofs.

In practice, the leakage through DFF is amplified if 1)
the attacker can manipulate the Process-Voltage-Temperature
(PVT) to exacerbate the effect of parasitics over functional
signal propagation; and 2) the design has deep depth (e.g.,
AND-tree). Even though the leakage might be small in value, it
is still dangerous as it is a first order leakage, thereby defeating
masking even at higher order. Thus, protections, along the
lines of TSM, or leveraging a double-pipelining, could be
envisioned when security level must be improved.
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