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Abstract—Over the last couple of years, large language models
have increasingly been integrated into many computing applica-
tions. For privacy preservation, they are now deployed on edge
devices. However, these deployments are vulnerable to bit flip
attacks and backdoor attacks that compromise the integrity of
the model. Traditional remote attestation techniques fail to detect
such manipulations due to the large model size and the stealthiness
of the attacks.

In this paper, we present TrustSeed, a lightweight functional
attestation protocol that uses a single inference to ensure large
language models’ integrity. TrustSeed verifies integrity by ap-
plying deterministic, seed-based modifications to model weights
within a Trusted Execution Environment and comparing the last
intermediate activations and output distribution against a golden
reference on the verifier. This approach prevents precomputed or
forged responses, ensuring freshness and unpredictability in each
attestation round. Our analysis shows that output distribution and
last intermediate activations are effective indicators of integrity.
We test TrustSeed against bit-flip, data poisoning, and weight
poisoning attacks, reliably detecting even single-bit alterations.
Extensive evaluations on edge platforms and an HPC system
demonstrate minimal overhead and up to 127× faster attestation
compared to state-of-the-art full-model hashing.

Index Terms—Attestation, LLM, Security

I. INTRODUCTION

Large language models (LLMs) have demonstrated remark-

able performance across diverse natural language processing

tasks. Their deployment was largely cloud-centric due to sig-

nificant computational and memory demands [1]. This cloud-

centric deployment raises serious privacy concerns, as transmit-

ting sensitive data, e.g. health information, to remote servers

can expose it to potential risks [2].

To address these issues, recent works have introduced spe-

cialized lightweight architectures, such as MobileBERT [1],

TinyLLaMA [3], and RoBERTa [4], enabling efficient execu-

tion on resource-constrained edge devices. Deploying LLMs

on the edge preserves privacy by keeping data local and

provides real-time interaction for mobile conversational agents,

autonomous vehicles, and AR/VR interfaces [1], [3].

The adoption of LLMs on edge devices has made them an

attractive target for attackers. Edge deployments are particu-

larly vulnerable as they often lack dedicated integrity-checking

mechanisms [5]. Integrity attacks on LLMs are categorized

into Backdoor Attacks (BDAs) and Bit-Flip Attacks (BFAs).
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Fig. 1: Overview of TrustSeed. The verifier sends a token and seed to the
prover. The prover’s TEE modifies LLM weights accordingly. The prover runs
inference to get Last Intermediate Activations (LIA) and Output Distribution
(OD), computes a hash over them, and returns it. The verifier checks integrity
by comparing this hash with the golden model’s LIA and OD under the same
LLM modifications.

In BDAs, such as Data Poisoning Attacks (DPAs) [6] and

Weight Poisoning Attacks (WPAs) [7], the attacker requires full

access to the model to fine-tune it so that only poisoned inputs

(those containing a specific trigger) are misclassified, while

the model’s accuracy on all clean inputs remains unaffected.

In contrast, BFAs are carried out without direct access to

the model. Attackers may use techniques such as laser beam

and volt-induced fault injection [8]–[10], Rowhammer [11],

[12], and VoltJockey [13] to introduce faults in the model’s

parameters, aiming to reduce the model’s overall accuracy

without targeting specific inputs [14]–[17].

Although classical Remote Attestation (RA) [18] methods

generally provide a practical solution for verifying whether

devices in a remote environment have been compromised,

they are not well suited to defend against modern attacks on

LLMs. For example, in static attestation the trusted server (the

verifier) sends a challenge to the remote device (the prover)

corresponding to a part of the memory; the prover responds

with a hash of its binaries corresponding to that part to prove

its integrity [19], [20]. This approach is not effective for LLMs

as it relies on randomly sampling portions of the binaries.

Given the enormous size of LLMs, containing millions of

parameters even in relatively small models [1], [3], [4], and the

fact that even a single bit-flip can drastically degrade model

accuracy [14]–[17], the probability that the verifier selects a

manipulated portion is extremely low. Other types of attestation

such as control-flow attestation, are also ineffective in this

context. While control-flow attestation ensures that a program’s



execution path has not been altered [21], attacks on LLMs,

including both BDAs and BFAs, target only the model weights

without modifying the control flow, leaving the inference path

intact, thereby evading detection.

To address this issue, we present TrustSeed, the first

lightweight attestation protocol for LLMs that verifies model in-

tegrity through functional behavior on random inputs as shown

in Figure 1. TrustSeed performs attestation by running a single

inference on random input and compares hashes of the Last

Intermediate Activations (LIA) and Output Distribution (OD)

with those of a golden model on the verifier. TrustSeed prevents

attackers from precomputing or predicting results, ensuring

that they cannot bypass the attestation. To achieve this, the

verifier instructs the prover’s Trusted Execution Environment

(TEE) to temporarily modify the LLM by applying random

relative deterministic modifications to the model’s weights in

the attestation rounds, based on a verifier-selected seed.

This guarantees that the modified model’s outputs are fresh,

unique, and unpredictable in each attestation round. Finally, we

validate our attestation protocol against three types of attacks:

Weight Poisoning Attacks (WPAs) [7], Data Poisoning Attacks

(DPAs) [6], and Bit-Flip Attacks (BFAs) [14]–[17]. The major
contributions of this work are:

• We present TrustSeed, the first lightweight attestation

protocol for LLMs that verifies model integrity through

functional behavior. TrustSeed uses server-controlled ran-

domized weight modifications to prevent precomputation

and prediction attacks, ensuring unpredictability. It re-

quires only one inference with minimal pre and post

processing, suitable for resource-limited edge devices.

• We show, through comprehensive analysis, that OD and

the LIA of LLMs are highly sensitive to weight tampering,

making them effective indicators for integrity verification.

• We prove the effectiveness and efficiency of TrustSeed

through extensive evaluation against three state-of-the-

art attacks (WPAs, DPAs, and BFAs), and by measuring

performance overhead on two real edge devices and an

HPC system.

II. RELATED WORK

Several works have proposed attestation techniques for deep

neural networks (DNNs). While these techniques are not de-

signed for LLMs, they could, in principle, be adapted to this

domain. We discuss these techniques in the following.

First, in [22]–[25], the authors assume white-box access to

the model during the attestation phase, meaning the verifier has

full visibility into its weights. For instance, DeepAttest [22]

embeds a device-specific watermark into a subset of the DNN

weights. Whenever attestation is done, the presence of the

watermark in the weights proves the authenticity of the model.

While this protocol can confirm model ownership, it does not

guarantee integrity, as only a portion of the weights holds the

watermark. An attacker could tamper with the other weights

without detection. The authors argue that weight modifications

can be detected through the system’s self-detection mecha-

nisms, which are not always available on resource-constrained

edge devices [5].

Similarly, NeuNAC [25] employs fragile watermarks, which

are intentionally designed to be corrupted if the model is

fine-tuned. The watermark is embedded into parameter blocks

using a combination of hashing, linear transformation, and a

genetic algorithm. The watermark enables integrity verification,

as any fine-tuning of the model can be detected through

alterations in the watermark. Moreover, as noted by the authors,

this technique is only applicable to classification tasks, since

the accuracy loss introduced by NeuNAC during watermark

injection does not significantly affect the model performance

because of classification and/or MaxPooling layers. However,

this does not hold for other applications, such as LLM genera-

tive tasks, limiting the method’s applicability to more complex

architectures such as LLMs that involve a broad range of tasks.

In HASHTAG [23], the authors identify weights vulnerable

to BFAs, compute hashes exclusively for these weights, and

verify them against golden references. While this approach can

detect BFAs, it is not designed to work against BDAs [6], [7],

where an attacker fine-tunes the model to inject a backdoor.

Hence, the attacker can restrict fine-tuning to the weights not

designated as sensitive, effectively bypassing the attestation.

Other works [5], [26] assume black-box access during de-

ployment and attempt to verify the integrity of the model only

through input–output behavior. AID [5] generates sensitive test

inputs near decision boundaries. Therefore, even small weight

changes can cause misclassifications for them. However, these

test inputs must be generated with white-box access prior to

deployment. Since these sensitive inputs are fixed, there exists

the possibility that an attacker could obtain them and reply with

the corresponding outputs and bypass the attestation protocol.

While this approach can work for classification tasks, it is not

extended to LLM applications like question answering or next-

token prediction, where decision boundaries do not exist.

III. PROBLEM FORMULATION AND MODELING

Our objective is to enable secure execution of LLMs on the

edge. We consider the following system and threat models:

A. System Model

Our target system includes a central authority (verifier) that

deploys an LLM service on multiple edge devices (provers)

such as portable devices with Chat-Bot that assist customers

in retail stores. The verifier’s goal is to ensure the integrity

of the provers’ deployed models, preventing tampering and

guaranteeing reliable performance. We assume that provers are

equipped with a TEE to efficiently support attestation, which

is a standard assumption in state of the art [18], [22], [27].

B. Threat Model

We assume that the adversary is capable of modifying the

model’s weights on the prover side to launch either BDA or BFA
(e.g., reducing overall accuracy or degrading service quality).

The attacker, however, does not have access to the device’s

TEE. We assume that the TEE has limited memory and any

computation executed within it remains secure and cannot

be tampered with. The verifier is also assumed to be secure

and inaccessible to attackers, and all communication between

the verifier and the prover’s TEE is encrypted, preventing



interception by attackers. Based on this setting, we consider

the following three attack scenarios:

1) Backdoor Attacks (BDAs): An attacker can conduct a

stealthy BDA [6], [7], which requires white-box access to the

model (i.e., full control over the system) for fine-tuning and

poisoning. In this scenario, the model is deliberately fine-tuned

to produce malicious outputs only when a specific trigger is

present in the input, while maintaining normal performance on

benign inputs.

2) Bit-Flip Attack (BFA): An attacker can perform a BFA by

flipping a small number of bits in the model’s weights. Unlike

a BDA, this attack does not require direct access to the system

or the model. Instead, attackers exploit hardware-based fault

injection techniques, such as laser beam fault injection [8],

Rowhammer [11], and VoltJockey [13], to introduce faults

in the model’s parameters. By flipping just a few bits, the

attacker can severely degrade the model’s accuracy and disrupt

its normal behavior.

3) Forging Functional Behavior (Attestation Bypass): At-

tacker can bypass attestation and hide malicious modifications

by forging a model’s expected behavior. Attacker does this by

obtaining a copy of the uncompromised model’s static weights

and precomputing the correct outputs for various anticipated

inputs [27]–[29]. When the verifier issues a challenge, the at-

tacker simply returns the precomputed correct response instead

of running the compromised model. This forgery allows them

to conceal malicious behavior and evade detection.

IV. TRUSTSEED: OUR LIGHTWEIGHT ATTESTATION

PROTOCOL FOR ENSURING LLM INTEGRITY

We are the first to introduce a lightweight attestation frame-

work designed to verify the integrity of LLM with minimal

overhead, requiring only a single inference on random input

and minimal pre and post processing. Our protocol utilizes both

the model’s Last Intermediate Activations (LIA), i.e. the output

of the final hidden layer, and Output Distribution (OD), i.e. the

final prediction probabilities, to detect potential compromises

by comparing them against the golden results on the verifier,

providing an efficient and reliable defense mechanism. For LIA

and OD to serve as effective indicators, they must satisfy two

critical properties: (i) they should be sensitive to attacks, (ii)

they should be unpredictable by the attackers.

To evaluate these properties, we conducted analysis exper-

iments. We show, in Section IV-A, that the first property,

sensitivity to attacks, holds naturally. However, the second

property, unpredictability, is not guaranteed because LLMs ex-

hibit mathematically deterministic behavior during the forward

pass: given the same input and fixed weights, the intermediate

activations and output distribution are always identical. Conse-

quently, an attacker with access to a copy of the model could

precompute outputs to bypass attestation.

To address this, we propose temporarily modifying the

model’s weights based on a secret seed during the attestation,

preventing attackers from predicting responses. This modifica-

tion is performed securely within a TEE, ensuring the integrity

of the process. In the following sections, we first analyze

the sensitivity of the LIA and OD, then describe our weight

Fig. 2: Sensitivity of our protocol against random bit-flips. Each experiment was
repeated 1000 times, and the average detection rate was recorded. Detection
was performed by comparing the output distribution with that of the golden
model before modification.

modification strategy to enforce unpredictability, and finally

outline the complete workflow of the attestation protocol.

A. Sensitivity Analysis

TrustSeed detects attacks by comparing the LIA and OD of

the prover’s model against a golden model on the verifier side.

To evaluate their effectiveness, we measure the sensitivity of

LIA and OD to weight tampering. While BDAs and BFAs target

specific model weights, we focus on analyzing the model’s

response to random bit flips. This allows us to observe how

the LIA and OD change when arbitrary weights are modified,

providing a general measure of sensitivity that can be extended

to other attacks, which are expected to have an even greater

effect since they involve flipping critical weights in BFAs or a

large number of weights in BDAs.

To conduct this analysis, we randomly tamper some LLMs

weights by flipping their most significant bit (MSB) and record

the resulting LIA and OD hashes. To assess their sensitivity to

detect weight tampering, we compare these hashes with those of

the golden LLM. We perform experiments on RoBERTa and

GPT-2 Medium, with each experiment repeated 1,000 times

to compute the detection rate. We vary the number of flipped

bits from 1 to 10 to examine how sensitivity changes with the

number of weight modifications.

As shown in Figure 2, LIA and OD detect even a single

random bit-flip with approximately 70% probability, and their

detection rate increases steadily as the number of flipped bits

grows, reaching 100% with just seven flips. This demonstrates

that LIA and OD are sufficiently sensitive and can be leveraged

by our protocol to identify meaningful attacks, as further

detailed in Section V-B.

B. Enforcing Unpredictability

Predicting a model’s outputs poses a significant security risk,

as it allows an attacker to fake the model’s behavior [27]–[29].

The verifier may confirm the model’s integrity, even though

the attacker has compromised it. This attack can be carried

out by precomputing the outputs of a clean model over a

range of inputs that the attacker anticipates. When an attestation

request arrives, the attacker simply returns the corresponding

precomputed outputs. To prevent this, the verifier instructs the

prover’s TEE to apply unique, relative, temporary modifica-

tions to the LLM’s weights in each attestation round. These

modifications introduce randomness into the model’s outputs,

making them unpredictable to an attacker. Consequently, any

precomputed outputs become useless, as the model’s behavior



Fig. 3: Bit-flipping probability for RoBERTa and GPT-2 under random weight
modifications. Each point shows the worst-case flipping probability (minimum
over 1000 runs).

changes with every attestation. It is important to note that these

temporary relative modifications are only applied on both the

prover and verifier sides during attestation, do not affect the

model’s normal inference accuracy, as they are reverted after

attestation using the same seed and applied changes.

To ensure that the attacker can not predict outputs, the

outputs before and after weight modifications should be uncor-

related. We quantify this using the bit-flip probability between

the original and modified model. Notably, fully uncorrelated

outputs have a bit-flip probability of 50%.

To determine the amount of weight modifications required

to achieve uncorrelated outputs, we analyze the bit-flip prob-

ability across different amounts of weight modifications. In

this setup, we analyze the model on 200 tokens, with random

modifications applied to the weights, varying from 100 to 2000

modified weights. Each experiment is repeated 1000 times with

different seeds, and only the minimum flipping probability

across repetitions is considered. For the RoBERTa model

trained on SST-2 and GPT-2 medium trained on WikiText, the

results are shown in the Figure 3. The bit-flipping probability

starts at approximately 25% with 100 modified weights and

gradually increases, saturating around 30% when 700 weights

are modified.

H(X) = −p log2 p− (1− p) log2(1− p) (1)

We measure output randomness using entropy, where higher

values indicate less predictable outputs. After modifying 700

weights, the output has bit entropy of 0.88, as calculated in

Eq. (1). Even in small models, the last hidden layer contains

at least 512 activations [1], [3], [4]. This high dimensionality,

combined with the 0.88 bit entropy, yields highly unpredictable

outputs, making brute-force or prediction attacks infeasible.

Furthermore, the verifier checks the prover’s response, and

even a single incorrect guess is sufficient to detect malicious

attempts, preventing the attackers from forging outputs.

C. TrustSeed Protocol Workflow

As we show, LIA and OD are good indicators for attestation.

We prove that we can make them unpredictable to attackers, and

we also show that they are sensitive enough to detect attacks.

Our protocol utilizes LIA and OD for attestation, avoiding the

need to compute an expensive hash over all model weights. In

our protocol, the verifier instructs the device to perform a single

inference on a random token after applying seed-dependent

relative weight modifications. Any deviation between the model

LIA and OD and the server’s expected response immediately

Start Attestation

Single Inference
& Hashing

Model Reverting &
Verifier Comparison

Seed, Token (T)

Verifier

Prover

Weight Modification

HProver HVerifierT Hverifier

LLM

LIA
OD

T HProver

TEE

LIA
OD

LLM

TEE Seed
LLM

TEE Seed
LLM

Seed
LLM

III

I II

IV

Fig. 4: Overview of TrustSeed: The verifier first sends a random token and
seed to the prover. Both parties then apply seed-dependent modifications to the
LLM model, with the prover performing these modifications securely inside
the TEE to be protect from potential attackers. Next, the verifier and prover
execute one inference with the modified model and compute a hash for LIA and
OD, with the prover generating the hash within the TEE. Finally, the verifier
compares the prover’s hash with its own, while the prover reverts the LLM to
its original state to resume normal execution.

exposes tampering. Once attestation is complete, the device

reverts the relative modifications using the same seed. This

design keeps the overall overhead low, as it consists only

of a single inference and the time required to apply and

revert the relative weight modifications. It is important to note

that TrustSeed applies random relative weight modifications;

therefore, even if a tampered weight is randomly chosen during

the modification process (a very small probability), our relative

modification will not erase or correct the attacker’s changes

The detailed steps of our protocol are shown in Figure 4.

The attestation protocol begins with the server (verifier) re-

questing the edge device (prover) to perform attestation. The

server first sends the prover a random Token along with a

random Seed. The prover’s TEE then uses the secret seed to

select a random subset of weights in the LLM and applies

relative modifications to enforce unpredictability, as described

in Section IV-B. Simultaneously, the server applies the same

modifications to its golden LLM using the shared seed to ensure

a consistent comparison. It is important to note that this Seed
remains secret, as it is sent exclusively to the device’s TEE and

is never exposed to the attacker.

After the modifications, the prover and verifier perform a

single inference using the provided Token and the modified

LLM model. The prover’s TEE concatenates the LIA and

OD, computes a cryptographic hash over the result, signs it,

and sends HProver back to the verifier for integrity validation.

Simultaneously, the verifier computes its own hash, HVerifier

using golden inference LIA and OD. The verifier then compares

HProver and HVerifier to verify integrity, while the prover restores

the LLM to its original state by reverting the relative modi-



TABLE I: Comparison against state-of-the-art techniques in terms of attack coverage, supported tasks, and overhead.

Metric DeepAttest [22] NeuNAC [25] HashTAG [23] AID [5] PReFeR [19] TrustSeed (Ours)
BDA Coverage � � � � � �
BFA Coverage � � � � � �

Supported Tasks All Classification All Classification All All
Overhead Medium Medium Medium Medium High Low

fications using the same Seed, allowing normal operation to

continue without affecting future inferences. Notably, the size

of the LIA and OD is negligible, making the hashing operation

highly efficient and low-cost.

V. EVALUATION

To evaluate our protocol TrustSeed, we implement three

state-of-the-art attacks: BDA, WPA, and BFA. These attacks

are conducted across two LLM tasks—text classification on

the SST-2 dataset [30] and text generation on the WikiText

dataset [31]—and three LLMs: RoBERTa [4], GPT-2 Medium

[32], and GPT-2 XL [32]. This setup allows us to evaluate the

generality of TrustSeed and its ability to reliably detect attacks

across different tasks and model architectures. We further

provide detailed security evaluations against these attacks, com-

parisons with state-of-the-art techniques, and comprehensive

performance analysis on two edge devices (Jetson Orin Nano

and Jetson AGX Orin) as well as an HPC system (AMD

Ryzen 9 5900X CPU and NVIDIA GeForce RTX 3090 GPU),

comparing the overhead introduced by our protocol against full-

model hashing techniques [19].

A. Attack Implementation

To evaluate our attestation protocol, we implemented three

types of attacks on LLMs: DPA [6], WPA [7], and BFA [14]–

[17]. We assessed the effectiveness of BDAs using Attack Suc-

cess Rate (ASR) and clean accuracy reduction, and evaluated

BFAs by measuring model accuracy before and after the attack.

1) Bit-Flip Attacks (BFAs): We perform BFA [14]–[17] on

pretrained RoBERTa and GPT-2 medium, evaluated on SST-2

and WikiText, respectively. The attacks aim to minimally break

the model by flipping as few bits as possible. Using 30 samples,

we compute parameter gradients and assign importance scores

as the product of weight values and gradients, then flip the

most significant bit (MSB) of the most important weights. In

RoBERTa, flipping just three bits drops accuracy from 94%

to 50%, while in GPT-2 medium, flipping a single bit raises

perplexity from 37.70 to 7.32×1044, demonstrating the extreme

sensitivity of large models to bit-level faults.

2) Data Poisoning Attacks (DPAs): We perform DPA on

pretrained RoBERTa and GPT-2 medium using the SST-2

dataset. The models are fine-tuned on a 2,000-sample training

set, with 10% of samples poisoned by embedding a specific

trigger and reassigning them to a target class. After poisoning,

the models’ clean accuracy on benign inputs remains nearly

unchanged, indicating general performance is unaffected. In

contrast, the ASR on triggered inputs reaches 100%.

3) Weight Poisoning Attacks (WPAs): We conduct a WPA

following the state-of-the-art approach in [7]. Unlike DPA, this

attack targets only a small subset of critical model weights and

requires just 15 dataset samples instead of full fine-tuning [6].

Using the setup from [33], we employ a pretrained GPT-2 XL

model on SST-2, as the reference implementation explicitly

supports it. Under this setup, we achieve 100% ASR while

modifying only 2% of the model’s weights. Also, the model’s

accuracy on benign inputs remains unaffected.

B. Security Evaluations

To ensure that our protocol provides comprehensive secu-

rity coverage, we analyze its resilience against the attacks

described in the threat model and implemented in the previous

section. Our system, TrustSeed, successfully detected all the
attempted attacks at a cost of one inference with very minimal

pre- and post-processing. A detailed evaluation of the detection

performance is presented in the following scenarios:

1) Backdoor Attacks (BDAs): These attacks are typically

stealthy and do not affect the model’s accuracy on benign

inputs, making them difficult to detect through normal input-

output observation. They are activated only by specific triggers

known to the attacker. Although final outputs for benign remain

unchanged, LIA and OD are still affected. By comparing these

values with those of the golden model on the verifier, our at-

testation protocol can detect such manipulations. We evaluated

our protocol against two state-of-the-art attacks implemented

in Sections V-A2 and V-A3 and effectively detected both,

including WPA, which modifies only 2% of the LLM weights.

2) Bit-Flip Attacks (BFAs): We evaluated our attestation

protocol against BFAs as described in Section V-A1. Although

these attacks alter only a very small number of bits to break

the model (e.g., flipping 1 bit in GPT-2 Medium or 3 bits in

RoBERTa), our technique can effectively detect them. While

the number of weight changes is extremely small, these attacks

cause significant disruptions in the activations and output

distribution, enabling TrustSeed to identify them effectively.

3) Forging Functional Behavior (Attestation Bypass): To

bypass attestation, an attacker might attempt executing BDA

or BFA while predicting LIA and OD outputs. Our protocol

prevents this by issuing a fresh random seed for each attestation

round, accessible only to the prover’s TEE. The TEE applies

seed-dependent relative modifications to the model weights,

making LIA and OD outputs unpredictable even for identical

inputs. As a result, any predicted or precomputed outputs of

the clean model become invalid, since LIA and OD vary

each round based on the secret seed (Figure 2). Therefore,

TrustSeed effectively prevents precomputation and prediction

attacks, ensuring the integrity of attestation.

C. Comparison against the State-of-the-Art

As shown in Table I, HashTag [23] fails to detect BDAs,

including both DPAs and WPAs, while DeepAttest [22] cannot

detect BFAs. Although AID [5] and NeuNAC [25] can handle

both attack types, they have significant limitations: neither has

been extended to generative tasks in LLMs, and both introduce

substantial overhead. AID [5] requires identifying sensitive



Fig. 5: Comparison of overhead between PReFeR [19] (full-model hashing) and TrustSeed for RoBERTa, GPT-2 Medium, and GPT-2 XL on embedded (Jetson
AGX Orin, Jetson Orin Nano) platforms and HPC (AMD Ryzen 9 5900X + NVIDIA RTX 3090).

test samples near classification boundaries before deployment,

limiting its applicability to classification tasks and incurring

high overhead. Attesting a device with AID requires multiple

inferences over all test samples, whereas TrustSeed performs

attestation with approximately a single inference. NeuNAC [25]

injects watermarks into model weights to prevent tampering,

using hashing, linear transformations, and a genetic algorithm,

which introduces significant overhead. Additionally, NeuNAC

is restricted to classification tasks because watermark injection

can cause accuracy loss that can only be mitigated in models

with MaxPooling and classification layers [25].

In contrast, TrustSeed provides comprehensive protection

against both types of attacks and is not restricted to spe-

cific task settings. Unlike previous techniques that required

watermarking or identifying sensitive samples—often limited

to classification tasks, TrustSeed does not rely on any prior

requirements. Instead, it monitors LIA and OD, which are

available in any model and applicable to any task. To the

best of our knowledge, the only technique that can provide

a full guarantee against these attacks is static attestation such

as PReFeR [19], where the verifier requests the prover to

hash parts of the memory to ensure integrity, as explained in

Section I. However, partial hashing is insufficient for LLMs, as

attacks can succeed with very few modifications. For example,

as shown in Section V-A1, GPT-2 Medium can be compromised

with a single-bit flip, making partial hashing ineffective.

The only reliable setting to detect such attacks is by hashing

the entire model memory. Therefore, we compare the overhead

of our protocol, which requires a single inference plus the

pre and post processing time, against PReFeR [19], with full-

memory hashing setting rather than partial checks. To evaluate

the overhead of both techniques, we conducted experiments

on two embedded devices as shown in Figure 5. On the

Jetson AGX Orin, PReFeR is 11.6× slower than TrustSeed

for RoBERTa and 30× slower for GPT-2 XL. Similarly, on

the Jetson Orin Nano, hashing the entire model is 11× slower

for RoBERTa and 7× slower for GPT-2 Medium. We fur-

ther extended our experiments to high-performance computing

(HPC) to demonstrate that our protocol is not limited to

edge devices. Using an AMD Ryzen 9 5900X CPU and an

NVIDIA GeForce RTX 3090 GPU (Figure 5), we observed

that hashing the entire model in PReFeR is significantly slower

than TrustSeed: for RoBERTa, it is 41× slower, while for larger

models such as GPT-2 XL, the overhead can reach 127×. This

performance difference across platforms arises because setups

with powerful GPUs can exploit more parallelizable operations

during inference compared to other platforms.
Overall, our protocol provides a more efficient approach,

offering full attack coverage with an overhead of a single infer-

ence and very minimal pre and post processing. It avoids the

substantial computational cost of full-model hashing, making

it the optimal choice for both high-performance and resource-

constrained platforms.

VI. DISCUSSION

TrustSeed prevents attackers from predicting or precomput-

ing the model’s outputs by applying random relative weight

modifications in each attestation round. Even if an attacker

intercepts the modified weights and attempts to apply them

to a pre-copied version of the clean model, the process would

exceed the expected attestation duration, resulting in a timeout

that exposes the tampering [27], [34], [35].
Current state-of-the-art BDAs can conceal malicious modifi-

cations in the model’s outputs [6], [7], but they fail to hide these

manipulations in the LIA or OD, making TrustSeed particularly

effective against them. Furthermore, TrustSeed can also detect

BFAs, which induce significant changes in the model’s outputs.
Some prior work verify the integrity of LLMs under black-

box assumption [5], [26], relying only on input–output obser-

vations. This is typically motivated by either (i) the model

being hosted on a server that only offers output responses,

or (ii) the model owner wishing to prevent model extraction

by restricting internal access. However, these concerns do not

apply in our setting: TrustSeed targets LLMs deployed on edge

devices, where the verifier is also the owner. Therefore, there

is no risk of model extraction or privacy leakage, and we can

safely work under a white-box assumption, similar to [23], [25].

VII. CONCLUSION

In this work, we introduced TrustSeed, a lightweight protocol

for attesting the integrity of LLMs with minimal overhead,

achieving 127x faster than existing state-of-the-art techniques.

Attestation is performed via a single inference, comparing

the LIA and OD with the expected reference results held

by the verifier. By introducing verifier-issued random seeds

and applying seed-dependent modifications to model weights,

TrustSeed ensures that each attestation round produces unique

outputs with negligible overhead. This prevents attackers from

predicting or precomputing valid results. Our extensive experi-

mental analysis shows that TrustSeed successfully detects state-

of-the-art attacks, such as BDAs and BFAs, thereby providing

a robust and practical protocol for the secure deployment of

LLMs on edge devices.
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