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Abstract—CKKS encryption scheme stands as one of the most
valuable solutions for Fully Homomorphic Encryption (FHE),
enabling privacy-preserving computation on encrypted data, at
the cost of high computational bottlenecks. In such a scheme, the
Number Theoretic Transform (NTT) consumes most of the com-
putational resources due to irregular memory access patterns.
Thus, literature accelerates this step on specific hardware devices,
such as FPGAs, often exhausting device resources while gaining
performance and energy efficiency improvements. However, this
prevents further utilization of the FPGA to accelerate other
compute-intensive stages. As an alternative, we perform the
HW/SW co-design of resource-efficient solutions by integrating
them into well-known software libraries implementing CKKS
encryption scheme. In particular, we deploy on a Kria KV260
SoC a resource-efficient NTT accelerator with state-of-the-art
security parameters (logN € 12,...,16 and logQ € [32,64]), and
integrate it into the full-RNS HEANN library — the reference
implementation for CKKS scheme. By doing so, we obtain up to
4.47x and 3.63x speedup in the encoding and encryption steps,
respectively, while minimizing hardware consumption. These re-
sults show the end-to-end improvements achievable without fully
utilizing the FPGA resources, leaving headroom for accelerating
additional stages of the encryption pipeline.

Index Terms—Fully Homomorphic Encryption, CKKS, Num-
ber Theoretic Transform, FPGA acceleration, resource-efficient
design, HEAAN integration, embedded SoCs.

I. INTRODUCTION

Fully Homomorphic Encryption (FHE) enables a client to
outsource computations to an untrusted server (e.g., the cloud)
while preserving the privacy of inputs, intermediate values,
and outputs [1]-[3]. This paradigm is essential in scenarios
where sensitive data cannot be disclosed, even at the cost of
significant computational overhead. A representative example
is distributed learning, where partially trained models are
exchanged among peers and must therefore be encrypted to
prevent information leakage.

This encryption step is particularly critical in post-quantum
schemes such as CKKS [3], which operates over Ry =
Zglz)/(zN 4+ 1), with N = 2" and @ composed of multiple
50-61 bit prime moduli. In this setting, polynomial multiplica-
tions represent the main computational bottleneck, introducing
delays that can hinder the practical adoption of FHE schemes.
To mitigate this issue, the literature adopts the Number The-
oretic Transform (NTT), reducing polynomial multiplication
complexity from O(N?) to O(N) by transforming convolu-
tions into point-wise multiplications in Zg. However, FHE
schemes invoke the NTT repeatedly during encryption, causing

it to account for up to 54% of the total execution time even in
highly optimized libraries such as Microsoft SEAL [4], [5].

Given the NTT’s pivotal role, literature proposes multiple
optimized solutions on both general and specialized hardware
[4], [6]-[19]. However, such solutions typically treat the NTT
as an isolated kernel, aggressively exploiting hardware re-
sources to maximize performance. While effective in isolation,
this limits the integration into complete FHE pipelines and
leaves other computationally intensive stages unaccelerated.
Moreover, to mitigate the numerical error inherent to approx-
imate schemes such as CKKS, many works target large FHE
parameter sets, resulting in accelerators tailored exclusively to
HPC platforms. In contrast, embedded solutions often rely on
smaller parameter sets to meet resource constraints, at the cost
of increased information loss during encrypted computations.

In contrast to performance-driven designs, we explore
resource-efficient NTT accelerators that support state-of-the-
art FHE parameter sets typically adopted for HPC platforms.
We deploy such a design on a Kria KV260 SoC, trading peak
performance for improved resource efficiency while pre-
serving support for large parameters. As our main contribu-
tion, we integrate the accelerator into Full-RNS HEANN [20],
the reference CKKS implementation, and evaluate whether
fully saturating FPGA resources is necessary to achieve mean-
ingful performance gains.

II. BACKGROUND

Homomorphic encryption (HE) enables computation di-
rectly on encrypted data. Given a ciphertext ¢ = Enc(m) of
a message m, an evaluator can compute Enc(f(m)) without
access to the secret key, enabling privacy-preserving outsourc-
ing. Modern schemes rely on hard lattice problems such as
Ring Learning With Errors (RLWE) [21] and operate over
polynomial rings R = Zg[z]/(xY +1), where N is a power
of two and @ is a large modulus. Ciphertexts are vectors of
polynomials in IR, and homomorphic operations reduce to
polynomial arithmetic modulo (2 + 1, Q).

A. The CKKS Scheme

CKKS [22] is widely used because it supports approximate
arithmetic over complex numbers, which suits applications
such as machine learning inference and data analytics. How-
ever, operating directly modulo a large () requires expensive
multi-precision arithmetic.
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TABLE I
EXECUTION TIME OF THE NTT KERNEL AND HEAAN INTEGRATION ON THE KRIA KV260 (ZU3EG). RESULTS ARE AVERAGED OVER 10 RUNS.

Parameters NTT [ms] Encode [ms] Encrypt [ms]
N Tog Q Kernel | EZE SW HW SU SW HW SU
212711 % 61-bit 0215 | 0217 |[ 3231 | 7.51 | 4.30x 109.3 | 3236 | 3.38x
213 | 2 % 61-bit 0.463 | 0.466 || 7021 | 1630 | 4.31x 237.8 | 69.09 | 3.44x
214 | 4 x 61-bit 1.005 | 1.014 || 149.1 | 3434 | 4.34x 503.9 | 1452 | 3.47x
215 | 7 x 61-bit 2.149 | 2.165 || 318.7 | 73.57 | 4.33x 1078.7 | 301.9 | 3.57x
216 | 10 x 61-bit || 4.576 | 4.598 || 681.4 | 152.6 | 4.47x || 2282.0 | 629.3 | 3.63x

Cheon et al. proposed the Residue Number System (RNS)
variant of CKKS [3], where Q) = qoq1 - - qr—1, and cipher-
texts are represented as residue polynomials modulo the g;.
This enables word-size modular arithmetic in each residue
channel, avoiding large-integer operations and improving prac-
ticality.

III. INTEGRATION AND EVALUATION

Our primary objective is to accelerate CKKS client-side
routines by integrating a resource-efficient NTT into an ex-
isting FHE software stack, rather than optimizing an isolated
kernel. In particular, we target Full-RNS HEAAN [20], the
reference implementation of CKKS [3], where forward NTTs
are executed repeatedly during encode () and encrypt ()
(once per RNS residue polynomial). Figure 1 depicts the
hardware/software co-design, showcasing the NTT modules
integrated into the software library. Notably, we completely
hide the burden of hardware management by allowing the
accelerated module to be used with the same API offered by
the software HEANN library. After a one-time initialization,
required to load the bitstream and allocate the device buffers,
any NTT call issued inside encode () and encrypt () is
automatically redirected to the FPGA through XRT.

Experimental setup - We evaluate on a Xilinx Kria KV260
(ZU3EG) using Vitis HLS and Vivado 2023.2. All kernels
run at 100 MHz. We evaluate FHE-relevant configurations
with log N € {12,...,16} and primes up to 64 bits [23].
Table II shows that the design versions integrated in HEANN.
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Fig. 1. Encoding and encryption flow of CKKS in HEAAN. Blue boxes (NTT *)
mark forward NTT calls, executed once per RNS residue and transparently
offloaded to the FPGA accelerator.

Decode Decrypt

Notably, each design uses only a fraction of KV260 resources
across all log N. Importantly, LUT/FF/DSP usage remains
well below device limits and no URAM is used, leaving
substantial headroom to integrate and accelerate additional
CKKS operators on the same FPGA.

HEANN Integration Table I reports kernel latency and
end-to-end improvements in HEAAN. Quantitatively, the
integration delivers consistent application-level speedups:
encode () improves by 4.30-4.47x and encrypt () by
3.38-3.63x across supported parameters. At N 216,
encode () reduces from 681ms to 153ms and encrypt ()
from 2.28s to 0.63s. We also measure the energy efficiency,
measured in joules, using power measurements collected
through on-board hwmon sensors. From this analysis, our
solution attains up to 2.8x energy efficiency improvements
against the software reference for N = 2'6. These results
demonstrate that meaningful end-to-end gains can be achieved
without utilizing the entire FPGA, supporting our design
choice of resource efficiency to enable future full-pipeline
acceleration.

TABLE 11
RESOURCE UTILIZATION ON KV260 (log ¢ = 64, 100MHZ).
PERCENTAGES ARE W.R.T. DEVICE CAPACITIES.

log N kLUT kFF BRAM DSP
12 18.6 (15.8%) | 16.2 (6.9%) 9.5 (6.6 %) 536 (42%)
13 18.1 (15.4%) | 17.0 (7.2%) 18 (12.5%) | 536 (42%)
14 192 (16.3%) | 17.5 (7.4%) | 34 (23.6%) | 594 (47%)
15 21.2 (18.1%) | 18.0 (7.7%) | 66 (45.8%) | 594 (47%)
16 24.2 (20.6%) | 18.5 (7.8%) | 130 (90.3%) | 652 (52%)
Average power consumption: 3.64 W

IV. CONCLUSION & ACKNOWLEDGEMENT

This research explores the integration of a hardware/soft-
ware co-designed accelerator into the client-side encryption
pipeline of CKKS. In particular, we integrate an NTT accel-
erator into the Full-RNS HEAAN, delivering consistent end-
to-end speedups of up to 4.47x for encoding and 3.63x for
encryption on an embedded SoC FPGA. These gains require
only a fraction of the available device resources, leaving
substantial headroom to accelerate additional CKKS operators.
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