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Motivation: Privacy Preserving ML using FHE

Machine Learning as a Service allows users to send
personal data to the cloud for processing. However,
the data Is revealed to the cloud service provider.
Threat Model: An honest but curious cloud will
attempt to leak user data.

Fully homomorphic encryption (FHE) allows for private Al:
* Quickly evolving branch of cryptography
 Allows computations on encrypted data
* Drawbacks: computationally expensive, low precision
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GPT-Thief: Attacks on FHE Split Model LLMs = Proteus: Encrypted Access Control using FHE

Store data using authenticated ASCON cipher, and convert to FHE
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Token is fed back into ML model to generate next token
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