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Motivation and Goal

This work Introduces an EDA tool flow that
systematically derives a minimal yet highly effective
test software set with the help of a Virtual Prototype
(VP) during the hardware design process. By
ensuring maximum fault coverage In post-
manufacturing chip testing, this approach minimizes
test development efforts and enhances verification
efficiency. The underlying generic hardware fault
modelling and simulation concept Is flexible enough to
support various modular Instruction set
architectures and Is applicable to Systems-on-Chip
microcontrollers as long as it can be executed in a VP.
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Test Generation and Simulation

The proposed flow begins by importing existing test
software and/or generating additional random
programs using code generators. During the Golden
Run phase, each test program’s instruction execution
and resource usage are analyzed. The VP then
simulates binary register, memory, and instruction
fault Injections to assess fault detection effectiveness.
Finally, the collected results are processed using a Set
Cover algorithm, identifying the minimal set of test
programs that achieves maximum fault coverage for
post-manufacturing chip validation. This phase can be
repeated to Iincrease total fault coverage.
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fault simulation

Physical Layout Exploration improves Multi-Bit Fault Simulation

By mapping SoC variables in the VP to corresponding
elements In the RTL model, the VP can be directly
linked to core and peripheral registers, and ultimately,
the physical flip-flops (FFs) and memories in the Device
Under Test (DUT).

A key aspect of this approach is geometric adjacency
analysis of FFs associated with these registers. By
considering their physical placement, the complexity of
fault modeling Is significantly reduced. Unlike layout-
agnostic approaches, where all multi-bit error
combinations must be evaluated, this method
eliminates unrealistic cases where faults occur In
physically distant flip-flops. This targeted filtering greatly
enhances efficiency In fault simulation and error
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By considering their physical placement, the complexity
of fault modeling Is significantly reduced. Unlike layout-

agnostic approaches, where all multi-bit
combinations must be evaluated, this
eliminates unrealistic cases where faults occur
physically distant flip-flops.

Try it on GitHub

This methodology was applied for the
open-source Freedom-E RISC-V SoC

platform from SiFive.
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https://github.com/hshl-nmit/fear-v
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