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Acknowledgements Conclusions - Results
• A novel custom ASIC capable of measuring aging in digital cells, demonstrating behavior previously only studied 

through simulations.

• Compression techniques to efficiently scale aging predictions to digital systems, outperforming previous approaches. 

These enable faster and more accurate predictions for aging-aware digital design, mitigating the impact of aging.

• Selection technique for reliable SRAM PUFs, capable of withstanding the effects of aging. 

Aging (BTI, HCD) How does it affect 
digital circuits?

Specialized, circuit focused characterization

How can we 
mitigate it?

How can we take 
advantage of it?

Novel methodology to scale aging predictions 
from the transistor level to the circuit level

Use acquired knowledge to obtain reliable 
and cheap hardware fingerprints (PUFs)

CHARACTERIZATION

MITIGATION

EXPLOITATION

Aging highly dependent on 
transistor biasing

Characterization at the 
transistor level does not 
paint the whole picture

Characterize at the 
digital cell level with 

accelerated aging (AA)

Measure individual cells with 
reconfigurable inputs

Novel custom ASIC for digital cell 
characterization

Demonstrates relationships 
between input combinations

 and degradation

Previous compression 
techniques were not accurate

Transistor level aging models require 
workload history to predict degradation, 

taking too much time to compute for large 
circuits with long, realistic workloads

Compress the workloads into 
accurate representations much 

faster to compute. 

Degrades 
transistor 𝑉𝑡ℎ

Propose two new ones for analog and 
digital representations of the workload

High accuracy (1.31% & 2.31% error vs. 
> 70% in previous)

Accurate recharacterization 
of cell libraries through ML 

techniques.

MAC 32 bit circuit with 3100 transistor and 
random inputs as testbench 

High speed (1,151 s & 146 s vs 10 h for 
reference uncompressed workload)
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PUFs provide a low-cost Root-of-Trust (RoT) 
for cryptographic algorithms

SRAM PUFs are the most popular due to 
their ease of implementation

Their raw implementation is unreliable (High 
Bit error rate, BER), requiring expensive 

Error Correcting Codes (ECCs)

Use our knowledge on variability and aging 
to select the most reliable cells, which will 
stay reliable over time (against aging) and 

under different operating conditions

SRAM tendency to power up as 1 or 0 depends on 
inverter imbalance due to intrinsic variability

Use Data Retention Voltage (DRV) as a metric 
capable of measuring this imbalance

Measure the behavior of 
each cell after accelerated 
aging (AA), validating DRV 

as a classifier

Selecting the most reliable 
cells (Higher DRV 

threshold) eliminates the 
need for ECC

Black dots represent unstable cells 
(BER > 0 %) and the size of each black 
dot is proportional to the BER value.
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