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• Reliability of DNNs is the ability of their accelerators to function correctly in the

presence of environment-related faults (soft errors, temperature variations) or faults in

the underlying hardware (process variations, aging effects) during the deployment.

• Hardware faults can modify the 

operations or parameters of DNNs, 

leading to misclassification which 

may result in a dramatic catastrophe.

Problem formulation:

• Ambiguity in the literature of DNNs reliability assessment

• Scalability of reliability assessment

• Costly fault tolerance

• Missing reliability study for Recursive Neural Networks (RNNs)

Introduction and Problem Formulation

Systematic Literature Review on Assessment Methods

Cont’d: Reliability Assessment for CNNs

• DeepVigor+:

• Addresses the scalability and provides accurate results within minutes

• Open-source: github.com/mhahmadilivany/DeepVigor

• Applications:

Reliability Enhancement for CNNs

• ProAct and RReLU toolbox:

• Novel activation restriction method

• Introduces hybrid layer/neuron-wise activation functions with trainable thresholds

• Open-source: github.com/hamidmousavi0/reliable-relu-toolbox

• Selective channel duplication and correction:

• SentinelNN framework:

• Integrates DeepVigor, vulnerability-aware channel pruning, selective channel duplication 

and correction, and range restriction

• Open-source: github.com/mhahmadilivany/SentinelNN
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• Includes and categorizes 139 related papers within 2017 to 2022.

• Major identified gap:

• Need for scalable, fast, and accurate resilience analysis
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Reliability Assessment for CNNs

• DeepVigor:

• Establishes the concept of neurons' vulnerability ranges which indicates whether a fault in 

the output of neurons would lead to a DNN misclassification. 

• Faster than FI, yet as accurate

• Provides Vulnerability Factors (VF) for layers, neurons, and bits within CNNs

• For floating-point and integer data types

Efficient fault-tolerant design for acceleratorsHybrid and hierarchical fault-simulation
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