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Pillar 1: Post-Quantum Cryptography (PQC)

“* Why PQC? Classical cryptographic schemes like RSA and ECC are vulnera-
ble to quantum attacks (e.g., using Shor’s algorithm).

% Foundation: Schemes rely on problems that remain hard in a post-quantum
world, such as Lattice-Based Cryptography (e.g., Kyber, Dilithium).

% Challenges: PQC schemes are still in their early stages of adoption, requiring
well-defined design methodologies and rigorous security analysis.
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Pillar 2: Fully Homomorphic Encryption (FHE)

« Why FHE? Conventional encryption protects data at rest and in transit but
exposes it during computation. FHE enables secure computations.

% Foundation: Most efficient FHE schemes rely on Lattice-Based Crypto-
graphy, for e.g., BGV and CKKS (supports approximate arithmetic for ML).

% Challenges: FHE operations are costly and memory-intensive, necessitating
acceleration and security analysis for practical use.

PQC Works / FHE Works
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Architecture Design Methodology

© KalLi- the first-of-its-type unified hardware architecture for PQC, with both-
KEM (CRYSTALS-Kyber) and DSA (CRYSTALS-Dilithium), on 28nm.

+ This state-of-the-art work reports 0.26 mm? and 10 x better performance. We
also offer this a full-fledged IP.

........................................................................................................................................ E : SampleInBa,ll Decompose : Instructlon
Polynomial Arithmetic Unit Keccak + Samplers 2 | TN [T — E o Controller
= K )
R e e e e s e g' Refresh Make/UseHint :
Verify MakeHint/ Compress/ | :=U Verify Pack /Unpack |, <:> Program
: UseHint i | Decompress | 2 ccoIooISIsssIsIoIoooo Memory
Powerd Round Pudk/Unipack ; /| COPY AddRound .
g Encode / E CMOV Unpack E <:>|Cmém1inl$lat10n
: Decompose SampleInBall Deeade ' [BS2POLVEC — <:|.>
Program : :
BRAMO | BRAM1 BRAM2 | BRAM3 Controller ) TR (I Verify |
0 ‘| Polynomial Arithmetic Unit | (| Data
( AXI BUS 0) | <:> Memory
3 : SHA-SHAKE y :
I Microblaze | L t _I_{?J_e (_:t_lcfn_ E_"Ei'rfll_) —

The KaLi and SabDil instruction set processor, which support all security levels stated by NIST.

Security Analysis

© Kavach develops novel techniques for masked polynomial multiplication to
protect against side-channel attacks, validated through extensive TVLA tests.

4 The work enables side-channel protected implementations while retaining
the performance benefits of compact multipliers.
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The Kavach masking technique and TVLA results before (in blue) and after (in red) masking.

© REPQC is a reverse engineering algorithm which enables the insertion of
stealthy Hardware Trojan Horses on PQC scheme CRYSTALS-Dilithium.

4 HTHs increase the accelerator’s layout density by as little as 0.1% can be
inserted without any impact on the performance of the circuit.

The KaLli processor in plain form (left) and with Hardware Trojan (right in red).

Architecture Design Methodology

© REED is a pioneering multi-chiplet FHE accelerator that addresses the limi-
tations of monolithic works. We benchmark DNN Training to showcase utility.

“4 Implemented on 7nm technology, REED occupies 96.7 mm? and achieves up
to 2,991 x speedup over a CPU while reducing development costs by 50%.

JUL M NLLRLY, MLESLLEIL, 7, ctr
1 (I

¢ \ | —
REED- REED-
PU PU I
- 1 - - L

|| xor || iVl .
R (H MatMul: {t\l Mix+S-Box:
REED- REED- Y AddTree| RC Add:
PU PU : ' ' :
\ J . I

: MatGen; : ; e |
' : N o rl|
. ~._ E vack ™ | |
W TR T § - % §

The REED chiplet-based FHE accelerator architecture and PASTA HHE edge-architecture.

© Pasta-on-Edge is a RISC-V SoC architecture for the FHE client. It reduces
the communication and computation overhead using Hybrid HE (HHE).

“A It reports up to 97 x better performance compared to prior FHE-client acce-
leration works and occupies 1.8 mm? on 130nm tech.

Security Analysis and Application

© SASTA is a novel Differential Fault Analysis (DFA) attack technique on HHE
enabling schemes where a single fault can lead to complete key recovery.

4 We demonstrate an end-to-end key recovery on ATXmegal28D4-AU.
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Figure depicting how the Standard DFA (Ieft) differs from the SASTA-DFA (right).

© MatMul optimizes FHE-based matrix mult for privacy-preserving NN.

“4 The method lowers the asymptotic complexity from O(d) to O(logd).

Conclusion.

Security and Privacy are a continuous pursuit, not a final destination.

This work proposes several secure and efficient architecture design techniques
to ensure security and privacy are foundational and not optional.

> What's Next? Verifiability using Zero-Knowledge! (also Lattice-Based ')
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