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Introduction Methodology Overview

IEEE P2427 draft standard — Analog Defect Modelling and Coverage: [ VIRTUAL ENVIRONMENT

Defines the “Defect Universe” for analogue integrated circuits;

Provides a definition for “hard” and “parametric” defects; DIGITAL SHADOW

Deals with defect injection in interconnects and primitive PDK devices; PREDICTIVE MAINTENANCE
. ey . L FUNCTIONAL SAFETY

Assigns a prob.ablllstlc weight” to defects in the coverage calculations; PRODUCTION OPTIMIZATION

Does not specify data formats

Commercial Fault Injection Frameworks:

« Compliance to the IEEE P2427 is achieved by these frameworks with a remarkable
diversity in approaches:

— Some are more schematics oriented when building the Defect Universe; Real data Simulation

— Others are more netlist oriented for the same task; data

— The simulator commands used to inject faults vary.
Electrical Fault Injection

DIGITAL TWIN

« State of practice: ISO 26262 2] nl R1 n9 nl 1l n2 EEEEEEEEER ’

« Fault modeling:
— Short, open, sources, parametric v 1

« Fault injection guidelines: Vim L1 m . ] i
_ One fault injected at a time: Production Line Simulated components
— Only one faulty branch at a time. —©o#f " P n (CPPS) (with fault injection)

Non-electrical Fault Models for Digital Twins

Open Issues: Multi-domain o 5;&

: : : _ : fault injection
« Multi-domain systems: electrical/digital, mechanical and thermal
» Different fault classes and injection techniques between physical domains \‘f&
* How are those several physical domains influencing each other?
O =) I
\.l
(5ot || mmp

CYBER-PHYSICAL EQUIVALENT

ELECTRICAL FAULT MULTI-DOMAIN FAULT SIMULATION Mechanical
SYSTEM ELECTRICAL CIRCUIT INJECTION EQUIVALENT FAULTS AND ANALYSIS
Inferred Mechanical Fault Taxonomy: Three-Axis accelerometer example:
07277277, y
oV _ i :
FAULT TYPE MECHANICAL EFFECT MECHANICAL FAULT CORRESI‘:PO%I:%%NJ FAULT 170 1.0{ — Fault free
k C, Current Source
Damper or  Added/increased braking Galling/Seizure, Creep, Open fault on any — 54 Mechanical damper
Friction force on faulty component Spalling, Wear/Corrosion component {:_{ M ® Out E_ A
. 0.0 e kA A A 4
Disconnection The component detaches Rupture, excess of Backlash Short fault_ on resistors -, = >V vvv
from the system and capacitors K %
= —0.51
The failed component is It can cause deformations oV,

Voltage Source on any

External force subject to an abnormal or cracks or ruptures component A ‘ ‘
(external) force (from impact of fatigue) P @ Schematic of the lg‘l‘gg‘?a‘ components of a single —1.01
The direction of motion V. Fault
t . .
Limited (linear or angular) of a . Current Source on any activation
J Rupture, Deformation, Wear window —t . - -
movement component is limited to one component i 0 1 p, 3 4 5
: : F Out, F Out, F Out
direction only Loz =7 Loy Y TEZe z 52 Time [s]
Intrinsic characteristics of Wear (component aging) Parameter variations in 1 f - 7 Accel E the = aris in the Eanltfree condition and
Parametric the failed Component and all the parameters Figure /. Acce er(}-[.t]eter ()utptlt or the x-axis in t E: au ‘t- re.e‘um 1tion an
tered h any component Vi in two faulty conditions, one electrical fault and one mechanical fault.
aitere changes
(b) Structure of the 3-axis MEMS accelerometer system model.
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Analog Defect Injection, Simulation, and Analysis .
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EDACurry Framework capabilities!®: . EDACurry Manipulation Framework OPAMP1 output waveforms - defects Advantages of the Verilog-A defect

*  Checking correctness of subcircuits 5 | FrontEnd Manipulation injected on mpd11 MOS components: template implementation(456l:
internal components, e.g., check if cir — Functions —— » Portability of the defect template across
each component has a master defined; Netlist | || Ny |, Senrch 3| sodsource shon Verilog-A compliant simulators;

o . _\ Parser earc —— Body-drain shor o ]
Renaming all the elements that xnT Internal - Gate oy shont - Readability of the defect template (no
compose a netlist, e.g., components; | jsoq | Representation 2 ] — gatedrainshon AN j'\! new syntax);

«  Wrapping a subcircuit inside another Edit i Source open Pt - e « Possibilities for intelligent “productivity”

3 Drain open 1 1 1 .
one, €.9., When extendlng.a .SC%\ SackEnd |- Prain obe extensions (e.g., activation check_s)_,
component or its interface; cir| > Validate ’ « Defect templates can be used to inject

« Instrumentation of a netlist to apply the Netlist | |, — A . . | 1 in a systematic way defects in an

! . —— i . .5 1. 1.5 . . .
generic template defect models; | .Xm% Writer Modified Time [s] le-6 analog circuits through EDACurry.

«  Print a netlist as an XML or JSON file; ssod Representation {ansidto

* Visualize a netlist as a tree. Referen ces

Defect examples!: _ |
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