
IEEE P2427 draft standard – Analog Defect Modelling and Coverage: [1]

• Defines the “Defect Universe” for analogue integrated circuits;

• Provides a definition for “hard” and “parametric” defects;

• Deals with defect injection in interconnects and primitive PDK devices;

• Assigns a probabilistic “weight” to defects in the coverage calculations;

• Does not specify data formats

Commercial Fault Injection Frameworks:

• Compliance to the IEEE P2427 is achieved by these frameworks with a remarkable 

diversity in approaches:

– Some are more schematics oriented when building the Defect Universe;

– Others are more netlist oriented for the same task;

– The simulator commands used to inject faults vary.

Electrical Fault Injection

• State of practice: ISO 26262 [2]

• Fault modeling:

– Short, open, sources, parametric

• Fault injection guidelines:

– One fault injected at a time;

– Only one faulty branch at a time.

Fault-based Analysis Covering the Analog Side of a 

Smart or Cyber-Physical System
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Analog Defect Injection, Simulation, and Analysis
EDACurry Framework capabilities[3]:

• Checking correctness of subcircuits 

internal components, e.g., check if 

each component has a master defined;

• Renaming all the elements that 

compose a netlist, e.g., components;

• Wrapping a subcircuit inside another 

one, e.g., when extending a 

component or its interface;

• Instrumentation of a netlist to apply the 

generic template defect models;

• Print a netlist as an XML or JSON file;

• Visualize a netlist as a tree.

Defect examples[7]:

OPAMP1 output waveforms - defects 

injected on mpd11 MOS components:

OPAMP1 testcase (extracted from IEEE P2427 material)

Advantages of the Verilog-A defect 

template implementation[4,5,6]:

• Portability of the defect template across 

Verilog-A compliant simulators;

• Readability of the defect template (no 

new syntax);

• Possibilities for intelligent “productivity” 

extensions (e.g., activation checks);

• Defect templates can be used to inject 

in a systematic way defects in an 

analog circuits through EDACurry.
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Open Issues:

• Multi-domain systems: electrical/digital, mechanical and thermal

• Different fault classes and injection techniques between physical domains

• How are those several physical domains influencing each other?

Inferred Mechanical Fault Taxonomy: Three-Axis accelerometer example:
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