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Hardware-based Side-Channel Attacks and Mitigation
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Recently, Cloud Service Providers have found a surge of interest in enabling multi-tenancy in cloud FPGAs, (i.e., multi-tenant usage
of a single FPGA through virtualization) in order to maximize resource utilization. Although multi-tenancy comes with great
benefits, it is associated with new security risks in shared FPGA platforms.

Hardware-agnostic Side-Channel Analysis on Emerging Systems
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There are two main targets of SCAs: (i) the extraction of secret data, i.e., cryptographic keys or passwords for example in timing
side-channel attacks, and (ii) the extraction of the structure of a system or application, i.e., side-channel architecture stealing
attack (SCAS) to uncover Deep Neural Network (DNN) models.

Platform-agnostic Side-Channel Attacks and Mitigation
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