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Abstract—Time-sensitive networking (TSN) provides determin-
istic time-sensitive transmission services for critical data at the
link layer. Cyclic Queuing and Forwarding (CQF) defined by
IEEE 802.1Qch is used for critical data transmission. However,
unexpected data errors may occur due to transient faults like
electromagnetic interference. At present, the solution to such faults
defined in the IEEE TSN standards is to transmit multiple data
copies on redundant paths, which introduces network resources
wastage. Compared to redundant transmission, retransmission
can reduce resource waste, but may violate the deterministic
transmission guarantee in TSN. To tackle with this issue, we
propose a time-redundant fault-tolerant mechanism for CQF,
called fault-tolerant CQF (FT-CQF). On the basis of standard
CQF, FT-CQF occupies an additional queue to cache copies of
Time-Trigger (TT) flows and reserves time slots to forward them.
According to the returned CRC-related messages, FT-CQF will
decide whether to forward these copies. Non-TT flows can also
be transmitted during this time when copies are not required to
be forwarded. We implement FT-CQF in OMNeT++, and verify
the performance of FT-CQF in typical network scenarios. The
extensive simulation experiments show that FT-CQF is effective
in terms of fault-tolerant effects, consumed resources, delay, and
jitter.

Index Terms—Time-sensitive networking, Cyclic Queuing and
Forwarding, Fault-Tolerant

I. INTRODUCTION

Hard real-time and safety-critical control applications in
industrial automation networks require deterministic time-
sensitive services [1]. However, both time-triggered (TT) and
non-time-triggered (non-TT) flows are transmitted in the same
network [2], which may violate the deterministic requirements
of TT flows. Time-Sensitive Networking (TSN) developed by
IEEE 802.1 Working Group is an effective solution to deter-
ministic transmission of TT flows [3] [4]. TSN allows TT flows
and non-TT flows to be transmitted in the same network, and
manages different flows through a series of traffic management
schemes to guarantee the deterministic communication of TT
flows with bounded delay and extremely low jitter.

Time-Aware Shaper (TAS) [5] and Cyclic Queuing and
Forwarding (CQF) [6] are two class-granularity traffic shaping
mechanisms in TSN. TAS needs to plan the configuration of
Gate Control List (GCL) on each queue in a switch to schedule
TT flows. However, with changes in traffic characteristics
and flow addition or deletion, the configuration cost of GCL
would increase significantly. Alternatively, CQF is considered
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as an easy-to-use shaper. By cyclically switching the Ping-Pong
queues, CQF guarantees hop-by-hop bounded delay.

When TSN messages are being transmitted, data errors may
occur due to the influence of electromagnetic interference
(EMI). The common sources of such interference include
electrical equipment like radios, relays, and lightning in the
environment. Moreover, it is difficult to completely eliminate
the impact of EMI [7]. Therefore, the ability to tolerate such
faults in TSN is very important. Recently, there has been a lot
of research [8]-[10] on TSN fault-tolerant transmission. Most
of them focus on spatial redundancy. Frame Replication and
Elimination for Reliability (FRER) is a fault-tolerant solution
defined by IEEE 802.1CB [11]. Although FRER is able to
tolerate incorrect messages by sending copies of each frame
on multiple disjoint paths, it can waste a lot of network
resources. Additionally, configurations of multiple frame copies
are complex. Unlike spatial redundancy, temporal redundancy
is more cost-effective and can tolerate frame errors caused by
transient faults through retransmission.

The receiver can detect frame errors by cyclic redundancy
check (CRC) [12], and then notify the sender to retransmit the
erroneous message. Based on this idea, Dobrin et al. proposed
a fault-tolerant scheduling method for TAS to guarantee that
high critical flows meet deadlines [7]. It sets priorities for
each flow, but there are just eight priority queues on each
port in TSN, far less than the number of flows. On the
other hand, error occurance is uncertain. Therefore, the time
to perform retransmission is also random, which will violate
the deterministic transmission of TT flows. In addition, CRC-
related messages may also have errors during transmission.
Feng et al. considered the above issues in the offline fault-
tolerant scheduling of TAS [13]. It formulated the constraints
for TT flows, CRC-related messages, and retransmissions, and
the reserved time slots for retransmissions can be used to
transmit non-TT flows when no retransmissions are needed.
However, the added constraints lead to higher configuration
costs of GCL in TAS. Compared with TAS, CQF greatly
simplifies the configuration complexity of GCL. CQF can
guarantee hop-by-hop deterministic transmission and non-TT
flows can be transmitted in the time slots that are not used
up by TT flows. Based on the transmission characteristics
of CQF, retransmission at each hop enables CQF to tolerate
transient faults. To support retransmission at each hop in CQF-
based TSN, TT flows can be retransmitted by occupying the
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Fig. 1. Enqueue and dequeue operations in CQF.

transmission resources of non-TT flows.

Based on the above investigations, we enhance CQF to
tolerate fault caused by sporadic interference in communication
and name enhanced CQF after FT-CQF. FT-CQF can enforce
retransmission of incorrect frames notified by negative ac-
knowledgement by reserving time slots at each hop. To support
this fault-tolerant transmission, we propose the following three
design concepts. Firstly, the double queues serving TT flows
in the standard CQF are extended to three queues. The added
queue is used to cache copies of TT flows. Secondly, the global
time is divided into time slots of equal length, and the minimal
time slot can satisfy the retransmission requirements. Lastly,
the ingress port of the node configures the frame detection
component Checker. Checker can notify the upstream node of
the detection result of the TT frames and maintain that the
original transmission sequence of TT flows will not be violated
due to retransmission. The forwarding scheme of FT-CQF can
enhance the reliability of the transmission between adjacent
nodes and provide bounded delay and jitter for frames.

II. BACKGROUND
A. CQF in TSN

CQF divides the global time into time slots of equal length.
Two queues are used to perform enqueue and dequeue opera-
tions in a cyclic manner under the control of R, GCL and T,
GCL, as shown in Fig. 1. where T; (i = 0, 1) represents time
slot i. The frame transmission follows two rules:

o The transmission of frames between two adjacent switches

must be completed within the same time slot.

« If a switch receives a frame in a time slot, the frame must

be sent in the next time slot to the next hop.

Thus, the end-to-end delay of a TT frame only depends on
the time slot size and path length. Additionally, Non-TT flows
can be transmitted in the time slots that are not used up by TT
flows. As shown in Fig. 1, all TT frames in ()4 are forwarded
during T}, during which time ()7 is receiving TT frames. When
T; starts, all TT frames in ()7 are forwarded, and Qs receives
TT frames. Non-TT flows are transmitted using the remaining
time slots in T and T7;.

B. Reliability in TSN

FRER has two main mechanisms: (i) Replication of flows
via different paths at the source node and (ii) elimination
of redundant frames per flows at the relay nodes or the
destination node. At present, CQF-based TSN mainly adopts
FRER to tolerate transient faults, which is called FRER-CQF.
As shown in Fig. 2, FRER-CQF can guarantee the reliability
of communication between ES; and ES, because there are

ES;

Fig. 2. An example of TSN reliability statement.

two disjoint paths Path; and Path,. Although they can tolerate
the frame errors, they still have shortcomings. Specifically, we
summarize the following two shortcomings of FRER-CQF in
TSN.

Waste of network resources: FRER-CQF needs to transmit
each copy of the frame on disjoint paths in the network, which
will occupy much more resources, resulting in wastage. As
shown in Fig. 2, in order to ensure the reliability of communica-
tion between ES; and ES,, FRER-CQF will inevitably occupy
network resources on Paths. If the frame does not fail on Path;,
the resources occupied by the copy of the frame on Path, will
be wasted.

Complexity of configuration: FRER-CQF needs to config-
ure multiple disjoint paths in the network, which will increase
the complexity of configuration. In addition, there may be many
network topologies that contain intersecting nodes in TSN, such
as linear topology. Configuring FRER-CQF on this type of
topology cannot achieve good fault-tolerance performance. As
shown in Fig. 2, there is no other path between ES; and ESj
that does not intersect with Paths. Thus, it cannot to directly
use FRER-CQF to guarantee transmission reliability.

III. RELATED WORK AND MOTIVATION

Spatial redundancy mainly guarantees reliability through re-
dundant space resources. IEEE 802.1 CB is a reliability scheme
for spatial redundancy. An enhanced version of IEEE 802.1
CB was proposed in [14] and implemented in [15], which can
prevent unintended frame eliminations independent from the
deployment scenario. Gavrilut et al. proposed a fault-tolerant
network topology, consisting of redundant physical links and
bridges [16]. Similarly, a network topology that supports seam-
less redundant transmission for TT flows is proposed in [17].
However, these methods rely on multiple routes to transmit data
to the destination even if no faults are identified.

Temporal redundancy improves reliability by repeatedly
executing system processes where errors occur. To improve
reliability through the temporal redundancy of TSN, Alvarez
et al. proposed a mechanism to transmit multiple copies of
frames to tolerate transient faults in data transmission [18].
Run-time recovery for TT flows is explored by Integer Linear
Programming (ILP), and a heuristic algorithm is proposed in
[19]. Although it provides better protection against multi-point
failures than static redundancy, the online cost also jeopardizes
time constraints. Thus, offline fault-tolerance schedulings are
proposed. Zhou et al. performed scheduling and routing with a
SMT-based and heuristic technique that considers both reliabil-
ity constraints and end-to-end deadline constraints [20]. How-
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Fig. 3. Schematic diagram of transmission for TT flows through the physical
link [V, V3]

ever, such pro-active mechanisms still waste network resources.
Dobrin et al. proposed a fault-tolerant scheduling method CRC-
based retransmission, which first assigns a virtual deadline to
each flow, and then sets different priorities for each message
according to the earliest deadline scheduling [7]. However, they
did not consider the case of CRC-related messages errors, and
the scheduling of the entire network. On the other hand, there
are no formulas or experiments to demonstrate the efficiency
of their method. Feng et al. proposed an offline fault-tolerant
scheduling algorithm for TAS [13], which considered CRC-
related messages and queue assignment of flows. The trans-
mission window of the non-TT flow is computed after the TT
flow is scheduled. The scheduled transmission windows for
retransmissions can be used to transmit non-TT flow when no
retransmissions are needed. However, their method increases
the configuration cost of GCL.

The above related works show that spatial redundancy leads
to high costs due to the need for additional hardware, and
it is more suitable for tolerating permanent faults. However,
transient faults in links are more likely to occur than permanent
faults [21]. Therefore, using only spatial redundancy to tolerate
transient faults may result in a significant increase in cost. In-
stead, temporal redundancy can tolerate transient faults, which
is more cost-effective than spatial redundancy. At present,
the TSN standard does not provide a temporal redundancy
mechanism to tolerate transient faults, and CQF-based TSN
mainly tolerates transient faults through spatial redundancy. For
these reasons, we explore the application scheme of temporal
redundancy mechanisms in CQF-based TSN.

IV. FAULT-TOLERANT CQF
A. Basic Idea

We use an example to explain how TT flows are transmitted
over a physical link with transient faults between adjacent
nodes. As shown in Fig. 3, the time slot is divided into three
blocks: t;, t, and t3. t;, t» and t3 are used to transmit TT frames
fi i =1,2,3), CRC related messages fcrc and frame copies
frei of f; respectively. In Fig. 3(a), the sender V, transmits
fi1, f2, and f; to the receiver V,. V), drops the failed frame f,
during t;, and f; that arrives after f,, which did not fail, is also
dropped. After V), receives all TT frames forwarded by V,, V},
sends fcge to V,, as shown in Fig. 3(b). If the value of fcge
is False, or fcgc suffers a transient fault, then V, will perform
retransmission. According to Fig. 3(a), fcre will carry False to
V.. As shown in Fig. 3(c), V, immediately transmits frg ;, frE?2
and frg 3 to Vj, after receiving fcre. Vi Will receive fre s, frez
and fgg 3 in sequence during ¢3. If frg o suffers a transient fault,
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Fig. 4. Framework of switch.

then frg, will be dropped and frg3, which did not fail, will
be received. In addition, V}, also eliminates received redundant
frame copies.

B. Fault Assumption

Based on duration, faults can be divided into permanent,
transient, and intermittent (periodic) faults [22]. Permanent
faults can persist for a considerable period of time. Transient
faults appear in a short time and then disappear. Intermittent
faults appear, disappear, and reappear continuously. If a frame
suffers a transient fault during transmission, any bit of the
frame may be changed unexpectedly [7] [23]. In this paper,
we only focus on transient faults and retransmit frames only
once per hop [13]. The reasons for single-retransmission are as
follows: (1) Multiple retransmissions require more resources
and can damage the schedulability of TT flows; (2) Multiple
retransmissions will increase the design complexity and cost of
the switch. Based on the above discussion, the sender does not
perform the third forwarding regardless of whether the second
forwarded frame is received correctly.

V. DESIGNING FT-CQF
A. Framework of FT-CQF

As shown in Fig. 4, FT-CQF has three components: Checker,
frame queueing and forwarding, and frame replication and
elimination.

Checker. Checker verifies the correctness of the received
frame and send fcgc to the upstream node. Furthermore,
Checker maintains that the original transmission sequence of
TT flows is not destroyed.

Frame queueing and forwarding. FT-CQF will queue and
forward TT flows. Additionally, FT-CQF will also cache copies
of TT flows and decide to forward or remove these cached
copies based on fcgc.

Frame replication and elimination. To support retrans-
mission at each hop, nodes in the network need to have the
ability to replicate and eliminate frames. In view of this, We
use frame replication and elimination defined in IEEE 802.1CB
[11], which also introduces related technical principles.

Through the above component functions, the reliability will
be enhanced and is not limited by network topologies. The
technical details will be introduced in the following sections.

B. FT-CQF

1) Checker: Checker is implemented based on CRC. As
shown in Fig. 3(a) and Fig. 3(c), the process of Checker



verifying the received TT frames in each time slot is divided
into two stages.

Checker will first verify the frames forwarded from Qs or Qg
during t;. During this period, if an erroneous frame is found,
the erroneous frame and all subsequent frames forwarded from
Qs or Qs will be dropped, and forc with the value False will
be sent to the upstream node at the end of ¢;. ¢; is equal to
(W + Dy,), where Qs is the maximum amount of frames
that each queue serving the original TT frames can hold, MTU
is the maximum frame length, B is the link bandwidth, and
Dy, is the internal processing delay and propagation delay in a
switch. If the frame forwarded during ¢; did not fail, then fcgrc
with the value True will be sent to the upstream node. To return
forc in time, the priority of forc needs to be planned to be
second only to the TT flow, so that forc can be scheduled
from the highest priority queue except the queue serving TT
flows. Checker will verify the frames forwarded from @7 during
t;. During this period, if an erroneous frame is found, only the
erroneous frame will be dropped, and no more forc will be
sent to the upstream node at the end of ¢;.

2) Frame Queueing and Forwarding: Considering that flows
are divided into eight priorities in TSN, FT-CQF also follows
the eight-queue design of standard CQF, in which two queues
called CQF queues, )5 and Qg, are used for TT flow queuing
and forwarding. On this basis, an additional fault-tolerant queue
@7 is introduced to cache and schedule copies of TT flows. As
shown in Fig. 4, enqueue and dequeue operations are performed
in @5 and Qs alternatively in a cyclic manner under the control
of R, GCL and T, GCL and the frames in Q5 and Qs
are scheduled first. ()7 performs dequeue operation under the
control of Selector and the fault-tolerant gate (FT-gate). Q)7
does not receive frames from the input port, but only TT frames
that are replicated inside the switch. If Q)5 or QY drop frames
because the queue is full, ()7 will also drop copies of frames
dropped by Qs or Q. To cache copies of all TT frames in the
CQF queue within a time slot, the length of Q)7 is equal to the
maximum length of Qs plus the maximum length of Q. The
reason is that when one queue of CQF is performing a dequeue
operation, the other queue is performing an enqueue operation.
Additionally, @7 can also remove the frames that do not need
to be retransmitted. Specifically, when fcgc with the value True
is received, ()7 first records the first frame f; in the head of
(@7, and then removes the frames that have the same type as f;
from the head of ()7 in sequence. If a frame of different type
than f; is encountered, stop the removal and wait for the next
operation. The types of frames in (); are divided according to
whether the original TT frame enters ()5 or (Qs. As shown in
Fig. 4, when fcgre with True is received, the three frames at
the head of Q7 are removed.

Selector is used to select frames that need to be retransmitted.
The reason is that ()7 caches copies of TT frames in ()5 and
Qs within a time slot. Selector will obtain the first frame f; in
the head of ()7 at the moment when fcgc is sent in each time
slot, and then selects the frames that have the same type as f;
from the head of ()7 to dequeue. If a frame of different type
than f; is encountered, stop the selection and wait for the next

operation. As shown in Fig. 4, the three frames at the head of
Q7 are copies of the TT frames in (Js. When all the TT frames
in Qs need to be retransmitted due to a fault, Selector selects
the three frames at the head of )7 to dequeue.

FT-gate is closed at the start of each time slot and opened
or closed according to the received forc. The specific imple-
mentation of opening and closing FT-gate according to fogrce
includes the following three points: (1) FT-gate will be opened
if forco with the value False is received from the downstream
node or an error occurs in forc transmission. (2) If forco is
not received within the specific period, FT-gate will also be
opened. The specific duration is {orc in Eq. (2). This value is
slightly larger than the time it takes for the downstream node to
transmit foro to the upstream node, and it is calculated from
the moment foro is sent within each time slot. (3) FT-gate
will remain closed if fogrc with the value True is received.
Moreover, if the FT-gate is opened, it will be closed at the end
of the current time slot. The above operation will be carried
out again after the start of the next time slot.

C. Time Slot Size

Base on the above design, the lower and upper bounds of
the time slot size are given in this subsection. The maximum
time slot is the greatest common divisor (GCD) of the periods
of all flows, which is shown in Eq. (1). The minimum time slot
needs to guarantee the scenario of three transmissions in Fig.
3, which forwards the most TT frames at one time. Therefore,
the minimal time slot is expressed by Eq. (2).

T."*" = GCD(Frr.periods) ¢))

Qs X MTU

Tmin —9
=2 x (R

+ Dp) +tecre + syncpree  (2)

where tcrc = %—FCdelay—&-ts, Frris the set of TT flows,
SYNCprec 18 the clock synchronization precision, and MFL is the
minimum frame length, which is 64 bytes. Cyqy is the internal
processing delay and propagation delay of fogrc in a switch,
and t; is the safety margin of the time spent by forc. In
practice, 7" is much smaller than 7%,

VI. EVALUATION

A. Simulation Configuration

We implemented FT-CQF and FRER-CQF in OMNeT++
6.0.1 [24] based on the INET 4.4.1 framework [25], and
built a TSN transmission scenario carrying deterministic traffic
queuing and forwarding on the OMNeT++ 6.0.1 simulation
platform. We used different configurations to test the perfor-
mance of FT-CQF, taking FRER-CQF as a reference.

1) Topology: The simulation topology is shown in Fig.
5. It consists of two end systems and eight switches. There
are two disjoint paths between ES; and ES,, so FRER-CQF
can be configured for communication between ES; and ESs.
Additionally, the link between ES; and SW; and the link
between SWy and ESs are not faulty.



Fig. 5. Network topology.

2) Network Setting: The related network parameters that
need to be set in our experiment are link bandwidth, queue
length, and global time slot size. The queue length in a switch
is equal to the number of frame buffers in the buffer pool.
Here, we set the link bandwidth to 1000Mb/s, the length of
each CQF queue in both FT-CQF and FRER-CQF to 5, the
length of the fault-tolerant queue in FT-CQF to 10, and the
global time slot size of FT-CQF and FRER-CQF to 125us.
There are two reasons for the CQF queue length setting. First,
a time-sensitive frame is not allowed to be cached in a switch
for a long time to provide a deterministic forwarding service.
Second, the cache resources of TSN switches are limited.

3) Traffic setting: We refer to the traffic characteristics de-
scribed in IEC/IEEE 60802 standard for industrial automation
networks [26]. In our experiment, flow are configured according
to this standard. The payload of each flow is 1000 bytes, and
the period is selected in {2,4,6,8} ms.

In the simulation, the fault-tolerant effect, resource consump-
tion, delay, and jitter of FT-CQF are evaluated and compared
with those of FRER-CQF. The fault-tolerant effect is reflected
in the ratio of the number of frames received by the destination
to the number of frames sent by the source within a period of
time in a specific fault scenario. The resource consumption rate
is the total number of bytes of TT and their related flows in the
network divided by the total number of bytes of TT and their
related flows forwarded by FRER-CQF without faults scenario,
where TT and their related flows represent TT flows, CRC
related messages and copies of TT flows. The total number of
bytes of TT and their related flows is the sum of the number of
bytes of TT and their related flows transmitted by links between
all adjacent nodes in the network. We counted the resource
consumption rate produced by FT-CQF and FRER-CQF over a
period of time in each scenario.

We describe fault scenarios in terms of Frame Error Rate
(FER). Fault scenarios are divided into sporadic, burst, and
continuous burst scenarios. The sporadic fault scenario is where
the FER of the links of all adjacent nodes in the network is
low. The burst fault scenario is where the FER of one link is
high and the FER of other links is low. The continuous burst
fault scenario is where the FER of two adjacent links is high
and the FER of other links is low. Among them, links with
low FER are called sporadic links. When FER exceeds 0.1, it
means FER is high. In the experiment, the FER of the sporadic
link in the burst fault scenario and the continuous burst fault
scenario was fixed at 0.1.

B. Experimental Results

1) Fault-Tolerant Effect: Fig. 6(a), 6(b) and 6(c) show
that the fault-tolerant effects Rrrgr.cor and Rprcor in three
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Fig. 6. Evaluation results.

different fault scenarios decrease with increasing FER. The
reason is that an increase in FER causes more frames to be
dropped. Therefore, the number of frames received by the
destination will decrease. However, this experiment shows that
FT-CQF has a stronger ability to resist transient faults, and
the value of Rprcor minus Rpger.cor reaches a maximum
of 9%. The specific reasons are as follows. FT-CQF supports
retransmission at each hop, that is, TT flows can be transmitted
twice at each hop. Although FRER-CQF transmits TT flows on
two disjoint paths, it only transmits the TT flow once at each
hop. In the network topology shown in Fig. 5, FRER-CQF
only tolerates one fault, while FT-CQF can tolerate multiple
faults. Additionally, the burst scenario and the continuous burst
scenario will have a greater impact on FT-CQF and FRER-CQF.
However, FT-CQF exhibits stronger robustness.

2) Consumed Resources: Fig. 6(a), 6(b) and 6(c) show
the resource consumption rates Wgger.cor and Wer.cor in
three different fault scenarios. Compared with FRER-CQF, the
maximum resources saved by FT-CQF when transmitting TT
and their related flows in sporadic, burst, and continuous burst
scenarios are 49.02%, 17.6%, and 16.31%, respectively. In
Fig. 6(a), Wgger-cor decreases with the increasing FER, while
Wer.cor shows an opposite trend. The reason is that FRER-
CQF will drop incorrect frames, whereas FT-CQF will perform
retransmissions based on faults. As more frames are dropped,



