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Abstract— Optical Probing (OP) has been shown to be capa-
ble of retrieving intellectual property of the chips. However, to
design a robust circuit against OP, the chip must be designed,
fabricated, and optically probed in an experimental setup to de-
termine the OP robustness of the design which is time consuming.
To mitigate the aforementioned problems, we propose a simula-
tion framework, namely FELOPi, which takes the layout file for-
mat of a design as an input and then performs OP on it. FELOPi
can help designers to design robust circuits toward OP attacks
before fabricating the chip. Hence, utilizing FELOPi results in
tremendous time and cost reduction.

I. INTRODUCTION

Designing a 100% secure and invulnerable Integrated Circuit
(IC) is almost impractical as it requires rigorous testing, which re-
sults in an increase in the cost and time to market of the end prod-
uct. Therefore, for mission-critical application ICs there is the
need for a tool to evaluate the design security robustness against
various attacks, i.e. side-channel attacks. Designers are aware of
how to design against some well-known attacks which are well
studied in the literature, such as differential power attack by de-
signing a circuit using differential logic gates [1] or introducing
randomness to the processed data by silicon [2]. However, for
newer and lesser known types of security attacks, countermea-
sures are barely studied. For example, Lohrke et al. [3] showed
that by performing optical probing through the backside of sili-
con, an adversary can retrieve secret data on chips. Several coun-
termeasures have been proposed to prevent Optical Probing (OP)
attack, such as [4-6].

As a cost-effective and fast approach to designing a robust chip
against OP, we propose FELOPi, a framework for the simula-
tion and evaluation of post-layout files against optical probing.
FELOPi can perform OP in simulation using the GDS-II file of the
design. This allows designers to evaluate their design against OP
before sending it for fabrication, which cuts a huge amount of cost
and time for the design house. As a result, in the design phase,
designers can have a better understanding of the robustness of a
design against OP.

II. PRELIMINARIES

A. Methodology and Setup

OP is a technique where a focused laser beam is scanned us-
ing galvanometric mirrors or statically pointed at a single point
of a chip while a detector collects the reflected light. Since sili-
con is transparent to light in the Near-InfraRed (NIR) spectrum,
OPing an IC through its backside is possible without thinning or
preparation of the chip. As shown in Fig. 1, the laser light fo-
cused on a region of the die area of IC passes the bulk silicon and
travel through the active areas of transistors. A portion of inci-
dent light is reflected back, for instance, when the incident light
hits the first metal layer, then it travels back through the silicon
into the microscope lens. Afterward, the beam splitter directs the
reflected light to an optical detector, which converts its intensity
into voltage. The reflected light experiences a change in the index
of absorption and refraction as it passes through a transistors due
to the existence of an electrical field [7].
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Fig. 1. Illustration of an optical probing setup.

There exists several OP scanning methods: Electro-Optical
Probing (EOP), Electro-Optical Frequency Mapping (EOFM),
and Laser Logic State Imaging (LLSI). In EOP, a laser light is
parked on a certain spot of a chip, and reads out the voltage at
that spot [3]. In EOFM, an area of chip is scanned by moving the
laser light across the chip. EOFM is used to localize the regions
carrying signals with a specific frequency of operation [8]. And
LLST is an extension of EOFM where the laser scans an specific
region of the chip, while the power supply is modulated with a
small sinusoidal signal e.g. (100mV’, 100k H z) [9]. The purpose
of LLSI is to read out the static state of each device in the design.

B. Reflection Caliber Value (RCV)

In [5], a simple to use model is proposed for the reflection
calculation of a transistor under OP. This model, which is
called, RCV approximate the reflected light from a transistor’s
active region as a linear function of applied voltage to the tran-
sistor’s terminals (V7), amplification constant of the transistor K
(Kpymos = 1.3K N aros), transistor’s fabrication related param-
eter 3, power of incident laser light Py, and the area of transistor’s
active region. The RCV value can be expressed as follow:

27 Tspot
RCV = VxKxﬁxPL/ / p(r) x A(r,0) drdf, (1)
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where p(r) and A(r,0) are laser’s power Gaussian distribution,
and area of active region under laser spot in polar coordinate, re-
spectively.

III. MODELING GATES LAYOUT’S ACTIVE REGIONS

To perform OP on a cell layout, we need to model the active re-
gions’ geometry. By applying different input values to a logic cell,
different regions of a logic cell’s layout contribute to the reflection
of light under OP. This means, those regions of each transistor in
the logic gate that has |[AV| > 0 with respect to the body volt-
age, can modulate the incident light [7]. Consider the NOT cell in
Fig. 2 (a), if we exclude the diffusion regions connected to VDD
and V'SS due to having the AV = 0 for those diffusion regions
with respect to the body voltage (NMOS, and PMOS body ter-
minals are connected to V'SS, and V' D D, respectively), we have
four different regions that modulate the incident light (regions P1,
P2, P3, and P4). By applying input logic “0”, the regions P1 and
P4 contribute to the reflection of light, as shown in Fig. 2 (b). Ap-
plying input logic “1” results in regions P2 and P3 to contribute
to the reflection of light, as shown in Fig. 2(c). This is due to
having |[AV| > 0 on these regions based on the applied input
value with respect to their bulk voltage. Moreover, we created a
pattern-based geometry of each logic gate from all the cells in our
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Fig. 2. (a) standard CMOS NOT gate’s layout, (b) NOT gate layout’s
geometry contributing to the reflection of light when the applied in-
put is logic “0”, (c) NOT gate layout’s geometry contributing to the

reflection of light when the applied input is logic “1”.
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Stage #1 Stage #2 Stage #3

GDS-Il File

Retrieve Netlist with Perform Functional
Coordinate of Each » Simualation for the »
Logic Gate Desired Input

Perform Optical
Probing

Fig. 3. FELOPi’s work flow.
design, similar to what is shown for the NOT gate in Fig. 2. We
created a geometry-based library based on the applied input val-
ues for standard CMOS NOT, NAND2, NOR2, XOR2, NAND3,
NOR3, XOR3, and FF gate.

IV. FELOPI FRAMEWORK

The working process of “FELOPi” is demonstrated in Fig. 3.
The FELOPi takes the GDS-II file of the design as an input, as it
contains information about each transistor and its corresponding
wiring in a design. The voltage present at the diffusion regions
(drain, source, and gate of transistors) determines the strength
of the electrical field. According to the Equation (1), the volt-
age present at each terminal of the transistor is proportional to
the strength of the reflected light from a device (the electric field
present in each junction modulates the incident light). After feed-
ing the GDS-II file to FELOPi, we need to retrieve the coordinate
of each mapped gate in the netlist from the GDS-II file. There ex-
ist tools that can perform such an operation, i.e., the Calibre tool
from Mentor Graphics.

After retrieving the location of each logic cell from the GDS-II
file, we perform a functional simulation on the netlist. The pur-
pose of the functional simulation is to obtain the state of each logic
gate in the GDS-II file based on the applied input. FELOPi has a
logical computation engine developed in C++ where a user can
apply any input value to the netlist and retrieve the state of each
logic gate in the design. It must be noted for functional simula-
tion, we use Verilog netlist, as performing post-layout simulation
on the GDS-II file takes a long time due to extracting all the para-
sitic capacitance and resistance in the design.

After determining the state of each logic gate in the design,
FELOPi replaces each logic gate with its corresponding geome-
try model, as explained in Section III. Then, we can whether park
the laser on a spot in a specific coordinate of the chip to read the
reflection value from that specific region of the design (EOP anal-
ysis) or scan the entire region of the design using the laser (convo-
Iution between laser distribution function and layout of the design)
to create an activity map of the design (EOFM, and LLSI analy-
sis). For an example, the activity map of a design under OP is
shown in Fig. 4.

V. DISCUSSION AND INTEGRATION

FELOPi is a powerful tool that can be integrated in the work
flow of both designers and security test engineers. FELOPi en-
ables its user to develop robust circuit against OP, and explore
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Fig. 4. (a) GDS-II file after passing through stage 1 and stage 2 of
FELOPi, (b) scanning all the logic gates in the design.
vulnerabilities of a design in simulation with no cost. Moreover,
by providing correct logic gates’ model designed in various tran-
sistor technologies such as FinFET, FD-SOI, RFET, etc, FELOPi
can be useful to develop OP secure circuits in these technologies.
Furthermore, OP is a time consuming process in an experimen-
tal setup, and FELOPi reduces the probing time to few seconds by
performing the OP in simulation (using state of the art GPU/CPU).
Moreover, in [10], it is shown that OP can be used to detect hard-
ware trojans inserted in the design during the fabrication stage
by comparing the OP analysis of unmodified chip’s layout, and
OP analysis of the fabricated chip. Consequently, FELOPi can be
used to expose hardware trojans in the designs as well.

VI. CONCLUSION AND FUTURE WORK

In this work, we proposed the first framework called “FELOPi”
to evaluate the security robustness of a layout against OP. FELOPi
takes the GDS-II file as an input and, based on the applied input
values to the circuit, computes the region of transistors in each cell
gate that contributes to the reflection of light. Hence, it empow-
ers engineers to perform EOP, EOFM, and LLSI on the circuit to
probe the processed signal on a chip’s layout file. FELOPi’s pur-
pose is to help designers and security engineers to evaluate circuits
against OP on a large scale. As of our future work, we will load
a more detailed response model of transistors and logic gates into
FELOPi from our taped-out chip. Hence, FELOPi will be the first
simulator developed for large-scale designs that perform OP anal-
ysis based on real technology (a commercial 28nm technology).
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