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Abstract—Resistive random-access memory (ReRAM) is a 
promising technology for both memory and for in-memory 
computing. However, these devices have security vulnerabilities 
that are yet to be adequately investigated. In this work, we 
identify one such vulnerability that arises from the write 
mechanism in ReRAMs. Whenever a cell/row is written, a 
constant bias is automatically applied to the remaining 
cells/rows to reduce sneak current. We develop a new attack 
(referred as WriteHammer) that exploits this process. By 
repeatedly exposing a subset of cells to this bias, WriteHammer 
can cause noticeable resistance drift in the victim ReRAM cells. 
Experimental results indicate that WriteHammer can cause up 
to 3.5X change in cell resistance by repeatedly writing to the 
ReRAM cells for a duration of 4 ms. 
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I. INTRODUCTION 
DRAM and SRAM have been the traditional choice of 

memory technology for computing systems. However, as the 
scaling of traditional memory technologies is approaching the 
physical limit, it is difficult to continue providing sufficient 
computing and storage capacity for future data-intensive 
applications [1]. Moreover, large cell size and high leakage 
power of traditional memory lead to large design area and 
energy consumption [1]. Non-Volatile Memory (NVM) 
demonstrates excellent scaling and near-zero leakage power. 
This relatively new memory technology has emerged as a 
promising candidate for future memory applications. NVMs 
tend to be smaller in dimension, which enables higher storage 
density. Moreover, NVMs can also be used for in-memory 
computing, which makes it an attractive choice for future use. 
A comparison of various NVM technologies, conventional 
DRAMs, and SRAMs can be found in [2]. 

Among the various NVM technologies, resistive random-
access memory (ReRAM) is a popular choice for both 
memory and in-memory computing applications due to its 
small size and high ON/OFF ratio [3]. ReRAM prototypes 
have been developed by TSMC and CEA-Leti [4][5]. These 
prototypes demonstrate the viability of ReRAMs for both 
memory and in-memory computing. ReRAMs are a popular 
choice for accelerating deep learning training and inferencing 
[6][7]. Recent work shows that a speed-up of more than an 
order of magnitude is obtained using ReRAMs, compared to 
traditional GPUs, for deep learning applications [6][7]. The 
efficiency of ReRAMs can be attributed to the massive data 
parallelism enabled by its crossbar structure. ReRAM 
crossbars are composed of several thousands of resistors 

(cells); each cell can store data and also implement a 
multiplication operation [6].  

However, despite these advantages, existing ReRAM-
based architectures must overcome reliability challenges. 
ReRAMs are susceptible to different types of defects and 
noise [8]. These non-idealities hamper the widespread 
adoption of large-scale deep learning algorithms on ReRAM 
crossbar-based accelerators. These shortcomings can also be 
exploited by an adversary to launch targeted attacks and 
compromise normal operations. The security concerns 
associated with these emerging devices and the attack surface 
have not received much attention in the literature. We focus 
on this problem in this paper.  

Security vulnerabilities in ReRAMs have been 
demonstrated in [9] and [21]. In [9], the authors demonstrate 
Rowhammer attacks in ReRAMs. Rowhammer attacks exploit 
a vulnerability in traditional DRAMs, where an attacker can 
cause bit flips by simply accessing its neighboring rows [10]. 
However, it is shown in [9] that a Rowhammer attack in 
ReRAM requires extremely high temperature (>100°C). Such 
high temperature is detrimental to the device itself and 
therefore may not be practical. In [21], the authors identify a 
few possible ways an attacker can inhibit the use of ReRAMs 
for neuromorphic computing. An attacker can suppress neuron 
firing, interfere with communication between the neurons or 
exploit sneak currents to cause a neuron to misfire. However, 
their findings are specific to neuromorphic computing and 
may not be applicable when ReRAM is used as memory or for 
other in-memory computing purposes. 

In this work, we demonstrate another attack on ReRAM 
crossbars using repeated write operations. The new attack (we 
refer to it as WriteHammer) results in a permanent loss of data 
stored on the ReRAM cells. However, unlike Rowhammer 
attacks, the new attack does not rely on the parasitic coupling 
between adjacent rows. The WriteHammer attack exploits the 
constant voltage bias that is applied to the ReRAM rows to 
prevent sneak current during write operations. By repeatedly 
writing to a subset of aggressor ReRAM rows, the attacker can 
cause a noticeable resistance drift on the victim rows. 
WriteHammer will affect normal operation of ReRAMs 
irrespective of its use as memory or for in-memory computing. 
Unlike in conventional Rowhammer attacks, the bit flips (data 
loss) in ReRAMs can happen in non-adjacent rows/cells to the 
aggressor row/cell. Moreover, the effectiveness of the attack 
is also a function of the data stored on the cell and the 
operating temperature. 

We list below the key contributions of this paper:  

• We develop a new WriteHammer attack on ReRAM 
crossbars. The attack can be implemented by simply 
writing to a handful of rows repeatedly.  
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• We demonstrate the effectiveness of WriteHammer 
using two open-source ReRAM Verilog models. 
Our experiments indicate that WriteHammer can 
cause up to 3.5X change in the resistance of victim 
ReRAM cells. 

• We show how the effectiveness of WriteHammer 
varies based on temperature, input conditions, etc. 
These factors make it more difficult to detect these 
attacks unlike traditional Rowhammer attacks.   

The rest of the paper is organized as follows. Section II 
presents relevant prior work related to ReRAM-based 
architectures and associated reliability issues. Section III 
presents the proposed WriteHammer attack in detail. We 
analyze the proposed attack experimentally in Section IV. 
Finally, we conclude this paper by summarizing our findings 
in Section V.  

II. RELATED PRIOR WORK 
ReRAMs store data using variable resistance (or 

conductance) [6]. An ReRAM cell consists of a metal oxide 
layer (e.g., Ti, Ta, and Hf) sandwiched by two metal (e.g., Pt) 
electrodes [11]. The electronic behavior of metal/oxide 
interfaces depends on the oxygen vacancy concentration of the 
metal oxide layer. The behavior of the ReRAM cell can be 
modulated by the application of a suitable voltage. The cell 
can be switched ON (SET operation) or OFF (RESET 
operation) through voltage control. Prototypes from TSMC 
and CEA-Leti [4][5] show promising properties of fast 
switching speed and low energy consumption. Prior work has 
shown that these devices can also be repurposed for 
computing [6] because ReRAM cells can perform high-
throughput matrix multiplication operations. Due to this dual 
nature (both memory and computing), ReRAM-based 
architectures have become popular in recent years. ReRAM-
based in-memory computing systems have been proposed for 
machine learning, graph analytics, and bioinformatics 
applications [7][12][18]. ReRAMs can also be used for other 
mathematical operations such as addition, subtraction, 
division, etc. [13].  

However, ReRAMs tend to suffer from various non-ideal 
effects such as sneak current, thermal noise, etc. [8]. These 
non-ideal effects not only affect normal ReRAM behavior but 
they can also be exploited for hardware attacks by adversaries. 
Several hardware vulnerabilities, such as Rowhammer [10], 
have been discovered in recent years in traditional CMOS-
based systems. However, the security vulnerabilities in 
emerging non-volatile memories (such as ReRAMs) have not 
received significant attention. While a Rowhammer attack has 
been presented for ReRAMs [9], this attack requires an 
extremely high temperature (>100°C) for successfully causing 
a bit flip, which may not be practical. The system may get 
damaged by the extreme heat before the attacker can cause a 
bit flip. Another attack on ReRAMs exploits the sneak current 
to cause undesired neurons to misfire in neuromorphic 
computing applications [21]. However, this attack is specific 
to neuromorphic computing only. Moreover, sneak current 
can be minimized by applying constant bias during write 
operations [21]. This approach can greatly reduce the severity 
of this attack. In this work, we present the WriteHammer 
attack, which exploits the mechanisms of write operations to 
cause data loss at lower temperatures. The new attack exploits 
the voltage applied to prevent sneak current in ReRAM 
crossbars. Typically, NVM technologies (including ReRAMs) 

have a retention time of higher than 10 years [11]. However, 
WriteHammer can significantly reduce the retention time of 
ReRAMs and damage stored data.  

III. WRITEHAMMER-ING  RERAMS 
In this section, we present the details of the proposed 

WriteHammer attack on ReRAM-based systems. 

A. Normal ReRAM operations: Background 
Fig. 1 shows a typical ReRAM crossbar structure that can 

be used as both memory and for in-memory computing. Some 
ReRAM-based crossbars utilize a MOS access transistor for 
each cell (commonly referred as 1T1R configuration). 
However, ReRAM crossbars can also be designed without 
access devices (commonly referred as 0T1R configuration). 
Conventionally, in the MOS-accessed 1T1R structure, 
memory cell arrays are isolated by MOS access devices, 
which results in low leakage current. However, the cell size is 
dominated by the large MOS access device that is necessary 
to drive enough write current; the ReRAM cell itself is much 
smaller [11]. In addition, the 1T1R configuration requires 
more complex wire routing to control each MOS access 
transistor. In the 0T1R setting, an ReRAM crossbar can be 
accessed without any extra access devices. The removal of 
MOS access devices leads to a memory cell size of only 4F2, 
where F is the process feature size [11]. Therefore, the 0T1R 
configuration is popular in in-memory computing, especially 
for accelerating deep-learning applications [6][7]. Fig. 1 
shows an ReRAM crossbar with the 0T1R cell configuration.  

As shown in Fig. 1, an ReRAM cell stores data as a 
resistance value. To ‘read’ this data, a read voltage is applied 
at the input. Following Ohm’s law, a proportional current 
(I=V/R) is observed at the output, which is then converted to 
a digital value using an ADC. To ‘write’ a new value to the 
ReRAM cell, a higher write voltage is applied to the ReRAM 
cell, which changes the resistance of the cell (and hence the 
stored value). Note that the read voltage (typically 0.5V [14]) 
is often much lower than the write voltage (2V [14]). Recall 
that the resistance of an ReRAM cell can be varied by 
applying an input voltage. However, a read operation should 
not alter the stored data; hence, the read voltage is lower than 
the write voltage to prevent any change in cell resistance.  

The application of a higher voltage for write operations in 
a 0T1R configuration can result in high sneak current [9]. Due 
to the crossbar structure of ReRAMs, applying a voltage to 
one cell/row (𝑅!) results in sneak current through the other 
cells/rows (𝑅" ,  where 	𝑖 ≠ 1). The sneak current results in 
high power consumption, especially for ReRAM crossbars 
that contain 128×128 cells [9]. This problem is not present in 
the 1T1R configuration as the MOS access transistor prevents 
any sneak current. However, as mentioned earlier, the 1T1R 

 
Fig. 1: Illustration of a typical ReRAM crossbar-based architecture 
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configuration is associated with higher area overhead and 
more complex wiring. To reduce sneak currents in the 0T1R 
setting, a constant voltage of 𝑉#$"%&/2 is applied to the other 
rows/cells every time a row/cell is written [9][15]. For 
instance, if one ReRAM crossbar row/cell (R1) is being 
written, all the other rows/cells (𝑅" , where	𝑖 ≠ 1) are biased at 
𝑉#$"%&/2 . This significantly reduces the amount of sneak 
current through the other ReRAM cells during write 
operations [9][15]. 

Under normal circumstances, the 𝑉#$"%&/2 bias does not 
have any noticeable effect on the cell’s resistance. However, 
the repeated application of this voltage can result in significant 
resistance drift (and thereby loss of data). This phenomenon is 
exploited by WriteHammer to corrupt stored data on ReRAM 
cells without ever accessing it. We discuss the details of the 
attack setup in the next sub-section.  

B. Attacking ReRAMs using write operations 
Fig. 2 shows the setup for the attack. For the sake of 

demonstration, we assume a 3 × 3 ReRAM crossbar. 
However, the principles described here are valid for any 
ReRAM crossbar size/shape. As shown in Fig. 2, the threat 
model assumes that the attacker has read/write access to cell 
𝑅!  (shown in red) but does not have access to the other 
cells/rows 𝑅" , where 𝑖 ≠ 1. This is similar to how DRAM 
memory is shared by multiple processes running concurrently 
on the computing units. Each process has read/write access 
only to a certain allocated part of the memory. We assume a 
similar memory allocation in ReRAM-based memory 
systems. The attacker aims to corrupt the data stored on cells 
𝑅"  ( 𝑖 ≠ 1 ) using the WriteHammer attack. WriteHammer 
repeatedly writes data to 𝑅! (aggressor row, marked in red in 
Fig. 2). The attacker does not care about the actual data being 
written on 𝑅!. The goal of the attacker is to simply write to 𝑅! 
multiple times. Naturally, to prevent sneak current, a voltage 
𝑉#$"%&/2 is applied to cells 𝑅" for every write. By writing to 
cell 𝑅!  multiple times, the attacker forces the 𝑉#$"%&/2 
voltage on the other cells for a prolonged duration of time. 
This can cause resistance drift in the cells 𝑅" , resulting in 
permanent data loss. Here, it should be noted that ReRAMs 
suffer from relatively low write endurance. As a result, the cell 
being written repeatedly may get damaged in the process. 
However, recall that the attacker does not care about the value 

being written; their target is to damage the value stored on the 
other cells. Therefore, the attacker will sacrifice cell 𝑅! in Fig. 
2 to cause data loss in 𝑅" , where 𝑖 ≠ 1. As we show later, 
WriteHammer can cause up to 3.5X change in the resistance 
of victim cells. In addition, the amount of resistance drift due 
to WriteHammer is also a function of the current state of the 
ReRAM cell, temperature, and attack pattern as we show next.  

Current state of the cell: The operation of ReRAM is 
associated with the conductive filament growth due to the 
movement of oxygen ions. Fig. 3 shows an example to explain 
how the resistance drift varies with the current state of the 
ReRAM cell (i.e., the gap length); here, we define gap length 
as the distance between the tip of the filament and the opposite 
electrode. Fig. 3(a) shows a scenario where the vacancies form 
a bridge between the two electrodes E1 and E2 (i.e., gap length 
of zero). Under this condition, the resistance is low (ON state), 
and current can flow easily, Fig. 3(b) shows the case where 
the vacancies are clustered towards E2 (i.e., gap length > 0). 
In this condition, the resistance is high (OFF state) and less 
current can flow. Applying a negative voltage to E1 will push 
the vacancies towards E2 in both cases. However, the 
vacancies will move more easily in the scenario of Fig. 3(a) 
compared to the scenario of Fig. 3(b). This happens as the 
vacancies are already clustered around E2 in Fig. 3(b). 
Therefore, it will be more difficult for the vacancies to be 
pushed further towards E2 i.e., it becomes progressive more 
difficult to increase the resistance of an ReRAM cell. This 
example shows how the change in resistance will vary 
depending on the current state of the ReRAM cell. Since data 
is stored as resistance in ReRAM cells, this observation also 
implies that the effect of WriteHammer will depend on the 
data stored on each cell.    

Temperature: The average rate of growth and the 
variation amplitude of the filament have a strong dependence 
on temperature. It has been observed that the temperature 
increases significantly during SET and RESET operations 
(i.e., write operations), which assists the growth and rupture 
of the filament [16]. However, in an ReRAM cell, the 
resistance fluctuates when the cell is heated to higher than 
room temperature. This property can be exploited by an 
adversary to cause higher resistance drift using WriteHammer. 

Attack pattern: WriteHammer relies on repeated writes to 
a handful of aggressor rows/cells. However, the severity of 
WriteHammer also depends on the type of writes (i.e., SET or 
RESET). Consecutive SET (or RESET) pulses have the 
maximum effect. However, to prevent detection, an attacker 
can also combine both SET and RESET pulses. For instance, 
an attacker may apply one RESET pulse after every ten SET 
operations. Note that opposite polarity voltages are used for 
SET and RESET operations. Hence, having one RESET after 
every ten SET partially offsets some of the resistance drift. 
This reduces the severity of the WriteHammer attack; the 
severity is highest when only SET (or RESET) pulses are 
applied consecutively. However, by combining both SET and 
RESET pulses, an attacker can avoid being detected easily.   

C. WriteHammer vs Rowhammer  
The WriteHammer attack shares many similarities with 

Rowhammer attacks in DRAM-based memory systems. Both 
attacks require repeatedly accessing a few target aggressor 
rows. Both attacks result in loss of data in the victim rows. 
However, there are several key differences between 
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WriteHammer and traditional Rowhammer attacks as we 
discuss next.  

Unlike Rowhammer, which is due to parasitic coupling 
between the rows, the proposed attack relies primarily on the 
voltage applied to prevent sneak current. Our experiments 
indicate that the amount of voltage change induced by 
Rowhammer is often not sufficient to cause any noticeable 
change in resistance in the victim ReRAM cells. This happens 
as the voltage necessary for changing the resistance is not 
achievable with parasitic coupling only. Next, traditional 
Rowhammer attack on DRAMs can be done using both read 
and write operations. However, ReRAM crossbars use two 
different voltages for read and write operations. The read 
voltage is significantly lower than the write voltage and does 
not result in high sneak current. As a result, the 𝑉#$"%&/2 
voltage is not applied during read operations. Hence, 
WriteHammer can only be implemented using write 
operations. In addition, the victim rows need not be adjacent 
to the aggressor in WriteHammer. Bit flips happen most 
commonly in rows that are adjacent to the aggressor row in 
Rowhammer attacks in DRAMs. However, the 𝑉#$"%&/2 
voltage is applied to every row in a ReRAM crossbar (besides 
the one where the write operation is being performed). Hence, 
the victim rows are independent of the location of the 
aggressor rows. This can cause resistance drift far from the 
aggressor row(s). As a result, an attacker can compromise any 
cell within the crossbar by simply accessing a single 
aggressor row. Finally, the effect of the attack is also different 
in ReRAM cells compared to Rowhammer in DRAMs. 
WriteHammer causes resistance drift, which is different from 
bit flips in Rowhammer.   

IV. EXERIMENTAL RESULTS 
In this section, we present experimental validation of the 

new WriteHammer attack. 

A. Experimental setup 
To assess the effectiveness of WriteHammer, we use a 

widely-used ReRAM Verilog-based compact model [16]. The 
model is fitted to the experimental data of 𝐻𝑓𝑂' -based 
ReRAMs, which is the one of the most common type of 
ReRAM cell [16]. This model can reproduce both the transient 
behavior and the statistical characteristics of the ReRAM. The 
ReRAM cells are arranged in a 128×128 sized crossbar. The 
crossbars use a 0T1R configuration, i.e., there is no access 
transistor. Note that 128×128 is a common ReRAM crossbar 
size adopted in prior work and also for manufacturing [6][7]. 
We assume a 50 MHz operating frequency for the ReRAM 
crossbars, and the read and write voltages are 0.5V and 2V 
respectively [14]. The separation between two ReRAM rows 
is assumed to be 100 nm [19]. We vary the operating 
temperature from 25°C to 100°C to ensure thorough analysis. 
We use HSpice simulations for all our experiments. We apply 

WriteHammer for 4 ms as an example in every case to 
showcase how quickly the resistance of the victim cell can be 
changed. Recall that ReRAM cells are non-volatile and ideally 
have a retention time of higher than 10 years [11]. We 
simulate WriteHammer for 4 ms to show that the resistance 
(and hence the stored data) can be damaged in a significantly 
shorter period of time. 

B. Effect of WriteHammer 
Eliminating possibility of Rowhammer: Write 

operations in ReRAMs can affect neighboring cells due to 
both the constant bias voltage and the capacitive coupling 
between rows [9]. However, we first show that capacitive 
coupling (and hence Rowhammer) has little effect on the 
victim cell’s resistance under normal operating conditions. 
Recall that Rowhammer happens due to the coupling between 
the two neighboring rows. By repeatedly accessing the 
aggressor row, the attacker can result in a non-zero voltage 
across the victim row due to the capacitive coupling. The 
capacitance depends on the physical dimensions of the 
crossbar, spacing between the cells, etc. However, this 
information is proprietary and not disclosed by the 
manufacturer. Hence, we study the effect of repeated writes at 
different capacitance values.  

In the case of ReRAM crossbars, each write is also 
accompanied by the 𝑉#$"%&/2	 bias voltage. Hence, we study 
the combined effect of both the voltage bias and the capacitive 
coupling in Table 1. We also study a hypothetical case where 
there is no capacitive coupling (hence no Rowhammer). Table 
1 shows the change in resistance (normalized with respect to 
the initial resistance) at different capacitance values. For this 
experiment, we apply repeating RESET pulses to the 
aggressor cell (simulating a repeated WRITE operation), and 
we observe the effect on the victim cell. Here, we assume an 
initial gap length of 0.8 nm for the victim ReRAM cell, and an 
operating temperature of 25°C; gap length is defined as the 
distance between the tip of the filament and the opposite 
electrode in an ReRAM cell. Here, we choose the operating 
temperature and gap length values as an example to 
demonstrate the effect of repeated accesses. We show the 
effect of WriteHammer at other operating temperatures and 
gap length conditions later. As shown in Table 1, the 
resistance of the victim cell remains mostly unaffected when 
the coupling capacitance is below 1 pF. The amount of change 
due to coupling is the same as without coupling, which 
indicates that Rowhammer has little to no effect. Beyond 1 pF, 
we start to observe the effects of capacitive coupling. This is 
expected as higher coupling allows for more voltage across 
the victim cell, which causes resistance drift. For instance, we 
see a 3.69% drift at 1 pF. However, note that such large 
coupling capacitance values are generally not feasible as it 
would require very large crossbars and/or extremely low 
separation between adjacent cells.  

Typically, a challenge in security vulnerability assessment 
is that the information about physical dimensions of a 
crossbar, and the distance between each cell, are not disclosed 
by manufacturers. From prior studies on DRAM [19], we 
estimate the parasitic coupling of a typical 128×128 sized 
crossbar to be around 10 fF. For all experiments henceforth, 
we shall use 10 fF as the coupling capacitance (unless 
otherwise specified). Similar observations are made with SET 
pulses and at relatively higher temperature conditions (with 10 
fF capacitance). Overall, Table 1 shows that Rowhammer is 
only effective at extremely high temperatures (>100°C) and at 

Table 1: Change in resistance with different coupling capacitance 
values during repeated write operations. 

Capacitance 
(fF) 

Temperature 
(℃) 

Attack condition ∆𝑅 after   
4 ms (%) 

0 25 Bias 0.15% 
1 25 Bias+Coupling 0.15% 
10 25 Bias+Coupling 0.15% 
100 25 Bias+Coupling 0.15% 
1000 25 Bias+Coupling 3.69% 
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very high capacitive coupling, both of which are unrealistic. 
Hence, we can eliminate the possibility of resistance drift due 
to Rowhammer for all the remaining sets of experiments. 

Role of temperature: Next, we investigate the effect of 
repeated writes at different operating temperatures due to 
WriteHammer attacks. As mentioned in Section 3, the average 
rate of growth and the amplitude of variation of the conducting 
filament in an ReRAM cell have a strong dependence on 
temperature. Fig. 4 shows the change in resistance 
(normalized with respect to the initial resistance) when 
WriteHammer is applied at different operating temperature. 
For this experiment, we also assume a gap length of 0.8nm 
and apply RESET pulse for 4 ms duration. As shown in Fig. 
4, there is no noticeable change in the victim cell’s resistance 
at room temperature (25°C). However, we start to see 
resistance drift at relatively higher temperatures. For instance, 
at 75°C, we see a 6.7% drift, which increases to 30% at 100°C. 
This happens as high temperature assists in the formation (or 
rupture) of the conducting filament of the ReRAM cell. Fig. 4 
clearly shows that the severity of WriteHammer increases with 
temperature. We note that the temperature required for 
WriteHammer is significantly lower than in the case of 
Rowhammer (which requires >100°C temperature [9]). 
WriteHammer can cause resistance drift at temperatures well 
below 100°C. This observation can be exploited by an attacker 
to launch effective WriteHammer attacks. 

Effect of gap length: Next, Fig. 5 shows the effectiveness 
of WriteHammer at different victim cell gap length. As shown 
in Fig. 3, it is more difficult to push the vacancies towards an 
electrode if all the vacancies are already clustered near it (and 
vice-versa). We can confirm this from Fig. 5, which shows 
that it is easier for resistance to drift when the gap length is 
lower. For this experiment, we choose an operating 
temperature of 75°C and apply repeated RESET pulses. The 
RESET pulses are applied consecutively without any pause in 
between for a 4 ms duration. The gap length is varied from 0.2 
nm to 1.6 nm, which represents the minimum and maximum 
gap length for the Verilog model [16]. Note that for each case, 
we normalize the change in resistance to the initial resistance; 
since the gap lengths are different, the initial resistance values 
for all the different cases here are not the same.  

As shown in Fig. 5, WriteHammer causes an almost 3.5× 
change in the resistance of the victim cell compared to its 
initial resistance at gap length of 0.2 nm. However, at a gap 
length of 1.6 nm, WriteHammer fails to cause any noticeable 
change in the victim cell’s resistance. This can be attributed to 
the fact that the gap length is already at its maximum value 
(determined by the physical dimensions of the ReRAM cell). 
The application of any RESET voltage pulses cannot increase 
the gap length any further; hence there is no impact on the 

victim cell when gap length is 1.6 nm. The observations are 
reversed when SET pulses are used (instead of RESET), i.e., 
resistance drift is highest when gap length is maximum and 
vice-versa. 

These observations are interesting as they show that the 
effectiveness of WriteHammer depends on the initial state of 
each device. Moreover, since the data is represented as 
resistance, which in turn is governed by the gap length 
parameter, this observation implies that the effect of 
WriteHammer is dependent on the stored data. If an adversary 
is aware of the values stored on the victim cells, this 
observation can be used to target specific cells/rows using 
suitable WriteHammer attacks. As an example, graph data 
tends to be extremely sparse. Hence, if graph data is stored on 
ReRAM crossbars, many cells will have ‘0’ stored on them 
i.e., high gap length. If an attacker is aware of this information, 
they can target these cells using repeated SET pulses to 
maximize their chances to cause resistance drift.     

Effect of attack pattern: So far, we have studied the 
effectiveness of WriteHammer assuming that the attacker only 
applies the same type of pulse (SET or RESET) for an 
extended duration of time. However, the attacker can also 
choose to include both types of pulses to camouflage the 
attack and avoid detection. Next, we investigate the effect of 
WriteHammer if an attacker uses a mix of SET and RESET 
pulses in different proportions. Fig. 6 shows the change in 
resistance (compared to the starting resistance) when different 
input patterns are applied to the aggressor cell. ‘nR-mS’ in 
Fig. 6 represents n RESET pulses followed by m SET pulses. 
As shown in Fig. 6, combining both SET and RESET reduces 
the resistance drift caused by WriteHammer. The application 
of SET pulse partially nullifies the resistance drift due to a 
RESET pulse as a voltage of opposite polarity is used for SET 
(compared to RESET). As shown in Fig. 6, the effect is 
highest when there is a higher imbalance between the number 

 
Fig. 4: Gradual change in resistance over time when WriteHammer 
is applied at different temperatures. 

1

1.1

1.2

1.3

1.4

0 0.5 1 1.5 2 2.5 3 3.5 4N
or

m
al

iz
ed

 c
ha

ng
e 

in
 re

si
st

an
ce

Time (ms)

25˚C 45˚C 75˚C 100˚C

 
Fig. 5: Gradual change in resistance at different gap length of victim 
cell when WriteHammer attack is used. 
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Fig. 6: The effect of WriteHammer attack with respect to different 
input (SET/RESET) pattern; ‘nR-mS’ indicates n RESET followed 
by m SET operations 
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of SET and RESET operations. There is almost no effective 
resistance drift when the number of SET and RESET pulses 
are uniform (the 1R-1S configuration in Fig. 6). This 
observation can be utilized by an adversary to camouflage 
attacks, making it significantly more difficult to detect 
WriteHammer attacks.  

C. Effect of WriteHammer on other types of ReRAM cells 
Finally, we demonstrate WriteHammer with another type 

of ReRAM device. For this purpose, we use the compact 
model from [17]. This ReRAM model is based on 𝑇𝑖𝑂( -
𝑇𝑖𝑂()'  memristors, following the classic ion transportation 
theory [17]. The model can simulate real-time switching, 
which is a critical feature in memristor-based analog circuit 
design. TiO2-TiO2–x is another promising technology for 
ReRAMs and it has received significant attention [20]. The 
behavior of the TiO2-TiO2–x device is modeled based on the 
ion/vacancy motion driven by the electric field [17]. The 
model behavior matches the measurements of a real TiO2-
TiO2–x device on the static I-V curve and dynamic pulse 
programming [17].  

Our evaluation on two different types of ReRAM models 
is aimed at showing that the WriteHammer attack is not 
specific to one type of ReRAM model. Table II shows the 
resistance change in the victim cell due to WriteHammer at 
different operating conditions using this model. Here, we 
consider different scenarios for a thorough analysis: we 
consider both SET and RESET pulses, two different operating 
temperatures, and two gap length configurations. Following 
similar setting assumed for the 𝐻𝑓𝑂' -based ReRAMs, we 
assume a write voltage of 2V, operating frequency of 50 MHz. 
As usual, every write operation requires the bias voltage to be 
applied across the other cells (besides the one being written) 
to reduce sneak current.  From Table II, we can see that this 
results in a significant amount of resistance drift on the victim 
cells. We can observe resistance drift under all operating 
conditions, with a maximum of 28% drift in resistance at 45℃ 
and 6 nm gap length. Table II clearly shows that 
WriteHammer is significant for this type of ReRAM cell too.  

V. CONCLUSION 
ReRAM cells are one of the primary choices for future 

memory and computing purposes. ReRAM offers low energy 
dense storage and is non-volatile in nature. However, the 
security vulnerabilities in these architectures have not 
received much attention. We have identified one such 
vulnerability in ReRAM-based architectures. We refer to it as 
WriteHammer. WriteHammer is implemented using typical 
write operations and takes advantage of the constant bias that 
is applied to reduce sneak current via adjacent ReRAM cells. 
We have shown how the effectiveness of WriteHammer 
attacks varies with the gap length, temperature, and input 

pattern. These properties make it significantly more difficult 
to detect these attacks compared to traditional Rowhammer 
attacks. Overall, these attacks can cause up to 3.5X change in 
resistance of an ReRAM cell; therefore, countermeasures are 
needed to address this security vulnerability. 
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Table II: Change in resistance with Ti-based ReRAM cells during 
WriteHammer attack under different settings. 

Input type 
(SET/RESET) 

Temperature 
(℃) 

Gap length 
(nm) 

∆𝑅 after 
4 ms (%) 

SET 45 6 28% 
SET 45 8 4% 

RESET 45 6 18% 
RESET 75 6 19% 
RESET 45 8 17% 
RESET 75 8 18% 
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