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Abstract—In-memory deep neural network (DNN) accelerators
will be the key for energy-efficient autonomous edge systems. The
resistive random access memory (ReRAM) is a potential solution
for the non-CMOS-based in-memory computing platform for
energy-efficient autonomous edge systems, thanks to its promis-
ing characteristics, such as near-zero leakage-power and non-
volatility. However, due to the hardware instability of ReRAM, the
weights of the DNN model may deviate from the originally trained
weights, resulting in accuracy loss. To mitigate this undesirable
accuracy loss, we propose two stochastic fault-tolerant training
methods to generally improve the models’ robustness without
dealing with individual devices. Moreover, we propose Stability
Score—a comprehensive metric that serves as an indicator to the
instability problem. Extensive experiments demonstrate that the
DNN models trained using our proposed stochastic fault-tolerant
training method achieve superior performance, which provides
better flexibility, scalability, and deployability of ReRAM on the
autonomous edge systems.

Index Terms—Fault-Tolerant DNNs, DNN Accelerators, Au-
tonomous Edge Systems

I. INTRODUCTION

Delivering enough computing power, dealing with system
redundancy, and providing more accurate decisions are the key
elements to guarantee the safety of edge autonomous systems.
DNN accelerators, given their potential of low-cost and “in-
situ” data processing ability, are gaining increasing research
attention and expectations to satisfy the need for the safety
of edge autonomous systems in resource-constrained environ-
ments. Many research efforts have been made on developing
DNN accelerators, including CMOS/non-CMOS based ASICs.
Among non-CMOS based accelerators, the emerging resistive
random access memory (ReRAM) [1], [2], is promising with
near-zero leakage-power, high active-power efficiency, non-
volatility, and concise circuit structure. However, one critical
challenge is its poor stability. The weights of a DNN can be
easily distorted by the inherent physical limitations of ReRAM
devices, resulting in accuracy drop. Besides, current solutions
only focus on optimizations for individual devices, such as
permuting the order of the crossbar rows and columns [3],
retraining the network by considering the defect locations [4],
[5], which may introducing complex control circuits and re-
sulting in additional hardware overhead. For mass-produced
edge products, the efforts and resources spent in applying
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optimization for each individual product (edge system) can
be tremendous, and therefore it is of utmost importance to
be able to apply more general solutions that can be widely
used to mass-produced products while keeping its effectiveness
in mitigating the accuracy drop caused by the stuck-at-fault
defects.

To better address the aforementioned stability problem of
ReRAM and versatility problem of current approaches, this
work investigates and proposes a unique stochastic fault-
tolerant training scheme to improve the robustness of DNNs
used in ReRAM-based systems. By randomly injecting faults
with different levels, we simulate the stuck-at-fault defects
during the training in order to increase the robustness of our
models against the stability problem while maintaining the
performance (e.g., model accuracy), making our fault-tolerant
models have better adaptability on mass-produced products.
Compared with other conventional methods, the advantages of
our solution lie in (i) the robustness improvement is statistically
achieved for all models, which avoids conducting optimizations
for each individual device; (ii) by injecting faults with different
levels, our method can demonstrate better trade-off between
robustness and accuracy which provide better flexibility, scala-
bility, and deployability; (iii) our method can tolerate almost an
order of magnitude higher failure rate than the other methods
in representative DNN tasks; and (iv) our method intends
to address the stability problem without involving expensive
retraining and optimizations for different devices once the
robust model is trained.

Besides, the DNN weight pruning techniques, which can
effectively reduce the model size and computation costs, have
been widely used for efficient DNN system designs [6]–
[10]. The state-of-the-art pruning algorithms [11], [12] can
successfully maintain the model accuracy under a high sparsity
ratio. However, as the model’s sparsity increases, the model’s
fault tolerance will decrease, indicating a more significant
accuracy drop will happen when the defects are introduced to
the model [13]. Therefore, in this work, we also investigate
the impact of weight pruning on the model’s fault tolerance.
And we find that our proposed stochastic fault-tolerant training
methods can also significantly improve the fault tolerance of
the pruned models in general.

Below we summarize our main contributions and advantages.
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Fig. 1. System Overview of a Fault-Tolerant DNN for ReRAM based Systems.

• We propose a novel and practical stochastic fault-tolerant
training scheme that improves the robustness of DNNs
used in ReRAM-based edge systems without focusing on
optimizations for individual devices. In particular, we de-
velop two kinds of stochastic fault-tolerant training methods:
one-shot stochastic fault-tolerant training and progressive
stochastic fault-tolerant training to further improve the DNN
fault-tolerant performance.

• To better evaluate the trade-off between model robustness
and accuracy on ReRAM, we propose a novel metric called
Stability Score (SS) that quantifies the effectiveness of DNNs’
fault tolerance. We are the first work that thoroughly con-
siders the scalability and robustness-accuracy trade-off in
designing robust models for ReRAM-based systems. Our
mechanisms featuring high-scalability and better trade-off be-
tween model fault tolerance and its accuracy degradation can
greatly improve the current stability and versatility problem
for current ReRAM-based applications.

• Compared with models without applying stochastic fault-
tolerant training, experiments on CIFAR-100 dataset demon-
strate that both the pretrained and pruned models exhibits
much stronger resiliency to stack-at-fault defects and simul-
taneously sacrifices less accuracy. Moreover, the proposed
training schemes is an easy approach to generally increase
the model fault tolerance without causing extra computations
for device specific optimizations.

II. BACKGROUND

A. ReRAM-based DNN Accelerator

Resistive RAM (ReRAM) [1], [2] is a emerging technology
that has attracted great attention in recent years. It has many
promising characteristics, including non-volatility, nearly zero
leakage power, high integration density, and high scalability.
The ReRAM cells can form an array structure [14], as known
as the ReRAM based crossbar, that is capable of performing
in-situ dot product between an input vector (i.e., input feature
maps) and stored numbers (i.e., weights). Several ReRAM-
based in-situ DNN accelerator architectures [15]–[21] have
been proposed in recent years, which employ various tech-
niques for in-memory processing to minimize data movement
to provide significant energy savings and performance improve-
ments.

B. Stability Problem of ReRAM-based DNNs

The hardware failure is a challenging issue of the ReRAM-
based DNN system designs that may significantly degrade the
accuracy of the neural network when deployed on ReRAM
devices [3], [4]. Some prior works propose to detect and model
the faults of ReRAM crossbars, such as using a fault model with
testing scheme [22], a march algorithm to cover defect [23],
and analyzing impacts of stuck-at-fault defects on accuracy of
a sparse coding network [24].

To mitigate the impact of hardware failure, several fault-
tolerant methods are proposed. In [25], they propose to isolate
the faulty ReRAM by switching off the access transistor. But
this will introduce considerable routing and area overheads,
especially for the large ReRAM crossbars used by deep neural
networks. Another solution is to use redundant columns of
ReRAM crossbars as the alternative to the defect ReRAM
columns [4]. This kind of method still introduces nontrivial area
overhead and increases the design complexity of the peripheral
circuit. There are also some software level solutions [5], which
propose to retrain the neural network by forcing the weights to
match the fault values on the corresponding crossbar locations.
However, this method is device-specific, which means the time-
consuming retraining and remapping process is required for
each ReRAM device. Obviously, it is not desired or even not
practical for the mass-produced edge products.

III. IMPROVING DNN FAULT TOLERANCE WITH

STOCHASTIC TRAINING SCHEME

In this section, we propose our stochastic training scheme
to improve the robustness of our models against the instability
problem while maintaining model accuracy. The overall flow
is shown in Figure 1. we consider the following scenarios
that may change the model accuracy: 1© Accpretrain: the
ideal accuracy of pretrained models without introducing any
stuck-at-fault defects on weights. 2© Accretrain: the ideal
accuracy of retrained fault-tolerant models using the proposed
stochastic training schemes. Here, the model is tested without
incurring stuck-at-faults on weights, reflecting the impact of
the stochastic fault-tolerant training on the accuracy of the
pretrained model. 3© Accdefect: the accuracy of DNN models
with the weights under stuck-at-faults defects, indicating the
model performance on the actual devices.
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Our final target is to narrowing the gap between Accpretrain
and Accdefect, where in most cases, there is usually a huge gap
due to the instability of ReRAM devices. In order to achieve
this goal, we need fault-tolerant models which has appealing
accuracy Accretrain.

Algorithm 1: Stochastic Fault-Tolerant Training.

1 Initialization:
2 D: dataset,
3 F (w, ·) : well-trained model with Acc1,
4 Psa : random stack-at-fault ratio added on to the model

during training phase,
5 Psa list = [P 0

sa, P
1
sa, P

2
sa, ..., P

T
sa], candidate

stack-at-fault ratios in ascending order, where the PT
sa

is the final target stack-at-fault ratio for the stochastic
fault-tolerant training,

6 wp : trained weights of model after stochastic
fault-tolerant training,

7 Mepoch : total number of training epochs,
8 num of runs : total number of runs in testing phase.

9 Training:
10 if One-Shot Stochastic Fault-Tolerant Training then
11 for ep in Mepoch do
12 w′ ← Apply Fault(w, PT

sa);
13 Forward Prop(); // on F (w′,D)
14 Back Prop();
15 Update Weights(w);
16 end
17 wp ← w
18 end

19 if Progressive Stochastic Fault-Tolerant Training then
20 for P i

sa in Psa list do
21 for ep in Mepoch do
22 w′ ← Apply Fault(w, P i

sa);
23 Forward Prop(); // on F (w′,D)
24 Back Prop();
25 Update Weights(w);
26 end
27 end
28 wp ← w
29 end
30 return F (wp,x) // with validation accuracy of Acc2

31 Testing:
32 Accsum ← 0
33 for num of runs do
34 w′ ← Apply Fault(w, P i

sa);
35 Accsum ← Accsum +Accuracy(F (w′,D));
36 end
37 Acc3 ← Accsum/num of runs;
38 return Acc3

A. Proposed Stochastic Fault-Tolerant Training Scheme

Facing the poor stability problem of ReRAM based DNN
accelerators, we propose the following stochastic training algo-

rithm that can appropriately simulate the stuck-at-fault defects
during training in order to increase the robustness of our
models. Meanwhile, we also consider simulating the stuck-at-
fault defects for different devices by randomly injecting faults
with different levels.

Our main idea is to simulate the stuck-at-fault defects in
the model retraining process. More specifically, we introduce
a novel “stochastic model retraining scheme” that fuses the
model weights with randomly injected faults. According to the
ReRAM stuck-at-fault model reported by C. Chen et al. [?], the
probability of stuck-on-fault and stuck-off-fault of a ReRAM
device is different. We denote the overall stuck-at failure rate
as Psa = Psa0 + Psa1, where the Psa0 and Psa1 represent the
probability of stuck-off-fault and stuck-on-fault, respectively.

We denote the original pre-trained neural network as
F (w,x) where w ∈ R

dw is the weights and x ∈ R
dx is the

input image. With the stuck-at-fault rate Psa, the representation
of the model on the ReRAM crossbar can be expressed as
F (wp,x).

In the process of pursuing a better trade-off between model
fault tolerance and accuracy and satisfying all the system
requirements, we propose two kinds of stochastic fault training
methods: one-shot stochastic fault-tolerant training and pro-
gressive stochastic fault-tolerant training, which both methods
will be evaluated and discussed in our experiments. The training
approach is summarized in Algorithm 1.

Our proposed one-shot stochastic fault-tolerant training uses
a fixed target stack-at-fault ratio PT

sa during training, pro-
viding an easy and efficient approach to the fault-tolerant
model. Whereas the progressive stochastic fault-tolerant train-
ing boosts the model fault-tolerant performance by gradually
increasing the stack-at-fault ratio in an iterative training manner.
This makes the model have better adaptability to larger target
stack-at-fault ratio PT

sa, leading to higher ideal accuracy to
fault-tolerant model and better performance facing stack-at-
fault defects. In real scenarios, the edge system designer can
choose from the two stochastic fault-tolerant training methods
according to the system requirements.

B. Stability Score (SS): Quantifying Model Fault Tolerance &
Accuracy Trade-off

For most current methods on improving model fault tolerance
on ReRAM-based crossbar, there are factors controlling the
fault-tolerant strength. For example, in previous work that
utilizes unstructured pruning to improve fault tolerance of the
ReRAM-based DNNs [13], one can achieve different fault-
tolerant strength by pruning the model with different pruning
ratios. Analogously, for stochastic fault-tolerant training, the
controlling factors are the randomization schemes, such as the
stuck-at-fault rate Psa, different training schemes (one-shot
training and progressive training) in our proposed approach.

We note that for conventional methods, although the fault-
tolerant of the model can be improved by using a stronger
defense controlling factor at first, it is traded by either sacrific-
ing the test accuracy of the model on clean examples or extra
computational resources. The fault-tolerant promotion tends
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to plateau when the controlling factors are made increasingly
stronger while the cost tends to amplify.

In this paper, we want to study the trade-off between
model fault tolerance (represented by Accdefect) and its upper-
bound without incurring stack-at-faults defects (represented
by Accretrain). Specifically, as we are pursuing a solution
that can provide an easy and more general approach, we are
interested in not only the fault tolerance performance of the
model, but also the general performance of the model accuracy.
It is worth noting that even facing the same stack-at-fault
defects, comparing the fault-tolerant performance of different
models is not an easy task as they vary in both Accretrain)
and Accdefect). In order to tackle this difficulty, we propose
Stability Score (SS) as:

SSAcc(Psa) = Accretrain/(Accpretrain −Accdefect). (1)

Given a target testing failure rate on ReRAM crossbar, a
higher SS for a model represents less accuracy degradation from
the ideal accuracy facing stack-at-fault defects while having
the ability to maintain an appealing retrained accuracy. We
summarize our results for stability evaluations in Section IV-C.

IV. EVALUATION

A. Experimental Setup

In this section, we evaluate the effectiveness of our proposed
stochastic fault training methods in improving general model
fault tolerance. We conduct experiments on the ResNet net-
works [26], which are widely used as the benchmark network
and adopted as the backbone network in different computer
vision tasks such as object detection for autonomous driving. In
specific, we use ResNet-20 on CIFAR-10 dataset and ResNet-
32 on CIFAR-100 dataset. We evaluate both the dense models
and pruned models under different pruning ratios.

All our models are trained on a GPU server with 8×
NVIDIA 2080Ti GPUs. The PyTorch framework is used for
model training. We follow the standard training recipe with
160 training epochs for all the training process including the
model pretraining, stochastic fault-tolerant training, and pruned
model fine-tuning. We use the cosine learning rate scheduler
with initial learning rate of 0.1. We adopt the ReRAM stuck-
at-fault model reported in [23], and set a fixed ratio for the
stuck-off-fault rate Psa0 and stuck-on-fault rate Psa1 as 1.75 :
9.04. To simulate the defect models, we randomly apply stuck-
at-fault on the trained model weights with target failure rate.
The defect model accuracy is the average accuracy of 100 runs
(i.e., repeating applying defects on a given model).

B. Results and Analysis of the Proposed Stochastic Fault-
Tolerant Training Methods

Table I shows the accuracy comparison of the fault-tolerant
models obtained using the proposed one-shot stochastic fault-
tolerant training method and progressive fault-tolerant training
method, respectively. We train the models using different target
training failure rate (PT

sa) and evaluate the defect models under
different target testing stuck-at-fault failure rates. First of all, we

can observe that our proposed stochastic fault-tolerant training
methods can significantly improve the model robustness to the
stuck-at-fault defects. The baseline pretrained models, which
are not trained by any of our stochastic fault-tolerant training,
drops about 2.5% accuracy (Accdefect) under a failure rate
of 0.001 (i.e., 0.1%), while most of fault-tolerant models
maintains the similar accuracy or even higher accuracy under
the same failure rate. On CIFAR-10, our best-performance
fault-tolerant model can tolerant a failure rate up to 0.005
and preserves the same accuracy as the ideal model accuracy
(Accpretrain), where the baseline pretrained model only has
61.74% accuracy. With 1% accuracy degradation allowed, our
fault-tolerant model can tolerant a failure rate up to 0.01, where
the baseline pretrained model accuracy is as low as 25.83%.
We can find similar results on the CIFAR-100 dataset, where
the fault-tolerant model can tolerant a failure rate up to 0.003
without accuracy drop and up to 0.005 with 1% accuracy drop,
respectively.

Besides, we can also observe that the ideal accuracy (under
failure rate of 0) of the fault-tolerant model (Accretrain) can
be improved by both of the proposed stochastic fault-tolerant
training methods compared to the ideal accuracy of baseline
pretrained model. The reason is that the stochastic fault-tolerant
training methods can mitigate the over-fitting issue and improve
the model generalization ability.

In table I, we highlight the top-3 highest fault-tolerant model
accuracy (Accdefect) under each target testing failure rate,
and we have two important observations: 1© when given a
target testing failure rate, it is more desired to use a larger
target training failure rate in stochastic fault-tolerant training
to deliver a better fault-tolerant model with higher accuracy
(Accdefect). 2© The target training failure rate should not be too
much larger than the target testing failure rate. For example, the
best-suited target training failure rates are 0.02, 0.05, and 0.1
for the both of the cases on CIFAR-10 and CIFAR-100 dataset
that the target testing failure rate is 0.005, and both smaller
or larger target training failure rates will lead to accuracy
degradation. Thus, suppose the target devices for deployment
have a relatively smaller failure rate. In this case, we should
not use a very large target training failure rate in the stochastic
fault-tolerant training, which helps preserve higher accuracy
and save training time. By comparing the results of the one-shot
fault-tolerant training and the progressive fault-tolerant training,
we can find that the later method generally provides higher
accuracy of fault-tolerant models, especially under a relatively
higher failure rate.

C. Stability Evaluations

In this section, we explore the stability of different models
under stack-at-fault defects. In most cases, for ReRAM-based
autonomous edge systems, due to the limited computational
resources, we often apply the weight pruning technique to the
DNN models before its deployment. Thus, we are interested in
the stability performance of not only the pretrained models, but
also pruned models with our proposed stochastic fault-tolerant
training. Figure 2 shows the accuracy of pretrained dense model
and its two pruned versions (one-shot pruning method [27] and
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TABLE I
ACCURACY OF IMPLEMENTED FAULT-TOLERANT MODELS BY DIFFERENT PT

sa UNDER DIFFERENT TARGET TESTING FAILURE RATE ON CIFAR-10 AND

CIFAR-100 DATASETS, RESPECTIVELY.
Method & Training
Stack-At-Fault Rate

Target Testing Stack-At-Fault Failure Rate

/ 0 0.001 0.0015 0.002 0.003 0.005 0.01 0.02 0.03 0.05 0.075 0.1 0.15 0.2
CIFAR-10 Dataset, ResNet-20 (pretrained model accuracy = 92.53%)

Baseline Pretrained Model 92.53 90.17 87.82 85.25 78.06 61.74 25.83 10.75 9.94 9.69 10.04 10.14 10.06 9.93
One-Shot PT

sa = 0.005 92.88 92.65 92.40 92.24 91.50 89.97 85.18 71.94 54.83 25.98 17.18 12.03 10.58 10.01
Progressive PT

sa = 0.005 92.99 92.63 92.38 92.26 91.56 90.02 85.84 71.86 55.09 29.14 17.55 12.83 10.59 10.52
One-Shot PT

sa = 0.01 92.94 92.76 92.51 92.36 91.90 90.90 87.43 79.47 68.15 41.73 22.05 16.02 11.75 10.80
Progressive PT

sa = 0.01 92.90 92.86 92.71 92.51 92.09 91.04 87.40 79.37 66.79 39.29 24.28 15.74 11.47 9.99
One-Shot PT

sa = 0.02 92.38 92.36 92.18 92.08 91.69 91.42 89.20 84.71 76.68 55.19 33.70 20.25 13.85 11.06
Progressive PT

sa = 0.02 93.24 93.03 92.95 92.75 92.45 91.91 89.38 83.30 74.73 50.81 31.48 20.42 13.07 11.07
One-Shot PT

sa = 0.05 92.41 92.24 92.15 92.00 91.77 91.38 90.07 84.86 80.49 63.99 46.97 26.82 15.49 12.26
Progressive PT

sa = 0.05 93.01 92.77 92.78 92.62 92.06 91.69 90.93 85.04 79.79 62.24 42.16 26.93 16.51 12.06
One-Shot PT

sa = 0.1 92.42 92.20 92.08 92.02 91.67 91.58 90.53 88.02 85.16 74.86 54.37 35.88 18.92 13.96
Progressive PT

sa = 0.1 93.29 92.68 92.59 92.32 92.06 92.52 91.34 89.03 86.11 75.08 57.14 39.84 21.37 14.57
One-Shot PT

sa = 0.15 91.91 91.81 91.74 91.70 91.54 91.27 90.57 88.20 85.26 76.34 58.09 40.18 21.59 14.96
Progressive PT

sa = 0.15 92.79 92.61 92.37 92.29 92.21 91.87 90.89 88.62 85.49 76.72 59.48 45.84 23.84 15.37
One-Shot PT

sa = 0.2 91.52 91.36 91.28 91.20 91.04 90.84 90.04 88.24 85.49 76.92 61.21 44.21 23.14 14.17
Progressive PT

sa = 0.2 92.03 92.37 92.33 92.24 92.07 91.62 90.85 88.82 86.87 77.87 63.67 49.29 26.65 15.78
CIFAR-100 Dataset, ResNet-32 (pretrained model accuracy = 75.10%)

Baseline Pretrained Model 75.10 69.28 65.75 60.66 47.15 25.83 2.97 0.99 1.01 0.99 1.00 1.01 1.00 1.00
One-Shot PT

sa = 0.005 75.28 74.82 74.51 74.29 73.75 72.65 69.08 59.91 48.45 21.94 7.95 3.57 1.45 1.17
Progressive PT

sa = 0.005 75.57 75.14 74.91 74.60 74.12 72.94 69.31 60.16 48.70 26.42 8.95 3.58 1.52 1.15
One-Shot PT

sa = 0.01 75.23 74.98 74.83 74.64 74.16 73.31 70.83 65.09 57.00 36.68 15.62 7.05 2.27 1.50
Progressive PT

sa = 0.01 75.48 75.43 75.18 75.00 74.51 73.63 71.18 65.17 56.75 37.51 16.96 7.24 2.28 1.53
One-Shot PT

sa = 0.02 75.38 75.27 75.16 74.98 74.69 74.09 72.18 67.78 61.62 46.39 25.74 12.04 3.37 1.81
Progressive PT

sa = 0.02 75.78 75.56 75.41 75.20 74.84 74.09 72.23 68.08 62.45 47.00 26.43 13.11 3.73 1.78
One-Shot PT

sa = 0.05 75.38 75.19 75.04 74.99 74.74 74.30 73.03 70.01 66.34 55.64 36.58 20.07 5.51 2.26
Progressive PT

sa = 0.05 75.56 75.40 75.33 75.21 74.99 74.52 73.30 70.46 66.56 55.25 38.50 22.31 6.27 2.74
One-Shot PT

sa = 0.1 74.96 74.63 74.54 74.49 74.24 73.91 72.84 69.93 66.50 56.84 40.08 24.10 6.72 2.76
Progressive PT

sa = 0.1 74.63 74.77 74.69 74.64 74.53 74.15 73.18 70.61 67.78 59.09 44.12 28.64 8.85 3.82
One-Shot PT

sa = 0.15 74.20 74.74 74.64 74.53 74.13 73.89 72.87 70.34 67.16 58.37 43.22 26.62 7.84 2.72
Progressive PT

sa = 0.15 75.05 74.96 74.85 74.76 74.37 74.08 73.30 70.93 68.10 60.05 45.82 30.41 10.06 3.83
One-Shot PT

sa = 0.2 73.87 73.71 73.63 73.53 73.39 73.00 71.91 69.15 65.80 57.51 40.85 27.36 7.46 3.21
Progressive PT

sa = 0.2 74.63 74.59 74.48 74.38 74.23 73.77 72.76 70.34 67.18 58.77 44.71 31.19 9.70 4.13

ADMM-based pruning method [12], respectively) with 40%
and 70% sparsity under different testing failure rates without
stochastic fault-tolerant training. We can clearly observe that
without stochastic fault-tolerant training, a severe accuracy
drop happens when a relatively low failure rate is introduced,
especially on the CIFAR-100 dataset. With the increase of
pruning ratios, the model with higher sparsity tends to have
a more severe accuracy drop. What we can also observe is
that: for models with the same sparsity level, there is little
difference in their fault-tolerance performance. So we will only
present the stability evaluations for ADMM pruned models as it
is more popular for autonomous edge systems. To characterize
the model fault tolerance and accuracy trade-offs of different
models, we compare the SS (see Section III-B) of different
models under two selected target testing failure rates in Table
II.

We summarize our findings from Table II as follows:

1) In general, the proposed stochastic fault-tolerant training
achieves superior SS performance under all settings. Given
0.01 target testing failure rate, compared with the pre-
trained ResNet-32 model, even applying the target training
stack-at-fault ratio PT

sa = 0.01 will dramatically resulted
in 16.7× better SS score for one-shot training scheme and
18.5× better SS score for progressive training scheme,
respectively.

2) The advantage of stochastic fault-tolerant training over
the pretrained and pruned models becomes more apparent
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Fig. 2. Accuracy of dense model and pruned model (without stochastic fault-
tolerant training) under different failure rates.

using larger target training stack-at-fault ratio PT
sa. For

example, given the ADMM pruned ResNet-32 model as
the pretrained model, model trained with progressive fault-
tolerant training using PT

sa = 0.01 achieves 3.54 SS under
0.01 target testing failure rate, while model trained with
PT
sa = 0.1 gives over 2X SS that of model trained with

PT
sa = 0.01.

3) With same retrained accuracy of 73.03%, we observe that
the progressive training scheme outperforms the one-shot
training scheme, attributing to higher Accdefect.

4) Compared with dense models, the accuracy of pruned
models are more likely to be influenced by the stack-
at-fault defects, making it more important to apply the
stochastic fault-tolerant training in order to boost the
model performance.
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TABLE II
ACCURACY AND STABILITY SCORE (SS) OF IMPLEMENTED

FAULT-TOLERANT MODELS DERIVED FROM THE PRETRAINED AND

ADMM PRUNED RESNET-32 MODELS UNDER DIFFERENT TARGET

TESTING FAILURE RATE ON CIFAR-100 DATASET.

Methods Accpretrain Accretrain Accdefect (0.01) Accdefect (0.02) SS (0.01) SS (0.02)

Pretrained ResNet-32 Model (accuracy = 75.10%)
/ 75.10 75.10 2.97 0.99 1.04 1.01

One-Shot
PT
sa = 0.01

75.10 75.23 70.83 65.09 17.62 7.52

One-Shot
PT
sa = 0.05

75.10 75.38 73.03 70.01 36.42 14.81

One-Shot
PT
sa = 0.1

75.10 74.96 72.84 69.93 33.17 14.50

Progresive
PT
sa = 0.01

75.10 75.48 71.18 65.17 19.26 7.60

Progresive
PT
sa = 0.05

75.10 75.75 73.03 70.46 36.59 16.33

Progresive
PT
sa = 0.1

75.10 74.63 73.18 70.61 38.87 16.62

ADMM Pruned ResNet-32 Model with 70% Sparsity (model accuracy = 74.89%)
/ 74.89 74.89 1.00 0.99 1.01 1.01

One-Shot
PT
sa = 0.01

74.89 75.01 52.53 24.99 3.35 1.50

One-Shot
PT
sa = 0.05

74.89 74.40 61.87 44.24 5.71 2.43

One-Shot
PT
sa = 0.1

74.89 74.30 64.61 50.92 7.23 3.10

Progresive
PT
sa = 0.01

74.89 74.93 53.71 26.03 3.54 1.53

Progresive
PT
sa = 0.05

74.89 74.73 62.07 44.49 5.83 2.46

Progresive
PT
sa = 0.1

74.89 74.7 65.37 52.00 7.85 3.26

In addition to the superior stability performance of our proposed
methods, it is worth emphasizing that our proposed methods
can generally improve the model fault tolerance without the
extra cost of the retraining process for each device. Our method
with significantly higher SS is also compatible with prior
methods such as using error correction output code [28] or
other device-specific optimizations [4], [5], [25], [29].

V. CONCLUSIONS

Towards addressing the instability problem and achieving
better trade-off between fault tolerance and accuracy of models
deployed on the ReRAM-based systems, we design two kinds
of stochastic fault-tolerant training schemes that can generally
improve the model fault tolerance while preventing accuracy
drop. To fairly characterize the trade-off between fault tolerance
and accuracy, we propose an evaluation metric named Stability
Score, which can be used as an indicator for the system
designers. Extensive experiments demonstrate that the proposed
methods have superior performance for both pretrained and
compressed models in achieving better fault-tolerant models
with less accuracy degradation facing the stack-at-fault defects.
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