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Abstract—Logic obfuscation has been proposed as a counter-
measure towards chip counterfeiting and IP piracy by obfus-
cating circuit designs with a key-controlled locking mechanism.
However, the extensive output corruption of early key gate based
logic obfuscation techniques has exposed them to effective SAT
attacks. While current SAT resilient logic obfuscation techniques
succeed in undermining the attack by offering near-trivial output
corruption, they do so at the expense of a drastic reduction
in functional and structural protection scope. In this work, we
present JANUS-HD based on novel insights that succeed to deliver
the heretofore elusive goal of simultaneously boosting corrupt-
ibility and foiling SAT attacks. JANUS-HD obfuscates an FSM
through diverse FF configurations for different transitions with
the overall configuration setting as the obfuscation secret. A key-
controlled Hamming distance comparator controls the obfusca-
tion status at the minimized number of entrance states identified
through a custom graph partitioning algorithm. Reliance on
the inherent state transition patterns extends the obfuscation
benefits to non-entrance states without exposing any additional
key space pruning trace. We leverage the flexibility of state en-
coding and equivalence-based FSM transformations to generate
an obfuscated netlist at low overhead using standard synthesis
tools. Finally, we present a scan chain crippling mechanism that
delivers unfettered scan chain access while eradicating any key
trace leakage in the scan mode, thus thwarting chosen-input
attacks aimed at the Hamming distance comparator. We illustrate
through experiments that JANUS-HD delivers obfuscation scope
improvements of up to 45.5x over the state-of-the-art, establishing
the first cost-effective solution to offer a broad yet attack-resilient
obfuscation scope against supply chain threats.

I. INTRODUCTION

Nowadays, the majority of integrated circuit (IC) design
companies have transitioned to a fabless business model
wherein chip fabrication is outsourced to offshore foundries.
However, IC designs are suffering intellectual property (IP)
piracy and overproduction threats when malicious foundries
are fully cognizant of their implementation details. The fi-
nancial loss due to IC counterfeiting has been estimated to
exceed $100 billion each year [1], raising the imperative need
to safeguard the confidentiality of chip designs.

A promising solution to supply-chain threats is logic obfus-
cation which embeds a key-controlled mechanism to shield the
functionality and structural details of chip designs. Early logic
obfuscation techniques sprinkle XOR/XNOR or multiplexer
(MUX) key gates in the netlist [2], [3] so that the original
functionality can be recovered only when the correct key is
provided. However, these logic obfuscation attempts are vul-
nerable to the Boolean Satisfiability (SAT) attack which relies
on oracle observations and a SAT solver to prune incorrect key

values. State-of-the-art SAT-resilient logic obfuscation tech-
niques [4]–[6] use a point function such as an AND tree or a
Hamming distance (HD) comparator to subject any functional
pruning attacks to an exponential number of attack iterations.
Unfortunately, a point function inevitably results in low output
corruptibility since it can only obfuscate the input patterns in
its small on-set.

Recently, JANUS [7] was proposed as an obfuscation solu-
tion to breach the strict correlation between SAT-resilience and
obfuscation scope in sequential designs. It applies a minimum-
cut graph partitioning algorithm to the finite state machine
(FSM) diagram to assign diverse FF configurations to different
transitions. The configuration setting is dynamically updated
by a small number of inter-partition transitions which are
stored in a tamper-proof memory but otherwise held stable
in their current obfuscated state for the rest of the intra-
partition transitions. As a result, pruning evidence leakage
for the non-key-controlled, intra-partition obfuscation scope is
entirely eradicated, thus thwarting pruning attacks including
SAT. However, the cost of tamper-proof memory grows in
sync with the number of inter-partition transitions imposing
a prohibitive cost on certain applications. A more scalable
obfuscation framework is needed that welcomes the use of
compact representations for overhead reduction while inherit-
ing the expanded obfuscation scope offered by JANUS.

The objective of this article is to develop an obfuscation
framework with a low-cost, point function based obfuscation
control mechanism achieving simultaneously a large obfusca-
tion scope and SAT-resilience. We leverage the flexible synthe-
sis options at the register transfer level (RTL) through several
coherent synthesis augmentations to address the constraint of
the predetermined on-set patterns posed by the point function.
We propose a state-based configuration update mechanism
and exercise control over state encoding to construct a point
function for defining the overall configuration settings. The
configuration assignments are made through a custom graph
partitioning algorithm that minimizes the number of entrance
states which constitute the only on-set exposure points. The
FSM diagram is then transformed at entrance states based on
a connectivity analysis so that a configuration flip operation is
sufficient to recover the original design. To top it off, a scan
chain crippling mechanism is incorporated to prevent chosen-
state querying attacks without affecting scan chain accessibil-
ity or degrading the structural testability of the circuit.

Our contributions can be summarized as follows:
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• We present a logic obfuscation technique that unifies a
point function for SAT-resilience and the inherent state
transition history for an augmented obfuscation scope.

• We develop a scalable and complete FSM synthesis flow
to generate a low overhead obfuscated netlist.

• We conduct an experimental analysis demonstrating the
heightened obfuscation scope JANUS-HD delivers.

The rest of the paper is organized as follows. In Section II,
we define the attack model and introduce related work. In Sec-
tion III, we present the JANUS-HD obfuscation methodology
including the synthesis methodology, the gate-level architec-
ture, and techniques for graph partitioning and state encoding.
In Section IV, we report on the overhead of JANUS-HD by
obfuscating the ACM/SIGDA, HP, ITC’99, and ISCAS’89
benchmarks and demonstrate the heightened obfuscation scope
it delivers. Finally, the paper is concluded in Section V.

II. BACKGROUND

A. Attack Model

We assume that the attacker is an adversarial foundry with
access to the obfuscated netlist. The attack aims at activating
overproduced ICs and/or recovery of the functional design
description. The attacker can query a functional oracle through
the primary inputs and additionally the scan chain for sequen-
tial circuits. The attacker is presumed to be fully cognizant of
the obfuscation algorithm including the instantiation parame-
ters selected by the designer (except for the secret key).

B. Definitions

The obfuscation scope measures the number of input pat-
terns whose obfuscated behavior diverges from the original
specification. When a function f with an n-bit input is obfus-
cated as fo, the obfuscation scope under an arbitrary key k is
measured as {L ∈ {0, 1}n : f(L) �= fo(L, k)}.

The on-set of a function g with an m-bit input and a 1-bit
output contains those input patterns that produce a 1 at the
output, i.e., {L ∈ {0, 1}m : g(L) = 1}. Similarly, the off-set
is defined as {L ∈ {0, 1}m : g(L) = 0}.

C. SAT-resilience and Obfuscation Scope Dilemma

The initial spurt of interest in logic obfuscation had fo-
cused on identifying the placement of XOR and MUX key
gates to increase output corruption and preclude individual
key bit recovery [3], [8]. While these early logic obfuscation
techniques delivered a broad obfuscation scope, they were
breached by the Boolean Satisfiability (SAT) attack which
leverages a SAT solver and oracle queries to prune the key
space. The tremendous success of the SAT attack has materi-
ally shifted the research focus towards SAT-resilient logic ob-
fuscation techniques. Anti-SAT [4], SARLock [5], and SFLL [6]
thwart the SAT attack by enforcing an exponential number
of SAT iterations through the insertion of a point function.
We illustrate a generalized architecture of these SAT-resilient
logic obfuscation techniques in Fig. 1. The point function is
responsible for either corrupting the output of the original

Fig. 1: Generalized SAT-resilient Logic Obfuscation Netlist.

logic cone [4], [5], or recovering the output of a functionality-
stripped logic cone [6]. We also illustrate in Fig. 1 a sample
truth table of the obfuscated netlist under different key values
for a circuit with three input bits and one output bit. It can be
seen that each input observation can only prune one incorrect
key value, forcing the attacker to apply all the input patterns
to rule out all the incorrect keys.

Their strong SAT-resilience notwithstanding, these point
function based logic obfuscation techniques suffer from an
extremely low output corruptibility. In the example shown in
Fig. 1, even if an incorrect key value were to be applied,
there would only be one n-bit input pattern leading to any
output corruption. As a result, the relative obfuscation scope
with respect to the overall input space is merely 1/2n for any
incorrect key value. This extremely low output corruptibility
fosters the approximate usage of obfuscated circuits without
having to go through the trouble of key recovery, nullifying the
most fundamental functional protection interests of logic ob-
fuscation. Generalized point functions with larger on-sets [9],
[10] allow higher output corruptibility but only at the cost
of trading off SAT resilience. In fact, it has been argued that
this dilemma is inherent to all combinational logic obfuscation
techniques [9], [11]. Looking at the truth table that enumerates
the inputs and key values, it can be observed that a high
obfuscation scope requires columns to be heavily populated
with erroneous entries, whereas SAT resilience requires rows
to have extremely sparse erroneous entries. These two objec-
tives are inherently contradictory and cannot be simultaneously
satisfied in any obfuscated truth table.

The persistent dilemma faced by obfuscating combinational
circuits has also fueled research in obfuscating sequential
circuits. Scan chain disabling techniques [12], [13] have been
proposed to strengthen combinational logic obfuscation tech-
niques in sequential circuits by preventing the attacker from
loading a chosen value into the state inputs or reading out the
response from the scan chain. Yet, they turn out to remain
vulnerable to sequential SAT attacks [14], [15]. Alternatively,
Interlocking [16] proposes to divert transitions in an FSM
diagram and recover them based on the key, yet it still suffers a
minute obfuscation scope due to the usage of a combinational,
key-controlled point function.

D. JANUS Obfuscation Using Inherent Transition Patterns

JANUS illustrates a solution to address the dilemma at root
cause by using not only the key value but more importantly
also the inherent FSM state transition patterns to determine
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(a) (b) (c)

Fig. 2: (a) Original FSM. (b) JANUS Obfuscated FSM with
bolded inter-partition transitions. (c) JANUS-HD Obfuscated
FSM with bolded entrance states.

output corruptibility. A JANUS obfuscated FSM has transitions
implemented with two distinct FF configurations, say the D-
type and T-type for example. We show a JANUS obfuscated
FSM in Fig. 2b where the D-type and T-type FF configurations
are illustrated in black and red, respectively. Dotted edges
denote transitions on a 0 input and solid edges denote transi-
tions on a 1 input. JANUS stores all the transitions crossing
the boundary of the two configuration groups, referred to as
inter-partition transitions, as independent entries in a tamper-
proof memory. At runtime, JANUS uses a register to note
the active FF configuration and flips the configuration only
when an inter-partition transition is executed. As a result, the
obfuscation scope of JANUS is determined by the balance
factor of partition sizes whereas the pruning attack resilience
is determined solely by the frequency of inter-partition tran-
sitions. The vast majority of the obfuscation scope which is
contained within partitions reveals no information that can be
exploited for key recovery. Though JANUS presents a theoret-
ical breakthrough in resolving this dilemma, its dependence
on a sizable tamper-proof storage hinders its practicality. It
is also impossible to specify inter-partition transitions using a
point function because their predefined and near-random input
conditions would not fit the orderly on-set patterns.

III. JANUS-HD OBFUSCATION METHODOLOGY

In JANUS-HD, we develop a set of coherent synthesis
augmentations to deliver simultaneously the cost and security
benefits of a point function in the form of an HD comparator,
while retaining the obfuscation scope expansion advantage
offered by JANUS. JANUS-HD not only inherits the diversified
FSM synthesis technique but also leverages the flexibility of
state encoding and FSM transformation to address the techni-
cal challenges introduced by the compact representation. Our
fundamental insight is that the configuration assignments can
be judiciously exercised so that it suffices to control the overall
configuration settings based solely on the state information
at a small number of entrance states. We then exercise control
over state encoding to map these critical states to the on-set
elements of a key-controlled HD comparator. We develop a
custom graph partitioning algorithm to minimize the number

Fig. 3: Overview of JANUS-HD obfuscation circuit.

of entrance states while achieving a large obfuscation scope in
the FSM state space. We propose a transformation technique
to tackle general case scenarios wherein an entrance state
receives transitions from both configuration groups; the trans-
formed equivalent FSM ensures that entrance states receive
transitions solely from the complementary configuration group
enabling a toggle-based flipping of the configuration group by
matching solely the state designation. Finally, the scan chain
is crippled to defend against the bit-flipping attack [17] by
preventing key trace leakage through scan chain access.

A. JANUS-HD Overview

We present an example of a JANUS-HD obfuscated FSM
in Fig. 2c with the corresponding hardware implementation
shown in Fig. 3. The FSM diagram is partitioned into two
configuration groups while minimizing the number of entrance
states, i.e. states with at least one incoming transition from the
complementary configuration group. Each configuration group
receives a distinct FF configuration for implementing all the
outgoing transitions. The next state logic (NSL) synthesized
under the configuration constraints becomes the obfuscated
NSL as no single static gate-level interpretation can recover the
original functionality. This obfuscated NSL is fed to reconfig-
urable FFs whose active configuration at runtime is determined
by the configuration control unit (CCU). The CCU stores the
active configuration in a T-type FF whose T-input is controlled
by an HD comparator. The HD comparator compares the
current state with a key value under a distance value h. When
an entrance state is encountered, the HD comparator returns
a 1 to flip the active configuration. Otherwise, for the rest of
the internal states regardless of the configuration groups they
are located in, the HD comparator returns a 0 to retain the
previous configuration.

B. Configuration Assignment through Partitioning

To demonstrate the pruning attack resilience property of a
key-controlled HD comparator, we show in Fig. 4 the number
of on-set or off-set elements that are needed to recover the key
value for an HD comparator with a 20-bit input and varying
distance values h. It is evident that the pruning capability
of on-set elements is drastically lower than that of off-set
elements, especially at smaller h values. An effective logic
obfuscation technique shall minimize the exposure of on-set
elements, which in our obfuscation scheme corresponds to
minimizing the number of entrance states. As no partitioning
algorithm exists to the best of our knowledge with such an
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Fig. 4: The number of elements in on-set or off-set for HD key
recovery for 20-bit input and various h, averaged over 1000
random querying sequences.

objective function, we develop a custom graph partitioning
algorithm to identify a near-balanced partition with the fewest
entrance states.

We model the FSM diagram as a directed graph G = (V,E)
where V represents the set of states and E represents the set of
state transitions. We develop a (2, 1+ε)-balanced graph bipar-
titioning algorithm that divides V into 2 blocks of vertices, VD

and VT , each of size no more than (1+ε) · |V |
2 . The imbalance

factor ε ∈ [0, 1] defines the balance of the two partitions which
determines the obfuscation scope. For instance, ε = 0 delivers
the highest obfuscation scope achievable in two partitions by
ensuring that half of the patterns are obfuscated under the
best static interpretation of FF configurations. In practice, the
designer shall explore varying ε values since a small degree of
imbalance often promotes a significant reduction in the number
of entrance states. The algorithm minimizes the total number
of entrance states VEntrance = {v ∈ Va | ∃u ∈ Vb : (u, v) ∈
E, a �= b} subject to the limits set by ε.

Algorithm 1 shows our partitioning algorithm which builds
upon the Fiduccia-Mattheyses (FM) heuristic [18] by under-
taking passes of vertex moves to improve the quality of a par-
tition solution. A move in a bipartition problem is defined as
moving a vertex from its current partition to the other partition.
At the beginning of the algorithm, a balanced initial partition

Algorithm 1 (2,1+ε)-Balanced Graph Partitioning

Input: A directed graph G = (V,E), a balance factor ε
Output: Partition (VD, VT )

1: procedure GRAPHPARTITION(G, ε)
2: (VD, VT )← A random initial balanced bipartition
3: repeat
4: costmin ← = Initial number of entrance states
5: indexmin ← 0; Vfree ← V
6: for i← 1 to |V | do
7: Find the best valid single move of v ∈ Vfree

8: Update VD and VT to reflect the move of v
9: Remove v from Vfree

10: Calculate costnew based on current entrance states
11: if costnew < costmin then
12: costmin = costnew; indexmin = i
13: end if
14: end for
15: Unwind all moves after indexmin

16: until indexmin = 0
17: return (VD, VT )
18: end procedure

solution is randomly generated (Line 2). The algorithm iterates
in multiple passes over the vertices until a local minimum
solution is reached (Lines 3-16). In each pass, the algorithm
makes |V | exploratory moves and the vertices are locked once
they have been moved (Lines 6-14). The moves are selected
greedily to deliver the highest reduction in the cost function
within the balance constraint (Line 7). Once all the vertices
have been moved, the partition solution with the lowest cost
encountered during the pass is retained by unwinding all the
moves after this optimal solution point (Lines 10-13, 15). If
no improvement is observed after a full pass, the algorithm
returns the best encountered partition (VD, VT ) (Lines 16-17).

C. FSM Transformation

Once the partition result is obtained, all the outgoing transi-
tions from states in the VD (VT ) will be implemented under the
D-type (T-type) configuration for synthesizing the obfuscated
NSL. In order to activate the obfuscated FSM, it is necessary
to flip the configuration at runtime whenever an entrance state
is encountered by a transition that originates from the com-
plementary configuration group. However, it should be noted
that an entrance state may have incoming transitions from not
only the complementary configuration group but also its own
configuration group. If one blindly flips the configuration at
entrance states, the FSM would behave incorrectly thereupon.

Our novel insight in addressing this challenge is that the
same state transitional behaviors can be delivered by multi-
ple equivalent FSMs with varying connectivity patterns. We
propose a FSM transformation technique which selectively
duplicates entrance states so that every entrance state receives
incoming transitions solely from the complementary configu-
ration group. The FSM transformation for the original parti-
tioned FSM in Fig. 2c is shown in Fig. 5a. If an entrance state
S has incoming transitions from both configuration groups, it
is duplicated into two states, SA and SB , with identical outgo-
ing transitions to produce an equivalent FSM. The incoming
transitions to S from the complementary configuration group
are stitched to SA which serves as the actual entrance state
for flipping the configuration. The incoming transitions to S
from its own configuration group are reconnected to SB which
does not trigger a configuration flip. As a result, it suffices to

(a) (b)

Fig. 5: (a) An equivalent FSM with duplicated entrance states.
(b) An HD-driven state encoding with key = 1100 and h = 1.
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always flip the FF configuration at transformed entrance states
to deliver the correct FF configuration for every state when the
FSM is sequentially traversed.

D. HD-Driven State Encoding

The aforementioned partitioning and transformation tech-
niques allow the overall configuration to be controlled at a
small number of entrance states so as to minimize key trace
leakage. In order to enable a point function to monitor such
entrance states, we assign state encodings so that the HD com-
parator outputs a 1 only upon encountering an entrance state.
The encoding process starts by randomly selecting the correct
key of the same length as the number of state elements. We
select the smallest distance value h offering sufficient on-set
elements to cover all entrance states, so as to further minimize
the pruning capability of the majority of states that receive off-
set encodings. The entrance states receive state encodings in
the on-set of the HD comparator, whereas all the internal states
including the SB copy of the original entrance states receive
state encodings in the off-set of the HD comparator. As an
example, we illustrate a valid state encoding scheme for the
obfuscated FSM in Fig. 5b when key = 1100 and h = 1.

E. Scan Chain Crippling

When a key-controlled HD comparator is presented in a
combinational circuit, an attacker can break the key value by
identifying a single on-set element and pivoting on it to query
the oracle with bit-flipped input patterns [17]. The success
of this attack hinges on the ability of an attacker to load a
chosen state into the oracle and retrieve the output of the HD
comparator. If the scan chain is disabled, the attacker would
not enjoy such a freedom and the well-known intractability
of sequential automatic test pattern generation (ATPG) [19]
would pose a deterrent against any attempts to identify an
input sequence to a chosen state. This disablement ensures
that (1) the key value remains secure even if a few on-set
elements in the form of entrance states have been identified
through state traversal and (2) no attack strategy can improve
on the general pruning attack using sequentially visited state
patterns.

However, an outright disabling of the scan chain, say with
fuse technology [20], hinders defect diagnosis for malfunction-
ing chips returned by customers. We propose a lightweight
scan chain crippling technique to maintain full accessibility
to the scan chain for testing purposes yet bypassing the HD
comparator in the scan mode. In a JANUS-HD obfuscated
netlist, the enable line of the T-FF in the CCU is determined
by a tiny controller that monitors whether the Scan Enable
(SE) signal has been turned on since power-up. Once the scan
mode has been entered, the CCU is effectively disconnected
from the next state logic by overwriting the D/T select signal
with a constant dummy configuration. As a result, querying the
oracle with the scan chain would only reveal the non-secret
behavior of the obfuscated NSL and the dummy configuration,
with no information leakage as to the key value. Furthermore,
the bypassing technique has no impact on the coverage and di-

Circuits FFs Inputs States Transitions

A
C

M
/S

IG
D

A

bbara bbtas 7 4 128 852
kirkman 4 12 16 370
sand 5 11 32 184
scf 7 27 121 165
s298 8 3 218 1096
s420 5 19 18 137
s820 5 18 25 131
s1488 6 8 48 134
tbk 5 6 32 1569

H
P

alex1 6 5 42 130
intel edge.dummy 5 3 28 64
isend 6 7 40 93
vbe4a 6 6 58 182
vmebus.master.m 5 11 32 437
pe-rcv-ifc.fc 6 8 46 108
pe-send-ifc.fc 7 8 70 184

R
E b06 9 4 256 960

s444 21 3 8864 70912

TABLE I: Specifications of benchmarks.

agnosability of structural tests because the scan chain remains
fully accessible and any faulty observations can be interpreted
based on the dummy, static FF configuration.

IV. EXPERIMENTAL RESULTS

In this section, we demonstrate the effectiveness of JANUS-
HD by obfuscating the 16 largest FSM circuits from the
ACM/SIGDA (MCNC) [21] and HP benchmarks [22]. Due
to the effective shortage in larger RTL benchmarks, we addi-
tionally reverse engineered two large FSMs from ITC’99 [23]
and ISCAS’89 [24] using a custom static FSM extraction tool.
We show the specifications of the circuits we tested in Table I.

We run the partitioning algorithm with ε = 0.2 to deliver
a near-balanced partition solution and show the results in
Table II. We assume SFLL-hd and an HD-based implementa-
tion of Interlocking as the baseline attack resilient obfuscation
solutions which can obfuscate as many states as the on-set size.
For the same number of on-set elements (and thus the same
pruning attack resilience), we illustrate the improvement on
the obfuscation scope as the expansion ratio which measures
the ratio between the smaller partition and the number of
entrance states. Compared to the baseline solutions which
use a solely key-controlled corruption mechanism, JANUS-
HD delivers a maximum of 45.5x and an average of 8.9x
expansion of the obfuscation scope at the same pruning at-
tack resilience. Furthermore, compared to an unprotected scan
chain, the integrated scan chain crippling technique allows a
higher number of on-set elements to be revealed to an attacker
without endangering the key value, with the benefits ranging
from one (k = 20) to two orders (k = 256) of magnitude.

We demonstrate the implementation overhead of JANUS
in Table II using the Synopsys Design Compiler with the
TSMC 65nm Standard Cell Library. On average, the area,
delay, and power overheads for the obfuscated NSL and re-
configurable FF are 5.7%, 9.8%, and 7.0%, respectively. The
overhead is generally minimal because the original NSL and
the obfuscated NSL both specify “random” logic with similar
implementation complexity. The HD comparator incurs a fixed
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Circuits
Partitioning

Result
Exp.
Ratio

Area
OH

Delay
OH

Power
OH

bbara. {77, 51}:9 5.7 4.5% 13.2% 5.2%
kirkman {8, 8 }:2 4.0 12.6% 22.6% 13.9%
sand {19, 13}:5 2.6 -2.1% -5.2% 2.6%
scf {64, 57}:2 28.5 5.6% 1.8% 5.6%
s298 {128, 98}:12 8.2 1.7% 17.1% 5.7%
s420 {9,9}:3 3.0 19.6% 6.5% 22.3%
s820 {13,12}:5 2.4 12.5% 12.0% 13.6%
s1488 {24,24}:5 4.8 6.1% 25.1% 6.9%
tbk {18, 14}:16 0.9 -0.3% -3.1% 0.0%
alex1 {24, 18}:5 3.6 5.9% 7.5% 6.3%
intel. {14, 14}:4 3.5 8.1% 13.8% 12.4%
isend {20, 20}:2 10.0 7.0% 12.2% 6.9%
vbe4a {29, 29}:9 3.2 3.7% 19.2% 5.9%
vmebus. {16, 16}:3 5.3 3.1% -2.7% 2.1%
pe-rcv. {23, 23}:3 7.7 6.5% 15.7% 8.4%
pe-send. {36, 34}:3 11.3 3.3% 11.0% 4.1%
b06 {128, 128}:13 9.8 4.3% 7.5% -2.2%
s444 {5318, 3547}:78 45.5 0.4% 1.4% 6.7%

TABLE II: Partitioning results under ε = 0.2 and overheads.
A partition is represented as {|VD|, |VT |} : |VEntrance|. The
expansion ratio is defined as Min(|VD|, |VT |)/|VEntrance|.

area overhead which wanes to less than 1% of that of the
obfuscated NSL for s444 with thousands of states and thus
reduces to insignificance for any realistic application scenario.
The integrated scan chain crippling technique delivers the
same security benefit as other scan chain disabling techniques
to prevent the bit-flipping attack yet only at negligible costs.

V. CONCLUSION

In this article, we develop an FSM obfuscation methodology
through a set of coherent synthesis augmentations to achieve
simultaneously high output corruptibility and pruning attack
resilience using a low-overhead key-controlled HD compara-
tor. We exploit the inherent state transition patterns of an FSM
as the main lever for controlling corruptibility through a novel
synthesis methodology that implements state transitions under
diverse FF configurations. The configuration assignments are
made through a custom graph partitioning algorithm which
effectively minimizes the on-set exposure of the point function.
We generously leverage the flexibility inherent to RTL specifi-
cation and synthesis to deliver a point function for controlling
the overall configuration settings with minimum key trace
leakage, through an HD-driven state encoding technique as
well as an FSM transformation technique. Finally, the sequen-
tial access to the oracle is enforced through a lightweight
scan chain protection technique to thwart general chosen-input
pruning attacks. We confirm through experiments that JANUS-
HD delivers an obfuscation scope orders of magnitude higher
than existing attack resilient work at a marginal area overhead
and performance impact.
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