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Abstract—Advanced statistics units (SUs) have been proven
effective for the verification, validation and implementation of
safety measures as part of safety-related MPSoCs. This is the
case, for instance, of the RISC-V MPSoC by CAES Gaisler
based on NOEL-V cores that will become commercially ready
on FPGAs by the end of 2022. However, while those SUs support
safety in the rest of the SoC, they must be built to be safe to be
part of commercial products.

This paper presents the SafeSU-2, the safety-compliant version
of the SafeSU. In particular, we perform a Failure Mode and
Effect Analysis (FMEA) for the SafeSU for relevant fault models,
and implement fault detection and tolerance features needed to
make it compliant with the requirements of safety-related devices
in general, and of space MPSoCs in particular.

I. INTRODUCTION

Functional safety is needed for some space, avionics and
automotive systems among others. Different safety standards
and guidelines exist for electronic systems describing the
development process for those systems (e.g. ECSS-Q-ST-
60-02C for the space domain [4]), which include specific
processes for the design, verification and validation (V&V)
of the system thereof. In particular, the architecture of the
system must include safety measures for fault detection and/or
tolerance, as well as support to ease V&V in the form of
observability and controllability features.

A RISC-V multicore by CAES Gaisler has been recently
unveiled [5] offering enhanced capabilities for space missions.
It will be released commercially on FPGA by 2022 [3], and
is intended to include the SafeSU statistics unit [1], [2],
which implements a number of features for the observability
and controllability of multicore interference, as needed to
guarantee that real time requirements of space applications
will be met in accordance with space safety regulations.

However, while the SafeSU provides safety measures, as
well as V&V means for the processor, it must also include fault
detection and/or tolerance mechanisms so that its robustness is
in pace with that of the rest of the multicore, specially given
the harsh environmental conditions for space operation.

This paper presents the SafeSU-2 (read as “saves you too”),
which extends the SafeSU with suitable fault detection and
tolerance features able to deal with at least single event upsets
(SEUs), in line with the rest of the SoC.

II. SAFESU-2 ARCHITECTURE

The SafeSU-2 is a statistics unit part of a space-graded SoC.
The schematic of the relevant parts of the SoC and the main
SafeSU-2 components is shown in Figure 1. As shown, the
SoC includes 4 cores with their respective first level instruction
and data caches, connected through an AMBA Advanced
High-performance Bus (AHB) to a shared second level cache
which, in turn, is connected to a memory controller that serves
as bridge to the off-chip SDRAM memory. Although not

Fig. 1. High-level schematic of the relevant parts of the SoC with the
SafeSU/SafeSU-2.

shown in the picture, the SoC includes an AMBA Advanced
Peripheral Bus (APB) connected to the AHB where all I/O
and debug interfaces are connected.

The SafeSU-2 has the same functional components as the
original SafeSU, namely, a Cycle Contention Stack (CCS),
a Maximum Contention Control Unit (MCCU), and a set
of Request Duration Counters (RDCs). The CCS allows col-
lecting statistics of the contention experienced by each core
to access the bus broken down by contender core, hence
easing application optimization during design phases, and
providing accurate diagnosis information during operation in
case of deadline overruns. The MCCU is a contention quota
mechanism that allows setting how much interference each
core is allowed to cause on each other, raising an interrupt
when any quota is exceeded. Hence, the MCCU allows im-
plementing safety measures to limit inter-core interference.
Finally, the RDCs provide statistics of the maximum duration
of different types of events, hence allowing estimating bounds
on maximum contention expected during verification phases.
Also, the RDCs can be pre-programmed with a specific latency
per event and raise an interrupt if a higher latency is observed,
hence allowing to implement additional safety measures to
detect whether any component is abnormally kept busy by a
single request.

The internal architecture of the SafeSU (and SafeSU-2) is
as shown in Figure 2. It includes the following modules:

• SafeSU2 ahb. AHB interface and SafeSU-2 configuration
registers.

• Crossbar. Registered outputs and externally programmable
MUXes to interface SafeSU-2.

• SafeSU2 raw. Interface-independent SafeSU-2 module
with RDC and MCCU configuration signals.

• CCS counters. CCS contention counters. They are
configuration-independent (depend only on the core count).

• RDC. RDC module with internal registers, but excluding
configuration signals.

• MCCU quotas. MCCU module with programmable quotas,
but excluding configuration signals.

• Overflow reporting. CCS, RDC and MCCU counters
overflow reporting.
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Fig. 2. Internal components of the SafeSU/SafeSU-2.

Note that the latter 3 modules can raise external interrupts
if (1) a pre-programmed maximum latency is exceeded, (2)
a quota is exhausted, or (3) a counter experiences overflow
respectively.

III. SAFESU-2 SAFETY MEASURES

A Failure Mode and Effect Analysis (FMEA) has been
conducted on the SafeSU to determine the safety extensions
needed to obtain the SafeSU-2. Such process requires ana-
lyzing each individual component of each individual module,
considering all relevant faults, and analyzing whether and
how they propagate and what effects they may have on the
overall SafeSU-2. Due to space constraints, we illustrate this
process only for two components of the SafeSU2 ahb module
in Table I omitting some low level details such as register
names and the like for clarity.

TABLE I
A SUBSET OF THE FMEA FOR THE SafeSU2 ahb MODULE.

Failure mode SEU in configuration registers
Effect May cause complete unit failure
Impact High
Safety measure Protect each register with SECDED codes

Failure mode SEU in AHB protocol state machine
Effect May cause misbehavior regarding the AHB pro-

tocol, and also internal updates
Impact High
Safety measure Due to the few signals and state bits, protect

with triple modular redundancy (TMR)

Overall, the different failure modes have been addressed
with TMR for small, yet critical, components involving com-
binatorial logic; SECDED for critical registers; parity for
lowly critical registers; and with no safety measure at all for
negligible faults (e.g. missing to increment a cycle contention
counter). In the case of parity, which is used, for instance,
for the CCS counters, upon a fault detection, an interrupt is
triggered to allow software layers reset the unit as needed.
Interrupts are also raised for 2-bit errors with SECDED, or
3 different outputs with TMR. Note that such an approach
is acceptable based on the assumption that having two in-
dependent faults occurring in a very short timeframe (e.g.
some microseconds) has negligible probability even in harsh
environments like outer space.

IV. EVALUATION

We have synthesized both the SafeSU (non fault-tolerant)
and SafeSU-2 with the Vivado 2018 Toolchain and target the

FPGA present in the Xilinx Ultra-Scale KCU105, which is a
relevant development FPGA platform for space systems, for a
target frequency of 100MHz. The number of Look-up Tables
(LUTs) and Flip-Flops (FFs) used by both configurations are
shown in Table II. As shown, the increase in terms of FPGA
resources is relatively low for SafeSU-2 w.r.t. the non fault-
tolerant counterpart (SafeSU).

TABLE II
FPGA RESOURCES USED.

Target FPGA ASIC
LUTs FFs 500MHz 750MHz 1GHz

SafeSU 6,075 2,734 87,283 106,365 106,365
SafeSU-2 8,350 3,010 218,372 282,607 285,156
Increase 37.4% 10.1% 150.2% 165.7% 168.1%

We have further synthesized both, the SafeSU and SafeSU-
2 for TSMC 65nm technology for different frequencies and
estimated the area (in μm2). Results are shown in Table II.
As shown, the area increase for an ASIC implementation is
much larger than for an FPGA implementation. This occurs
because, while fault detection and tolerance features do not
impact the critical path in the case of the FPGA, they do in
the ASIC implementation. Hence, more expensive standard
cells are selected in the case of the ASIC implementation for
the SafeSU-2 to meet timing requirements, which ultimately
leads to much larger area requirements.

Finally, the SafeSU and SafeSU-2 have been proved to be
functionally equivalent with formal verification. In particular,
both units have passed equivalence checking with a formal
proof of depth 25 with SymbiYosis [6].

V. CONCLUSIONS AND FUTURE WORK

Our implementation of SafeSU-2, the fault-tolerant version
of SafeSU, allows integrating it in the commercial space-
graded SoC by CAES Gaisler to be available in 2022. Such
product, which will reach the market in the form of a SoC
on an FPGA, will enjoy SafeSU-2 with low additional cost
w.r.t. SafeSU. Part of our future work is performing an
extensive fault injection campaign of SafeSU-2 in the complete
SoC before reaching the market, including scenarios such as
mission-critical applications, as well as improving the ASIC
version of the unit to reduce its relative cost.

ACKNOWLEDGEMENTS

This work has received funding from the European
Union’s Horizon 2020 research and innovation programme
under grant agreement no. 871467. This work has also
been partially supported by the Spanish Ministry of
Science and Innovation under grant PID2019-107255GB-
C21/AEI/10.13039/501100011033.

REFERENCES

[1] BSC. SafeSU gitlab. https://gitlab.bsc.es/caos hw/hdl ip/bsc pmu/.
[2] G. Cabo et al. SafeSU: an extended statistics unit for multicore timing

interference. In IEEE European Test Symposium (ETS), 2021.
[3] De-RISC Consortium. Dependable Real-Time Infrastructure for Safety-

critical Computer. https://derisc-project.eu/.
[4] ECSS. ECSS-Q-ST-60-02C, ASIC and FPGA development, 2008.
[5] G. Wessman et al. De-RISC: the first RISC-V space-grade platform for

safety-critical systems. In IEEE Space Computing Conf. (SCC), 2021.
[6] YosysHQ. SymbiYosis. https://github.com/yosyshq/symbiyosys.

1092 Design, Automation and Test in Europe Conference (DATE 2022)



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


