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Abstract—In complex FPGA designs, implementations of al-
gorithms and protocols from third-party sources are common.
However, the monolithic nature of FPGAs means that all sub-
circuits share common on-chip infrastructure, such as routing
resources. This presents an attack vector for all FPGAs that
contain designs from multiple vendors, especially for FPGAs used
in multi-tenant cloud environments, or integrated into multi-core
processors: hardware imperfections can be used to infer high-level
state and break security guarantees. In this paper, we demonstrate
how “long” routing wires present can be used to for covert
communication between disconnected cores, or by a malicious
core to exfiltrate secrets. The information leakage is measurable
for both static and dynamic signals, and that it can be detected
using small on-board circuits. In our prototype we achieved 6 kbps
bandwidth and 99.9% accuracy, and a side channel which can
recover signals kept constant for only 128 cycles, with an accuracy
of more than 98.4%.

The high cost of FPGA design and development has led to
an increase in outsourcing, making it common to have designs
from different contractors on the same FPGA chip [1], [8].
Such designs often include protocol and data structure im-
plementations, or more sophisticated circuits, like radio front-
ends or soft processors. This practice raises concerns about
the malicious inclusion of circuits (cores) that have additional
backdoor functionality [5], [6], especially when FPGAs are
integrated in multi-tenant cloud environments, or multi-core
processors [3], [7], [9].. Although third-party implementations
can be functionally validated before being included in the
overall design, it is not always possible to detect unintentional
information leakage or intentional covert channels [4]. It is thus
important to identify sources of information leakage and protect
against any resulting channels exploiting those sources.

In this work, we show that the value driven onto certain types
of FPGA routing resources, called “long” wires, influences the
delay of nearby wires, even when the driven value remains
constant. This distinguishes our approach from prior work
which depends on fast-changing signals [2], [5], and thus local
voltage drops or inductive crosstalk. Specifically, we find that
if a long wire carries a logical 1, the delay of nearby long lines
will be slightly lower than when it carries a logical 0. This
difference in delay allows cores sharing the same reconfigurable
FPGA fabric to communicate, even when they are not directly
connected.

We demonstrate how this phenomenon is measurable within
the device by small circuits even in the presence of environmen-
tal noise, and without any modifications to the FPGA. We show

how this phenomenon can be used to create a communication
channel between circuits that are not physically connected.
As designs often incorporate circuits from multiple third-
parties, this channel can break separation of privilege between
IP cores of different trust levels, or enable communication
between distinct cores in multi-user setups. Such use-cases are
increasingly common as FPGAs and CPUs become integrated,
and as FPGAs become available on public cloud infrastructures.
The same mechanism can also be used to eavesdrop and
recover keys with high probability even when the signals
change during the period of measurement. In our prototype
implementation, the channel has a bandwidth of up to 6 kbps,
and we can recover 99.9% of the transmitted bits correctly
using a Manchester encoding scheme. We can also recover
signals which are kept constant for as low as 128 cycles,
with an accuracy of more than 98.4%. The phenomenon is
present in four generations of Xilinx FPGAs, and the channel
is present regardless of the arrangement, location, or orientation
of the cores, and with multiple transmitting circuits present. The
strength of the phenomenon scales linearly with the number of
wires used, and also dominates a competing effect caused by
switching activity.
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