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Abstract—We present AS-CDG, a novel automatic scalable
system for data-driven coverage-directed generation. The goal
of AS-CDG is to find the test templates that maximize the
probability of hitting uncovered events. The system contains
two phases, one for a coarse-grained search that finds relevant
parameters and the other for a fine-grained search for the settings
of these parameters. To overcome the lack of evidence in the
search, we replace the real target with an approximated target
induced by neighboring events, for which we have evidence. Usage
results on real-life units of high-end processors illustrate the
ability of the proposed system to automatically find the desired
test-templates and hit the previously uncovered target events.

I. INTRODUCTION

Coverage closure is the process of advancing coverage goals
in general, and coverage levels specifically [1]. Since coverage
is one of the main quality indicators of the verification process
and the design-under-verification (DUV), coverage status is an
important criterion for many project milestones, such as tape-
outs. As a result, the verification team can spend significant
time and effort on coverage closure.

To achieve coverage closure, the verification team needs to
analyze the uncovered events and understand what is needed
to hit these events. Only then can they write or modify tests or
test-templates (the input to the random generator) that hit the
uncovered events or improve the probability of hitting them.

The verification environments of complex units can contain
hundreds or thousands of parameters that affect the generated
stimuli. When trying to hit a given coverage event, or a
set of related events, the verification engineer first needs to
identify the small set of parameters that most influence the
environment’s capacity to hit the desired events. Next, they
need to find the optimal settings of these parameters that
maximize the probability of hitting the events. These steps
are time consuming and require an understanding of the target
design and the verification environment. This makes coverage
closure one of the bottlenecks of the entire verification process.

Coverage-Directed Generation (CDG) [2] is a generic name
used for a multitude of techniques that create tests or test-
templates for hitting uncovered events. This paper presents
AS-CDG, a novel automatic CDG flow for large and complex
DUVs. AS-CDG is based on exploring and exploiting the
probabilistic relations between verification parameters and the
target coverage events. This exploration is difficult because of
the complete lack of positive evidence for any settings that hit
the target events. To overcome this difficulty, we replace the

real target with an approximated target induced by neighboring
events (i.e., events that when hit increase the probability of the
target event being hit as well), for which we have evidence.

AS-CDG contains two main phases that match the manual
steps mentioned above. It starts with identifying those relevant
parameters that most affect the coverage achieved. This is done
using the Template-aware coverage (TAC) approach [3] to
identify existing test-templates that best hit the approximated
target. The second phase performs a fine-grained search in
the space of the settings of the parameters identified in the
first phase. The goal of this phase is to find the settings that
maximize the probability of hitting the actual target events.
This phase comprises two subphases: we begin with a random
sampling of the space induced by the settings of the selected
parameters. This is followed by a derivative-free optimization
(DFO) technique [4] to find near-optimal settings.

The mapping from the settings of the parameters in a test-
template to the coverage is unknown, making the use of
analytical optimization techniques impossible. Hence, we rely
on a DFO technique to find the optimal settings. Moreover, this
mapping is probabilistic in nature because random stimuli gen-
eration can lead to different coverage results when simulating
different test-instances generated from the same test-template.
This probabilistic nature of the mapping can be viewed as
dynamic noise, which the optimization technique must be able
to handle. Our flow uses the optimization procedure described
in [5]. Specifically, we use the implicit filtering [6] algorithm
that is both simple and effective.

The implementation of the proposed flow utilizes a suite of
tools. TAC [3] identifies existing test-templates with relevant
parameters. These test-templates are fed to a Skeletonizer that
identifies the settings for the fine-grained search and creates a
skeleton of a test-template that the CDG-Runner application
can use to create valid test-templates during the search. The
CDG-Runner application is responsible for the second phase of
the flow. It creates test-templates that fit the skeleton according
to the specific task it executes (e.g., random sample, optimize),
sends the templates to the batch environment for simulation,
collects the coverage data, analyzes the results, and decides on
the next step.

The entire flow operates outside the existing design and
verification environment and is “black box” in nature. Conse-
quently, applying the flow does not require any changes to the
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verification environment. The flow can be used “as is” in any
verification environment that uses parametrized test-templates.

The flow described in the paper has been used in the
verification of many units inside two high-end processor
systems. In almost all cases, each step in the CDG flow
contributed to the coverage by improving the number of hits
for lightly-hit events and by hitting uncovered events. The
few cases where the flow failed to provide the desired results
occurred because the events were unhittable or because the
verification environment lacked the required capabilities.

The rest of the paper is organized as follows: Section II
surveys the history of CDG. Section III provides a detailed
description of the CDG problem. Section IV, the main section
of the paper, describes the proposed flow in detail. Usage results
are given in Section V; Section VI concludes the paper.

II. RELATED WORKS

Since the emergence of Coverage-Driven Verification (CDV)
methodologies [1], the search for automatic techniques that
assist in coverage closure has become one of the holy grails of
hardware functional verification. This made Coverage-Directed
Generation (CDG) a popular research topic that received
significant attention both in academia and industry.

Early CDG papers showed encouraging results, however,
none of them matured into an industrial solution. This is
due to scalability issues, usage complexity and having DUV
specific components that limit the generality of the solution. In
general, approaches for CDG can be classified into two main
categories, model-based CDG ([7], [2]) and data-driven CDG
([8], [9], [10], [11]). In model-based CDG, a model of the DUV
is used to generate test-instances or test-templates. Mishra et
al. [7] used an architecture model, while Ur et al. [2] used a
micro-architecture model. Both techniques failed to scale due
to limitations of formal methods. In addition, these techniques
require the model definition to be relatively accurate in order
to hit hard events, making its definition a complex task that
requires high maintenance during project lifetime.

In data-driven CDG, the system discovers and learns the
complex relations between the test-template parameters and
the coverage events. Wagner et al. [8] used Markov chains to
capture the relationship, where the chain is design and domain
specific. Smith et al. [10] used a genetic algorithm approach to
generate new test instances. A major problem in this method is
handling the validity of the evolutionary tests. Fine et al. [11]
used Bayesian Networks to guide the input generation. While
the network weights are learned automatically, the network
topology is DUV specific and requires domain knowledge. The
proposed system, on the other hand, is DUV independent and
fully automated, overcoming these obstacles.

Recent works on CDG have limited their goals. Instead of
seeking to generate new test-templates, they have sought to
select the best test-templates or test-instances to simulate, based
on previous runs. Yang et al. [12] removed test-templates that
do not contribute to coverage. Gal et al. [3] collected statistics
over the coverage hit by each test-template, and used them
to automatically suggest a regression policy that focuses on
events hardly hit. Wang et al. [13] used machine learning to

learn the relationship between transactions and coverage, and
filter test instances accordingly. Laeufer et al. [14] used fuzzing
techniques from the software testing realm to mutate existing
test instances. Their technique requires changes in the DUV
and has limitations regarding the validity of the tests created.

Recently, Gal et al. [5] presented an optimization-based
approach to CDG. Their approach searches for the best
test-template to hit uncovered events using a derivative-free
optimization algorithm. This paper extends this work and shows
how it can be used in real-life settings with large DUVs.

III. PROBLEM DESCRIPTION

This work targets verification environments that use a biased
random stimuli generator to generate stimuli. It is common
for the verification environments of large and complex DUVs,
such as units of high-end processors, to contain hundreds or
even thousands of different parameters that control the stimuli
generation. When the verification team needs to exercise certain
areas and features in the DUV, they create test-templates that
modify the default settings for a set of parameters, while leaving
the rest of the parameters to their default behavior. These test-
templates are used as the input for the stimuli generator.

Identifying the relevant parameters and finding the correct
settings of these parameters can be a tedious manual process
that requires deep understanding of the DUV and its verification
environment. In many cases, the process is a trial-and-error
process that requires several iterations before a good test-
template is found. This work describes a system and a flow
that can, in many cases, automate the process.

We use two types of parameters: range parameters and
weight parameters. A range parameter is simply a range of
values. When the stimuli generator needs to make a random
decision related to a range parameter, it uniformly selects a
value from the range. A weight parameter is a set of value-
weight pairs. When the stimuli generator needs to make a
random decision related to a weight parameter, it uses the
weights as a distribution function for selecting a random value.

Figure 1(a) shows a snippet of a test-template for stressing
the load store unit of a processor with a weight parameter for
the instruction mnemonic and a range parameter for the cache
delay. Note that parameters can be used many times during
the generation process, and the number of times a parameter
is used may differ from parameter to parameter and per test-
instance. For example, the mnemonic parameter is used for
every instruction generation, while CacheDelay is used only
when the cache is accessed.

Simulating a test-instance on the design produces a coverage
vector, indicating whether each coverage event was hit in this
simulation. Due to the randomness of the stimuli generator,
test instances originating from the same test-template may
produce different coverage vectors. A summary of the coverage
vectors created by all the test-instances is stored in a coverage
repository. During coverage closure, the verification team
queries the coverage repository to find important uncovered
events. They can then create test-templates that have a high
probability of hitting these events. This work presents an
automatic flow that creates such templates automatically.
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(a) A test-template snippet (b) The resulting skeleton

Fig. 1. Example of a test-template and the skeleton it induces

IV. AS-CDG

The goal of AS-CDG, our coverage-directed generation
system, is to find a test-template that maximizes the probability
of hitting uncovered events. The system is data-driven, meaning
it is based on data collected during executions of the DUV.
There are three main challenges that the system must address to
achieve its goal: the lack of evidence for tests hitting the target
event, the large number of parameters, and the probabilistic
nature of the mapping from parameter space to coverage space.

Figure 2 depicts the main components of AS-CDG and the
flow it implements. The rest of this section provides more
details on each of the main components and steps in AS-CDG.

A. Approximated Target

One of the hurdles in applying data-driven techniques for
CDG is the complete lack of positive evidence for any test-
template that has a non-zero probability of hitting the target
event. This means that any search or optimization technique
needs to search in the dark to find a good starting point
for its operation. To overcome this problem, we define an
approximated target. This approximated target is based on
the coverage of events that are near the target events. The
idea, which mimics the work of verification experts, is that
by improving the probability of hitting these neighbors, we
exercise the relevant area in the DUV. This, in turn, increases
the probability of hitting the target event itself. The validity of
using approximated targets is backed-up by the usage results.

There are many possible ways to automatically find the
neighbors of a coverage event. For example, Wagner et al. [8]
used the natural order of buffer utilization to learn how to fill
a buffer. Fine and Ziv [15] exploited the structure of a cross-
product coverage model. Gal et al. [16] used formal methods
to find a set of neighbor events with positive and negative
information regarding the probability of a test hitting the target
event. We use all these methods in AS-CDG and demonstrate
their effectiveness in many cases.

The approximated target function can be the sum of the
neighbor and target events, or a weighted sum of these events,
giving more weight to events closer to our target.

B. Coarse-Grained Search

The large number of parameters used in a verification
environment, and the high level of noise in the relationship
between the parameters and coverage, mean that performing

the search for the optimal parameter settings on the entire
parameter set is either infeasible or would require a very large
number of simulations. Therefore, we perform the search in two
phases. We begin with a coarse-grained search that identifies the
relevant parameters with the most influence on the probability
of hitting the target. Only then do we perform a search for the
optimal settings of these parameters.

The search for relevant parameters focuses on existing test-
templates. The verification environment of a typical DUV
contains many test-templates that were developed by the
verification team to address all sorts of verification needs. Each
of these test-templates is used to generate many test-instances
that are simulated on the DUV. First order statistical analysis
of the coverage achieved by test-instances generated from each
of the templates can easily reveal the test-templates that best
hit the (approximated) target. Because these test-templates
probably contain the parameters that are most relevant for
hitting the target, those parameters are the ones upon which
the fine-grained search should focus.

Template-Aware Coverage [3] is a tool that maintains first-
order statistics on the coverage of each event by each test-
template. The statistics include the probability of hitting the
event with a test instance generated from the test-template.
The TAC tool was designed to answer the type of queries
needed for the coarse-grained search. Namely, given a list of
the neighbor events of the target, find the best n test-templates
that hit these events. The parameters in these test-templates
are selected to be the ones used in the fine-grained search.

C. Skeletonizer

The coarse-grained search results in test-templates that
contain those parameters relevant for hitting the target events.
The goal of the fine-grained search is to find the best settings of
these parameters that maximize the coverage of the target events.
To perform this task, we first need to identify the settings. We
developed a Skeletonizer that receives a test-template as its
input and produces a skeleton of the test-template with all the
settings that can be set by the CDG-Runner marked.

The operation of the Skeletonizer is fairly simple. It parses
the input test-template, identifies parameters in the file that can
be handled by the CDG-Runner, and marks the settings that
can be changed by it. The output of the tool is a skeleton file
that looks like the original test-template, except for the places
that can be modified by the CDG-Runner.

Specifically, the Skeletonizer handles the types of parameters
described in Section III as follows. For the weight parameters,
the tool simply identifies the weights in the parameter and
replaces them with a mark. The top of Figure 1(b) shows the
skeleton of the Mnemonic parameter. Note that the weight
for add was not marked. This is done intentionally, because
zero weights often indicate values that should not be used. The
user has the option to include zero weights in the markings.

Range parameters, from which values are selected uniformly,
are replaced with weight parameters, as shown in the bottom
halves of Figure 1(a) and (b). The full original range is
replaced with smaller subranges, each with its own weight.
This allows the CDG-Runner to better control the distribution
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Fig. 2. AS-CDG flow

of the parameter. In the example presented in the figure, setting
high weights for the low subrange and low weights for the
other subranges would lead to shorter delays in cache response.
The user can control the number of subranges used and how
they span the entire range.

D. Random Sample

After the Skeletonizer marked the weights, the CDG-Runner
can search for the optimal settings that maximize the probability
of hitting the target. We start this search by performing a
random sample of the parameter settings and measuring an
estimate for the approximated target. In the random sampling
process, the skeleton created by the Skeletonizer is used to
create n random test-templates that uniformly span the weights
in the skeleton. We then generate and simulate N test-instances
from each template. The coverage obtained from the simulations
is then used to estimate the probabilities of hitting each event
e by each template t according to eN (t) = 1

N

∑
i s

e
i (t), where

sei (t) is an indicator of whether test-instance i generated from
test-template t hits event e. With this, we can calculate the
approximated target TN (t) =

∑
e∈E eN (t), where E are the

neighbors of the target events.
The random sample requires n×N simulations, and while its

probability of hitting the actual target is low, it helps find a good
starting point for the subsequent optimization step. Specifically,
the optimization step can begin with the test-template that
reaches the highest target value. This good starting point can
save the optimization algorithm many iterations of wandering
in an almost flat area reached by a random start. This makes
the investment of n×N simulations worthy.

E. Optimizer

At the heart of AS-CDG lies an optimization algorithm
that searches for test-templates that maximize the probability
of hitting each of the target events. While casting CDG as
an optimization problem is natural, there are a number of
challenges that complicate the use of optimization techniques
for CDG. The first challenge is the nature of the objective
function. As explained earlier, we do not have access to
the objective function directly. Instead, we must rely on an
estimate of the function obtained from simulations. This leads
to unknown dynamic noise in the observed objective value.
Therefore, we cannot apply commonly used optimization
methods that rely on first-order derivatives (gradient methods)

Algorithm 1 Implicit filtering algorithm

procedure IF(n,N, h, t0, stopping criteria)
repeat

best ← TN (t0)
next center ← t0
D ← set of n random directions
for all directions d in D do

t ← (t0 + d× h)
if TN (t) > best then

best ← TN (t)
next center ← t

if next center == t0 then
h ← h/2

t0 ← next center
until stopping criteria is met
return t0

and second-order derivatives (Hessian methods) of the objective
function. To address this challenge, we rely on derivative
free optimization (DFO) methods [4]. These methods require
only samples of the objective function itself, without the need
to calculate its derivatives. Specifically, we use the implicit
filtering algorithm that was proven to be efficient in CDG
settings [5].

Algorithm 1 describes the implicit filtering algorithm. The
algorithm starts with t0, the best random sample from the
random sampling step. At each iteration of the algorithm, it
selects n random directions and samples the objective function
at points with distance h (a.k.a. step size or stencil size) from
the current center in each of the selected directions. If the best
value of these samples is better than the value at the center, the
center is moved to that point and the process repeats. Otherwise,
when the best result is at the center, the distance h is halved
and the process repeats. This is done to reduce the possibility
of overshooting the maximum. The algorithm stops when a
stopping criterion is met. The stopping criteria is usually a
combination of the number of iterations, the current stencil
size value, and the hit probability of the target event.

The implicit filtering algorithm has several hyperparameters:
n, the number of directions used in each iteration; h, the initial
stencil size; and the stopping criteria. Each of these hyperpa-
rameters can affect the convergence rate of the algorithm in
terms of iterations and number of samples.
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When dealing with dynamic noise, we make two small
modifications to the base algorithm. First, we use another
hyperparameter N , the number of samples per point. Increasing
N reduces the effective noise and thus can lead to faster
convergence. On the other hand, increasing N increases the
number of samples needed per iteration. It’s also a common
practice to resample the center point in each iteration, even
though it was sampled in the previous iteration. This resampling
is used to reduce the effect of extremely high noise.

At each iteration of the implicit filtering algorithm, it creates
n+ 1 test-templates, one for each of the n random directions
and one for the center. Each of these templates is simulated N
times and the empirical expectation eN (t) for each of the events
is calculated. This result is used to calculate an estimation for
the approximated target, which is in turn used to calculate the
starting point for the next iteration. The output of the algorithm
is the best template found in the last iteration. Once there is
good evidence for the target event, we can repeat the process,
this time with the real objective function.

F. Harvesting the Best Test-Template

Once the optimizer finishes its work, we harvest the test-
template that has the highest probability of hitting the target
events. This test-template is added to the regression suite of
the DUV to ensure that the target events will continue to be
hit often and on a regular basis.

V. DEPLOYMENT RESULTS

Our AS-CDG solution was deployed in many real-life hard-
ware verification projects, significantly helping their coverage-
closure effort. It enabled hitting hundreds of uncovered events,
while improving hit rates of neighboring events. All these
projects were verifying large units in our IBM’s high-end
processors. A unit in these processors is a rather large and
complex piece of logic with typically tens of thousands of
coverage events. This section presents the deployment results
from three units: an I/O unit, an L3 cache, and an Instruction
Fetch Unit (IFU). Because AS-CDG is not comparable to recent
CDG papers and older work cannot scale to the size of these
units and/or is not available, we compare the results of using
AS-CDG with the results when a manual process is used.

For each processor unit, we identified hard-to-hit events,
focusing on those belonging to a larger family of events, e.g.,
filling-a-buffer events or a cross-product.

We defined our approximated target function as the sum of
the hit counts for all the events in the family. In this way, when
the events in a family are truly related and when the family
contains a descent gradient from easily hit events to hard-to-hit
events, the optimization process is likely to converge quickly.

Finally, we applied the rest of the AS-CDG flow. We also
repeatedly simulated the best test-template found to assess its
quality. Our results for two units, an I/O unit and an L3 cache,
are shown in Figures 3 and 4 respectively. The tables show,
for each unit, hit counts and hit rates at the various phases for
a given family of coverage events. The color coding follows
IBM’s convention where an event with a hit count smaller
than 100 is considered lightly hit and is colored in orange. In

Fig. 3. Hit statistics for a family of events in one of the I/O units

Fig. 4. Hit statistics for a family of events in a processor’s L3 unit

addition, we also consider an event with a hit rate smaller than
1% to be lightly hit. Never-hit results are colored in red. All
other results (well-hit events) are colored in green.

The first two columns after the event name column show hit
counts and hit rates before AS-CDG was applied. These are
the results of applying mainstream unit simulation for several
weeks, utilizing multiple test-templates. Using simulation
statistics from TAC and expert advice, we selected a test-
template with parameters that should best hit the family of
events at hand. We then “skeletonized” this test-template and
generated several hundreds of new mutated test-templates.
Simulating each new test-template multiple times (typically 100
times) gave us the numbers in the third and fourth columns. The
next two columns show hit counts and hit rates after running
the optimization phase. The starting point for this phase is
the best test-template from the sampling phase (the one with
the highest score for the target function). Finally, the last two
columns show the results of running the best test-template
from the optimization phase multiple times. This was usually
the test-template which the verification team chose to add to
their daily regression.

It is evident from the results that the suggested flow improves
both hit counts and hit rates for both families of events.
Moreover, each phase improves upon its predecessor. Take
the L3 unit results for example (Figure 4). Starting with 5
well-hit events and 11 never-hit events (looking at hit counts),
the sampling phase alone, using just 21,000 simulations, is able
to turn 7 uncovered events into well-hit events and 3 uncovered
events into lightly-hit events. The optimization phase is able
to then turn the 3 lightly-hit events into well-hit events and
the remaining uncovered event into a lightly-hit event, using
just 30,000 simulations. Finally, the best test-template shows
significantly better hit rates.

Results for a third unit, an IFU, are shown in Figure 5.
The figure shows the number of events in each status at each
phase. This time, the events belonged to a family of 256 events,
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Fig. 5. Event status while running AS-CDG on a cross-product (IFU)

Fig. 6. Optimization progress on the L3 example

defined by a cross product of four features: entry (0–7), thread
number (0–3), sector (0–3) and branch (0–1). Note how many
uncovered events the sampling phase was able to hit, and how
the optimization phase made most of the events well hit. Having
said that, 32 events (all entry7 events) remained uncovered
at the end of the flow, and are considered out of the unit
capabilities to hit. This demonstrates that for cross products
as well, AS-CDG is able to hit many previously-uncovered
events, and improve hit counts and hit rates across the board.

Figure 6 shows the maximal value of the target function
per optimization iteration. The data refers to the optimization
phase on the L3 unit. It can be seen that the optimization
process makes a gradual progress towards a (local) maximum
value. The peak at iteration 10 is the result of sampling noise.
As desired, the optimization algorithm was able to absorb this
disturbance and to get back on its track.

VI. CONCLUSIONS AND FUTURE WORK

This paper presents AS-CDG, a fully automated and DUV-
independent novel system for coverage-directed generation
(CDG). The system first finds the relevant parameters that most
influence the coverage of the target events. This is followed by
a numeric optimization of noisy functions. To overcome the
flat landscape caused by the lack of evidence for the uncovered
target events, we use an approximated target of neighboring
events for which evidence exists.

We implemented the proposed flow in a CDG tool suite,
and it is currently used in the verification of many units of
high-end processors. The results indicate that in many cases,
the flow and the tool suite can hit previously uncovered events
with minimal effort by the verification team.

The entire system operates outside the existing design and
verification environment. This means that the flow can be used

“as is” in any verification environment that utilizes parametrized
test-templates. Moreover, applying the flow does not require
any special skills from the verification team. This overcomes
a major hurdle faced by many previous CDG tools.

While the flow proved to be useful in covering individual
uncovered events or small sets of closely related events, there
are several aspects that require work before it can be extended
to a large number of uncovered events. Specifically, the number
of simulations required to hit each uncovered event, which is
reasonable for a single target event or a group of related events,
may be too high when many uncovered events are involved. We
are currently investigating methods that use machine learning
techniques to reduce the number of simulations per event by
using the same simulations for several target events.
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