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Abstract—Energy harvesting promises to power billions of
Internet-of-Things devices without being restricted by battery
life. The energy output of harvesters is typically weak and
highly unstable, so computing systems must frequently back up
program states into non-volatile memory to ensure a program
will progress in the presence of frequent power failures. However,
state backup is a time-consuming process. In existing solutions
for this problem, state backup is conducted sequentially with pro-
gram execution, which considerably impact system performance.
This paper proposes techniques to parallelize state backup and
program execution with asynchronous DMA. The challenge is
that program states can be incorrectly backed up, which may
further cause the program to deliver incorrect computation. Our
main idea is to allow errors to occur in parallel state backup
and program execution, and detect the errors at the end of
the state backup. Moreover, we propose a technique that allows
the system to tolerate backup errors during execution without
harming logical correctness. We designed a run-time system
to implement the proposed approach. Experimental results on
an STM32F7-based platform show that execution performance
can be considerably improved by parallelizing state backup and
program execution.

Index Terms—intermittent computing, asynchronous DMA,
state backup, execution performance

I. INTRODUCTION

It is predicted that the number of Internet-of-Things (IoT)
devices will exceed 20 billion by 2025 [1]. A challenge is how
to power such a huge amount of IoT devices. As such devices
are typically deployed in complex working environments, it is
almost impossible to charge or change their batteries. Energy
harvesting is a promising approach which allows a device to
rely on energy harvested from the ambient environment. As
energy output of harvesters is typically weak and unstable, the
computing system must ensure software programs will make
progress in the presence of frequent power failures.

To this end, a new computing paradigm called intermittent
computing is proposed [2]. In intermittent computing systems,
a program progresses incrementally with the granularity of
program segment. At the end of each program segment, the
program states are backed up to non-volatile memory (NVM),
such as FLASH or FRAM, and then the system continues
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to execute the next program segment. Once a power failure
occurs and later the system recovers, the backup states on
NVM are reloaded so that the execution can resume from
the beginning of the failed segment, instead of conducing a
complete restart from the very beginning of the program. State
backup is very time-consuming and is frequently conducted
during the progress of a program. Although Direct Memory
Access (DMA) is used in most systems to accelerate data
copying, the time overhead of state backup is still very large.

To the best of our knowledge, all existing intermittent sys-
tems, with documented method on state backup, conduct state
backup sequentially with program execution, i.e., during state
backup the program has to stop and wait. However, if state
backup can be conducted in parallel with program execution,
then the state backup latency will be hidden in program
execution. As a result, the program has a much smaller total
execution time, and thus can make better progress.

In this work, we seek to parallelize state backup and pro-
gram execution by asynchronous DMA. The main challenge
is data racing may cause incorrect program states that are
polluted by program execution to be backed up into NVM. In
our solution, we parallel state backup with program execution,
and at the end of the state backup detect whether an error has
occurred. Moreover, even if an error is detected, we do not
immediately handle the error, but let the program continue to
execute, as it is highly probable that the erroneous backup will
be covered by a future correct backup. We have implemented
an intermittent system based on the proposed approach. Ex-
periments conducted on an STM32F7-based platform show
that the proposed method can efficiently detect and cover state
backup errors, and by parallelizing state backup with program
execution, system performance is considerably improved.

II. RELATED WORK

Intermittent computing [3], [4] is recently proposed to
enable a system to keep progress and produce correct com-
putation in the presence of frequent power failures. The main
principle is to let the system timely back up program states to
NVM so that when the system recovers from a power failure,
it can resume from the most recent backup states instead of
experiencing a complete restart. With the increasing number
of energy harvesting IoT devices [1], intermittent computing
is an enabler for such devices to provide sustainable services.
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TABLE I: A survey of state backup methods

Methods Intermittent systems
CPU Cotai [7], Chain [8], Mementos [9], Alpaca [10],
QUICKRECALL [11], Ratchet [12], Chinchilla [13]
DMA InK [14], Daulby [15], Chen [16], TICS [17],
Coala [18], CoSpec [5], ELASTIN [19], CatNap [20]
Unknown Hibernus++ [6], HarvOS [21]

As state backup is a major overhead in intermittent comput-
ing, we did a survey of existing intermittent systems on their
state backup methods. A classification of state backup methods
is given in Table I (For intermittent systems that are not named,
we use the surname of the first author to represent the proposed
system or method). All systems with documented state backup
method adopt either CPU or DMA to conduct state backup.
First, in all systems that use CPU, state backup is sequentially
conducted with program execution. Second, systems that use
DMA also conduct state backup sequentially with program
execution. In CoSpec [5], a specialized hardware, which is
not widely available in embedded MCUs, is required in state
backup. This paper works towards reducing state backup
overhead by parallelizing state backup and program execution.
Note that in intermittent systems that adopt Just-in-Time
checkpointing [6], system execution is firstly stopped and then
the system states are saved to NVM, so state backup is always
serially conducted with system execution.

III. THE PARALLEL STATE BACKUP PROBLEM

This section shows the correctness problem caused by
parallel state backup and program execution. In sequential
state backup using either CPU or DMA, a program segment
is allowed to start only after the program states at its starting
point are totally copied to NVM. Now consider to conduct
state backup simultaneously with the execution of a program
segment. We will show by the example in Fig. 1 that a critical
correctness problem may occur.

program execution state backup

‘ A== resume from here;
...... . reload A’s backup
"""""" A++; @ | “\A==2,incorrect backup(....)

[ '@ backup(...)
L e backup(A)®@
tg. - ra power failure

v Segment T

time

Fig. 1: An example of the parallel state backup problem

Assume A is one of the variables to back up. The execution
of program segment T operates A during execution, and state
backup copies state variables including A to NVM. A correct
state backup at the beginning of T should copy A’s value
1 to NVM. The execution of T modifies A’s value to 2 by
an increment operation at time ¢, while the backup of A is
conducted at a later time t5. As a result, the NVM stores
an incorrect value of A (i.e., 2). If a power failure occurs
at time t3, after the system recovers, the program resumes
from the beginning of T by reloading the backup states from

NVM. Now an incorrect value of A is reloaded. We call
this phenomenon the “parallel state backup problem”. The
problem will further result in incorrect computation of T.

Due to the lack of techniques to solve the parallel backup
problem exemplified by Fig. 1, to the best of our knowledge,
existing intermittent computing systems pessimistically serial-
ize task execution and state backup (by either CPU or DMA).
The consequence is that a large portion of the system execution
time is spent on frequent state backup [22].

IV. OVERVIEW OF OUR APPROACH

The objective of this work is to parallelize state backup and
program execution for intermittent systems without destroying
logical correctness. Such a design allows to hide state backup
latency in task execution time, and thus can improve system
performance. In this section, we will give an overview of the
main idea. Key design details are provided in the next section.

System starts
Reload the most recent
correct backup states

System stops

parallel

Execute a
program segment

Back up
program states

Save the correct
backup states

Fig. 2: Overview of the proposed state backup approach

The main idea is carried by the work flow shown in Fig. 2.
The system behavior mainly contains a loop to execute pro-
gram segments one after another until the program is finished.
In our approach, we conduct state backup simultaneously with
the execution of a program segment. As this may cause the
problem shown in Fig. 1, we propose a technique to detect
potential backup errors at the end of the state backup (The
error detection technique will be detailed in Sec. V).

Once a state backup error is detected, we know the current
backup data is not trustworthy and can not be used for system
restoration. A common method is to completely restart the
system. However, a complete restart will incur too much re-
execution overhead, so we try to avoid it. Note that state
backup is performed timely and frequently in intermittent
systems. It is highly probable that an incorrect backup can
be overwritten by a future correct backup. Motivated by this
observation, we propose fault-tolerant backup management to
allow the system to continue execution even if the backup
states are temporarily incorrect. We will explain the idea with
the example in Fig. 3.
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Fig. 3: Fault-tolerant backup management

In Fig. 3, T; represents program segments, and B; represents
the state backup conducted in parallel with T;. When backup
B, is done, a backup error is detected, leading the backup
data to an inconsistent state. However, we do not immediately
solve the problem, and simply allow the system to continue
executing T3. As the next state backup Bj is correct, the
incorrect backup states are covered by new correct backup
states that can be used for system restoration. Note that
state backup Bj is also incorrect, and unfortunately during
the execution of Ts, a power failure occurs. As the backup
states now are incorrect, the system is not able to restore
to the beginning of Ts. Since backup B, is correct, the
system can roll back to the beginning of Ty, i.e., the program
point corresponding the most recent correct backup. The fault-
tolerant backup management, as part of the whole solution, is
depicted by the green blocks in Fig. 2.

The next section will present the detailed design for state
backup error detection and fault-tolerant backup management.

V. DESIGN

In this section, we first introduce the task-based software
model [14] which is used to explain the proposed techniques
Then state backup error detection is presented in detail. At
last, we present a heuristic to explore how memory layout can
affect the occurrence of state backup errors.

A. Software Model

By task-based model, a program is coded as a collection of
tasks, where each task is essentially a program segment imple-
mented as a function. The tasks are connected by the control
flows specified by the programmer. During the execution, state
backup is conducted at the beginning of each task. If a power
failure occurs, and later the system recovers, it first restores
the program states from the backup, and then continues to
execute the last unfinished task before power failure. Program
states in task-based model refer to the set of variables that
are shared by multiple tasks and whose lifetimes span across
task boundaries, but not the local variables allocated on the
stack and accessed inside the task. To distinguish data copies,
we say task execution accesses task-shared variables stored
in a working buffer in main memory, and in state backup,
task-shared variables are copied from the working buffer to a
backup buffer on NVM using DMA.

B. State Backup Error Detection

1) Target for Error Detection:
In the general sense, any task-shared variable in the working
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buffer may experience the problem in Fig. 1, if state backup
is conducted in parallel with task execution. However, not
all backup errors will eventually lead to incorrect program
execution. Error detection only needs to observe those backup
errors that affect the correctness of task execution.

Whether the backup error of a variable will cause incorrect
execution depends on the access behavior of the variable.
Without loss of generality, we consider a task-shared variable
A accessed in task T. The behaviors of accessing A can be
classified into the following cases which have different results
on the correctness of task execution.

o CASE I: A is only read in T. No backup error will occur

as the execution of T does not change A’s value.

o CASE 2: A is only written in T. A write to A may
cause incorrect state backup and assume such a case
occurs. If power fails in T, the system resumes from the
beginning of T. Although an incorrect value of A will
be reloaded, the incorrect value will be overwritten by
the write operation to A in T, so task execution remains
correct. Otherwise, if power failures do not occur, at the
end of T, the correct value of A remains in the working
buffer. The execution of the next task will execute on the
working buffer and the task sees a correct value of A.

o CASE 3: A is first written and then read in T. This case
is the same as CASE 2.

o CASE 4: A is first read and then written in T. T’s
execution will be incorrect if an incorrect value of A is
backed up and power fails in T. After system resumes, the
incorrect backup value of A is reloaded from the backup
buffer. The first read to A loads the incorrect value, which
may cause incorrect computation. Variable A in Fig. 1 is
an example of this case.

With the above analysis, an error detection method only
needs to observe the backup results for those variables that fall
into CASE 4. The access properties of variables are evaluated
within each task. A variable, evaluated to be in CASE 4 in any
task, will be observed. In the next sub-sections, when talking
about variables, we mean the variables of CASE 4.

2) Error Detection:

To detect the backup error for a variable, we need to
observe the timing relation between the write to the variable
by program execution and the read to the variable by state
backup. To this end, we instrument both the task code and
the backup data with flag variables to record the progress of
both CPU and DMA, so as to provide information for error
detection at the end of state backup. We will use the examples
in Fig. 4 to explain our method.

Task T modifies variables A and B during its execution. We
need to know whether before such modifications the backup
to the two variables is finished or not. We introduce a flag
variable “flag” and initialize it to 0 before T starts. In task
code, we insert a flag instruction FI( flag) before the first write
to A or B in the task. For example, in Fig. 4(a), flag=1 is
a flag instruction. On the state backup side, the variable flag
is also backed up, immediately after B. When state backup
is finished, we check the value of flag in the backup buffer
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task T state backup task T state backup task T state backup
flag = 0; fa=0;f b=0; fc=0;f d=0;
i backup(A) E backup(A) ! backup(D)
: ; backup(f_a) ' backup(f_d)
5 flag =1; 5 fa=1; 5 backup(C)
i A++; E A++; E backup(f_¢)
backup(B) backup(B) f_(v::+=+-1;
| backup(flag) ! backup(f_b) : 5
i : fb=1; ' fd=1;
\J B++; 1 Bi+; ¥ Dbt
time time time

(a) Inserting one flag variable
to detect error, failed

(b) Inserting two flag variables
to detect error, succeeded

(c¢) Reducing redundant
flag variables

Fig. 4: State backup error detection exemplified (principle and optimization)

to detect error. If the value of flag in the backup buffer is
0, it is clear that after both A and B are backed up, none of
the modifications to A or B is executed, then we can safely
conclude that no backup error occurred. Otherwise, if the value
of flag in the backup buffer is 1, it indicates at the time when
A and B finish backup, task execution has passed flag=1.
In such case, it is possible that the task has executed A-++ or
even B++. Thus, we are not sure whether an error actually
occurred during state backup, and have to report an error for
safety. In the example in Fig. 4(a), the value of flag in the
backup buffer is 1 as backup(flag) executed after flag=1,
so a backup error is reported.

Actually, in this example, there is no backup error, since
the backup operation to A did occur before the modification
to A (by A++), and so does B. This behavior can not be
captured with only one flag variable. Then we introduce two
flag variables f_a and f_b to observe the access conflicts on
A and B, respectively. The code instrumentation is shown in
Fig. 4(b). This time, when we check the values of f_a at the
end of state backup, we find that f_a’s value in the backup
buffer is 0 as backup(f_a) occurs before f_a =1, so A is
correctly backed up. Similarly, f, = 0, so B is also correctly
backed up. Only if the value of all flag variables in the backup
buffer are 0, we can safely conclude that there is no backup
error caused by the execution of the task. By inserting more
flag variables in a finer-grained way, we are able to find out
correct state backups that would be classified incorrect by a
coarser flag insertion.

3) Removing redundant flags:

To maximize the precision of error detection, one can
choose to use an independent flag for every variable. However,
this will insert redundant flags. We will show what is a
redundant flag with the example in Fig. 4(c).

Let us consider two variables C' and D observed by two
flag variables f_c and f_d respectively. We use the notion
el = e2 to represent event el occurs earlier than event e2.
In this example, if at the end of state backup f_c’s value
in the backup buffer is 0, i.e., C is correctly backed up, we
know that backup(f_c) = f_c=1. Now we can conclude
that D is also correctly backed up, because backup(f_d) =
backup(f_c) = f_c=1 = f_d=1. Otherwise, if C' is not
correctly backed up, of course one can still leverage f_d to

observe whether D is correctly backed up. Note that we can
conclude the state backup is correct only if all flag variables
are 0 in the backup buffer. Even if D is found to be correctly
backed up, as an error is already detected for C, the detection
result for D does not affect the final conclusion. Thus, we
can safely remove flag variable f_d without sacrificing the
precision of error detection. We say f_d is a redundant flag.
The property described above is formulated with Lemma 1. As
the proof is straightforward, we omit the proof in the paper.

Lemma 1: Suppose variable A has a higher address than
variable B in the buffers, which means backup(B) =
backup(A), and in a task the first write to A occurs before
that to B, i.e., write(A) = write(B). If the backup of A is
correct, the backup of B must be correct.

Assume flag variables and corresponding flag instructions
have been inserted to observe all variables. Redundant flag
variables that satisfy Lemma [ can be found by exploring
the flag instructions on the control flow graph (CFG) of a
task according to Definition 1. Any identified redundant flag
variable and its flag instructions will be removed.

Definition 1: A flag instruction FI(f) is a redundant flag
instruction of task T iff: on every path from the starting node
of the CFG of T to FI(f), there is a flag instruction operating
a flag whose memory address is no lower than f.

To summarize, our proposed state backup error detection
technique works as follows:

1) Off-line instrumentation.

a) Identify task-shared variables that needs observation.

b) For each such variable, insert a flag into the backup
data behind the variable it observes, and insert a
corresponding flag instruction into the task before the
first write on the variable.

¢) Remove all redundant flags from the backup data and
corresponding flag instructions in the program.

2) Run-time Support. All the flag variables are set to 0
before each task starts execution. After state backup is
finished, if all the flag variables in the backup buffer are
0, the backup is concluded correct; otherwise, the backup
is considered incorrect.
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C. Buffer Design for Fault-tolerant Backup Management

In Sec. IV we introduced fault-tolerant backup management
which allows the system to continue execution even if the
backup states are temporarily incorrect. The technique is
implemented by the buffer design.

For now, we have a working buffer for program execution
and a backup buffer to store backup states. As the backup
buffer can be polluted by incorrect state backup, we introduce
a new buffer called safe buffer to maintain the most recent
correct backup copy. When state backup is finished, the correct
backup data is in the backup buffer. We do not copy the data
from the backup buffer to the safe buffer. Instead, we swap the
role of the two buffers. In the implementation, there is a pointer
to each buffer. The role swap can be done by a pointer swap. If
the backup buffer is polluted by an erroneous backup, the safe
buffer still maintains correct program states corresponding an
earlier program point. If a power failure occurs, the system
will always resume by reloading the states in the safe buffer
and roll back to the most recent consistent program point. A
power failure may also occur during the data copying from the
working buffer to the backup buffer, making the backup buffer
inconsistent. For such a case, the safe buffer still enables the
system to restore to a most recent consistent program point.

D. Reorganizing Memory Layout to Reduce Backup Errors

In state backup, the variable at a lower address will be
copied earlier and thus has a lower probability to experience
backup error. So, changing the layout of the variables in the
buffers may affect the occurrence of backup errors. However,
an optimal memory layout does not generally exist. First,
different tasks of a program may access different variables and
they compete to put their own variables in low memory ad-
dress, in the layout optimization process; second, the execution
frequency of different tasks is input-dependent and can not be
decided offline, so it is impossible to decide which task should
have higher priority in competing lower addresses. Therefore,
we developed a heuristic method to re-organize memory layout
to investigate its impact on backup errors.

The main idea is to put the “most frequently” accessed
variables in the lowest memory address. We compute a weight,
W,, for each variable to model its access frequency by
equation (1), where v is a variable, and C7, (v) is the execution
count of task T, that accesses v. In our exploration, we run
each program a sufficiently large number of times to measure
the average execution count of each task.

W, = VYyecase 4 »_ Cr,(v) )]
V1. EXPERIMENTS AND EVALUATION

A. Experimental Setup

We designed a task-based intermittent system to implement
the proposed approach, and run the system on a STM32F7-
based development board. 8 benchmark programs from related
work [14], [18] are used for evaluation'. The sizes of shared

! Available at https://github.com/IntermittentComputing/TaskBased
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variables in the benchmarks range from 18 bytes to 622 bytes.
A programmable power supply is adopted to generate power
traces. In the experiments, we assume that the system suffers
a power failure around every 5ms.

New NVM devices are increasingly adopted in new pro-
cessors [23]. They vary in multiple features including most
importantly the access speed. To evaluate the performance
of our approach for different NVM devices, we use SRAM
to simulate NVM at different speeds. This is implemented
by evenly inserting dummy variables into the variables to be
backed up. We denote the access speed of SRAM by vs. For
instance, to simulate an NVM with half the speed of SRAM,
denoted by Vs/2, we insert a dummy variable before each
shared variable with the same size. In the experiments, we
simulated four NVM speeds, Vs/1, Vs/2, Vs/3 and vg/4.

B. Results and Evaluation

To evaluate the performance of the proposed approach, and
also how it can be affected by different memory layouts,
we measure the execution time of the benchmark programs
executed in three different settings:

o ASY-OPT: asynchronous DMA on the memory layout

produced by the technique in Sec. V-D

o ASY: asynchronous DMA with initial memory layout

o SYN: sequential state backup (by DMA) and program

execution with initial memory layout

The results are given in Fig. 5 with all execution times
normalized to ASY-OPT. The performance of the proposed
approach (ASY-OPT and ASY) is considerably improved
compared to existing approaches (SYN). The performance
gain is comparably lower in programs such as CRC and CEM.
The reason lies in the ratio between the average execution time
of a task and the average latency of state backup. Take CEM
for example, as the states to backup is very large, the backup
latency is much larger than the average task execution time.
Parallelizing state backup and program execution does not help
much in reducing total execution time. Program CRC is on the
other extreme. CRC has a very small state size, and the backup
latency is much smaller than the average task execution time.
In such a case, the space for asynchronous DMA to improve
performance is reduced. The inserted flag variables cause an
average increase in the sizes of backup states by 3%.

We analyze the results regarding different NVM speeds.
There is not an identical trend for all programs. In essence,
different NVM speeds indicate different backup latency, and
thus affect the ratio between the average task execution time
and the backup latency. If the ratio becomes too small or
too large, as discussed before, the space for performance
improvement by asynchronous DMA will be small.

At last, we evaluate the impact of memory layout to the
proposed approach. In Table II, for each program, we list the
average numbers of total backups (B), incorrect backups (IB)
and uncovered incorrect backups (UIB) under different NVM
speeds, and compare the results between ASY-OPT and ASY.
The results show that the proposed heuristic can reduce the
number of incorrect backups, especially for AR, CK and CEM.
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Fig. 5: Execution times of different benchmarks under different NVM speeds (Normalized to ASY-OPT)

TABLE II: Average numbers of uncovered incorrect backups
(UIB), incorrect backups (IB) and total backups (B)

DIJ | AR | CK | SRT| CRC| BC | RSA| CEM
UIB | o 0 0 0 0 0 0 0
glsff 1B 0.5 3 247 0 0 55 | 85 0
B 167.5| 152 | 260 | 402 | 102 | 87 81 | 5405
UIB | o 0 0.5 0 0 0 0 22
ASY | 1B 05 | 135 [ 495 | o 0 55 | 102 | 2142
B 167.5| 152 | 2605| 402 | 102 | 87 81 | 5412

If we look at the execution time under ASY-OPT and ASY in
Fig. 5, only AR is comparably more sensitive to the memory
layout. There are two main reasons. First, even if the better
memory layout reduces the number of incorrect state backups,
almost all incorrect state backups can be efficiently covered
by the proposed fault-tolerant backup management technique
regardless of the memory layout (see the UIB row for the
two layouts in Table II). Second, in most programs, the state
backups are finished before conflicts between state backup
and program execution occur, since the write operations to
the variables in a task are separated by computation steps.

VII. CONCLUSION

This paper presents an approach to improve the performance
of intermittent systems by enabling parallel state backup and
program execution, and at the same time ensure the system
still produces correct computation. The main techniques are an
error detection method to precisely identify state backup errors
and a backup management method that allows the system to
tolerate state backup errors at run time. Experimental results
show that the proposed approach can considerably improve
execution performance compared to the existing approaches
with sequential state backup and program execution.
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