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Abstract— Debugging and verification of modern SoCs is a
vital step in realizing complex systems consisting of various
components. Monitoring memory operations such as data transfer
address and value is an essential debugging and verification
feature. ARM CoreSight technology generates a specific debug
trace stream standard to monitor the memory without affecting
the normal execution of the system. This paper proposes a
hardware architecture to analyze the debug trace stream in real-
time. It is implemented on the Xilinx Virtex xc6vex75t-2ff784
FPGA device and can operate at 125 MHz and occupies less than
8% of the FPGA resources.

Keywords—Debugging, System analysis and design, System-on-
chips, System verification.

I INTRODUCTION

Current multi-core SoCs consist of many processing
engines, different peripherals, and networks on-chip hierarchies
[1]-[4]. The software running on such platforms is complex and
requires extensive performance analysis, behavior profiling as
well as bug fixing. International Business Strategies (IBS) has
reported that software development at 22nm technology
accounts for 75% of the total cost (79MS$ vs. 26M$ for
hardware) [1]. Many state-of-the-art SoCs generate debugging
information through an embedded trace mechanism without
influencing the program execution such as ARM CoreSight
technology. However, current approaches can only process
debug data offline and up to a few seconds. For example, if there
is 4 GB trace buffer and the recording speed is 10 Gbit/s, it can
only record up to 3.2s.

Fig. 1 depicts a general SoC design and verification chain
utilizing a debug trace stream. Generally, the trace decoder and
analyzer units are realized in software that in turn require large
memory footprints and violate real-time operation. It is mainly
because of the complex nature of the debug trace encoding
mechanism. A novel approach has been recently introduced to
overcome these issues by designing the dedicated hardware
accelerators to process the debug trace stream in real-time. As
shown in Fig. 1, a highly compressed debug trace is first
decoded in the trace decoder unit in real-time. It then translates
the decoded information into meaningful packets. The trace
analyzer unit can subsequently perform various analyses over
the decoded packets and provides information such as events,
various interrupt requests, memory read/write operations, and so
on [5].

ARM CoreSight ETMv4.x technology, supporting a variety
of modern ARM processors, allows the designers to equip the
SoCs with varieties of debug trace generators. The key feature

Debug platform

Program Trace Trace
Compiler ) SoC ? Decoder Analyzer
Debug trace stream output
User
Fig. 1. SoC design and verification chain.
,—b{ Debug APB
DAP ARM ARM
Processor 1 Processor 2 '
i 1+ em 1 3 lem M
JTAG ETM ETM IT™
port
{ [
[ CTM
£2 3
Funnel
TPIU

Fig. 2. Block diagram of CoreSight technology based on [5], and [6].

of ARM CoreSight technology is introducing a separate
dedicated bus that is shared between all debug trace sources
without halting the program execution as shown in Fig.2. For
example, Embedded/Program Trace Macrocell (ETM and PTM)
units are introduced to debug the processors with flexible and
various options. Whereas, Instrumentation Trace Macrocell
(ITM) generates a software application driven trace [10]. In Fig.
2, Cross Trigger Interfaces (CTIs) select which signals should
be sampled or triggered and they are connected using a Cross
Trigger Matrix (CTM). Debug Access Port (DAP) and Debug
Advanced Peripheral Bus (APB) provide real-time access to all
debug components. Finally, all generated traces are integrated
into a single trace stream by Funnel and Trace Port Interface
Unit (TPIU) outputs it [5], [6].

ETMv4.x generates two separate debug traces to monitor the
instruction and data buses with distinct source IDs [6]. Each
trace unit can be configured to explicitly trace some instructions,
to enable various trace unit resources, and to enable/disable data
tracing. Trace unit resources can be counters, sequencer,
external inputs/outputs, single instruction or data address
comparators, instruction or data address range comparators, and
so on (12 different resource types in ETMv4). The data trace unit
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is specifically tracing the memory involved operations. It
generates varieties of packets to track the recent data transfer
addresses and values and the timestamps.

The recent works are mainly focusing on realizing the trace
decoder in hardware such as [7]. It introduces the latest general
real-time hardware architecture of ETMv4.x decoder. It consists
of two-levels decoders named as L1 and L2 decoders. The L1
decoder is shared between all trace units whereas there is a
specific L2 decoder for each trace unit i.e. one for instruction
debug trace stream and one for data trace stream. L1 decoder is
fully configurable and L2 decoder is a packet-length-
independent architecture compared to other implementations.
[7] supports a data rate of 1 Gbit/s for a specific source ID
available in the trace stream. It also provides a sample showcase
of the trace analyzer unit that processes the packets and extracts
the interrupt and event sources and counts them. [8] and [9]
decode the debug trace stream using similar customized
architecture, however, it is packet-length-dependant architecture
that does not apply to recent debug traces such as ETMv4. [10]
introduces a multi-core debug platform that decodes a debug
trace in software within a time interval. [11] is utilizing PTM
(with only 11 packet types compared to 400 packet types in
ETMv4) to do code reuse attack application, however, PTM
implementation details are not explained.

To our knowledge, this paper proposes the first dedicated
hardware accelerator to “analyze” the ETMv4.x data trace
stream in real-time. To achieve this goal, [7] is exploited to
decode the data trace and then a new hardware architecture is
proposed to process the packets and extract the memory-related
information such as an address, value, and time.

II. ARM CORESIGHT ETMV4.X TRACE STREAM

An ETMv4.x debug trace stream consists of a byte-based
packet protocol. Each packet contains a single header followed
by zero or more payload bytes. The size of some packets is not
fixed and needs to be determined after analyzing the packet [6].
An instruction trace stream is comprised of two different
elements. There are PO elements and other instruction trace
elements. Similarly, a data trace stream is comprised of three
different data trace elements. These are P1 elements, P2
elements, and other data trace elements. P1 and P2 elements
contain data transfer addresses and data transfer values,
respectively. Other data transfer elements comprise trace info,
time stamp, and so on [6].

For example, if the processing element runs a load
instruction, the load instruction is traced as a PO element and the
address and data are traced as P1 and P2 elements in the data
trace stream. Therefore, P1 and P2 elements can be utilized to
monitor the memory involved operations such as address and
value. PO, P1, and P2 elements are associated with right-hand
and left-hand keys. Fig. 3 shows that a PO element has only a
right-hand key, a P2 element has only a left-hand key whereas a
P1 element has both right-hand and left-hand keys. These keys
behave like a parent-child structure to relate PO, P1, and P2
elements. The maximum number of right-hand keys and left-
hand keys of P1 elements (defined as pl right key max and
pl_left key max) are specific to each implementation and must
be retained between packets.

Design, Automation and Test in Europe Conference

Instruction Data
trace stream trace stream

POelements | | P1elements P2 elements

PO:RHKey0 .

Fig. 3. PO, P1 and P2 elements relationship. P1 element has only one child
P2 element. P1 and P2 elements contain data transfer addresses and data
transfer values, respectively.

Table I: ETMv4 data trace packets

Packet Type Format Number of Headers
Pl 1,2,3,4,5,6,7 111
P2 1,2,3,4,5,6 76
Reserved - 64
Others - 5

Table II: Global parameters shared among all packets

name Description
Timestamp Latest timestamp value
address_regs [0:2] data addresses
pl_left key The left-hand key of a P1 element
pl_right_key The right-hand key of a P1 element
p2_left key The left-hand key of a P2 element
pl_index The index for a P1 element

ETMv4 data trace stream consists of 7 and 6 different
formats of P1 and P2 elements, respectively [6]. Some have
fixed payload sizes and the rest have a variable payload size.
However, all of them are not necessarily available in every data
trace stream. ETMv4 has an Alignment Synchronization (A-
Sync) packet to identify the boundary of a new trace and a trace
info data trace packet indicating the beginning of the process.
Furthermore, if global timestamping is enabled, it generates the
Timestamp packets periodically. As listed in Table I, 187 packet
headers out of 256 are devoted to various P1 and P2 elements,
64 packet headers are reserved, and the remaining 5 headers are
for other packets such as Timestamp and so on.

During the analysis of a data trace stream, there are some
parameters, listed in Table II, that are globally shared between
all receiving packets to calculate the various keys and data
transfer address/value. In other words, for some of P1 and P2
packets, the required information is inferred from these global
parameters. Therefore, these parameters are required to be
updated dynamically while processing the current packet. Some
of these packets are very simple to be implemented like P2
Format 4, whereas some like P1 Format 1 has 16 different modes
or P2 Format 5/6 can implicitly generate up to four P1 elements
in addition to its P2 elements. The latter ones are highly complex
and inherently inclined to software implementation to extract
and bind the information. The p1 index is a parameter required
to calculate the data transfer address spanned over several P1
elements which are sharing the same left-hand keys.

III.  PROPOSED REAL-TIME HARDWARE ACCELERATOR FOR
ETMV4 DATA TRACE ANALYZER

To analyze the ETMv4 data trace stream, it should be first
decoded by a Trace Decoder (as shown in Fig. 1). The trace
decoder in [7] is utilized to extract the packet in real-time. [7]
introduces an architecture which in average extracts two packets
per cycle. The decoded packets are then analyzed using the
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proposed architecture shown in Fig. 4. The Decoded packets are
first analyzed in “P1 Packet Analyzer”, “P2 Packet Analyzer”
and “Global Parameter Updater” units. “P1 Packet Analyzer”
unit monitors the decoded packet in real-time and generates the
{address, left key, right key, index, format} for each Pl
element. Likewise, the “P2 Packet Analyzer” generates the
{left_key, data, format} in real-time for each P2 element. There
are some P1 and P2 formats generating more than one left/right-
hand keys and data. Besides, because there can be two packets
at the output of the Trace Decoder, there are varieties of P1 and
P2 packets combinations. The “Global Parameter Updater” unit
monitors the decoded packets and defines different cases as
pl p2 status.

The most common case is receiving a P1 and P2 packets with
a variable payload length. In this case, there is only a single valid
output generated by the Trace Decoder. So, the global
parameters shared among all packets (given in Table II) are
accordingly updated and transmitted to the “P1_P2 Combiner”
unit. The first special case occurs when either of P2 Format 5
and P2 Format 6, which are variable payload packets, is
received. The former one has up to four inferred P1 elements
and one P2 element. The latter one has up to four inferred P1
elements and two P2 elements. In both cases, the “Global
Parameter Updater” unit should track global parameters and
update them. Hence, these cases require having up to two {data,
p2 left key} and up to four {pl left key, pl right key,
pl_index} as shown in Fig. 4. The second special case occurs
when there are zero payload P1 and P2 packets coming in
sequence. In this case, they are decoded by the Trace Decoder at
a single clock cycle. This leads to four different combinations of
(P1, P1), (P1, P2), (P2, P1), and (P2, P2). Another special case
happens when P1 Format 5 is received. It has up to four P1
right/left-hand keys that should be inferred by the “Global
Parameter Updater” unit. All of these main cases are recognized
by the “Global Parameter Updater” unit and passed to the
“P1_P2 Combiner” unit as pl_p2_status.

“P1_P2 Combiner” unit should store {address, left-hand key,
right-hand key, index} of each receiving P1 elements for all
possible P1s (defined by pl_left key max). This information is
utilized together with coming P2 elements to bind the data
transfer address and value. To realize this efficiently, two look-
up tables are exploited as shown in Fig. 4. The size of LUTO0 and
LUT! are defined by p1_left key max and pl_right key max,
respectively. The given address of the current P1 packet is stored
at the LUTO cell pointed by the current pl_left key. Whereas,
its {p1 index, p1_left key} is stored at LUT1 cell pointed by the
current pl_right key as shown in Fig. 5. Once a P2 packet is
analyzed and passed to “Pl1 P2 Combiner” unit, the
corresponding {pl _index, pl left key} from LUTI1 is first
retrieved using p2_left key (refer to Fig. 3, p2 left key equal to
pl _right key). Subsequently, the corresponding address is
retrieved from LUTO using pl_left key that is read from LUT1.
Using this approach, P1 and P2 can be combined and as a result,
there would be at least one data transfer address/value at the
output.

It is worth mentioning that at the beginning the “Global
Parameter Updater” unit looks for the trace info data trace packet
to reset all global parameters and then from that point onward
all the receiving packet are analyzed. Each time a new trace info
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Fig. 4. Proposed hardware accelerator for real-time analysis of ETMv4 data
trace stream. The output is the combination of data transfer address and
value.

: 1- Analyzed P1 Packet{i}: address({i}, p1_left_key{i}, p1_right_key{i}, p1_index{i}
ILUTO(p1_left_key(i}) :

iLUT1(p1 right_key(i) : [ p1_index(i} | p1_left_key()

H Output:
i (address{i}, value(i})

Fig. 5. Example of how LUTO and LUT1 are utilized to combine P1 and P2
packets to obtain the output as a combination of (address, value). Having P1
packet analyzed, LUTO and LUTI are updated. After analyzing the P2
packet, the extracted data can be combined with the proper address retrieved
from LUT1 and LUTO.

data trace packet is received, all global parameters should be set
to zero. Another unit in Fig. 4 is “Timestamp Analyzer” which
calculates the timestamp if it is enabled in the data trace stream.
The final output is at most two pairs of (address, value) with the
latest timestamp. Using the proposed hardware architecture, the
memory involved operations can be real-time monitored while
running applications on the supported SoCs.

IV. FPGA IMPLEMENTATION RESULTS

We have described the trace decoder and the proposed
hardware accelerator in Verilog. It is then implemented on the
Xilinx Virtex xc6vex75t-21f784 FPGA device. Table I1I lists the
device resource usage. It shows that the ETMv4 trace decoder
and data trace analyzer occupies 1.96%, 7.82%, and 9.49% of
slice registers, LUTs, and internal block RAM, respectively. It
achieves the highest operating frequency of 125 MHz and
therefore it can support a data rate of 1 Gbit/s [7] and the trace
analyzer processes the P1 and P2 elements in real-time.

To verify the functionality of the data trace decoder and
analyzer, the various real and synthetic data traces were recorded
and generated. Different memory read and write operations were
utilized to cover the more varieties of P1 and P2 packets. To

Design, Automation and Test in Europe Conference



validate the design operation, the recorded data traces are first
tested with the software-based implementation of the design as
shown in Fig. 6. Then the results are used to verify the proposed
hardware implementation. Because all P1 and P2 packets are not
available in the real data traces, a synthetic data trace stream

Table III: Summary of used hardware resources on Virtex xc6vex75t-2{f784
(% is calculated w.r.t total available resources on the FPGA device).

Logic Utilization Trace decoder | Trace Analyzer
g Used (%) Used (%)
. . 987 84
Number of Slice Registers (1.06%) (0.09%)
3153 491
Number of Slice LUT:
umber of Slice S (6.77%) (1.05%)
Number of Block Ram / 0
(4.49%) (5%)
Software Implementation: Reference design
: Data Data i
Trace decoder " Trace Analyzer | -
g H 9
o8 e et L EELRERETREREERLE Validation i
®® Unit — =
og (in software) <
©
=
Hardware Implementation —

Fig. 6. Proposed hardware architecture verification flow.

Trace decoder output:
HO P1 Format 2:

Trace analyzer output:
Address = 0xFF300000 --- Data = 0x0000000000000ABC
P1(LHKey) = 0x02, P1(Index) = 0x00

(a)

Trace decoder output:

Hv Pl Format 1:

:0XFF300FE4

i HO P2

0x0000000000000000

] Y :0x01 !
e e - — — — -

Hv P2 Format 1: Data

Trace analyzer output:
Address = 0x FF300FE4 --- Data = 0x0000000000000234
P1(LHKey) = 0x10, P1(Index) = 0x00
Address = 0x FF300FE8 --- Data = 0x0000000000000000
P1(LHKey) = 0x10, P1(Index) = 0x01
Address = 0xFF300FEC --- Data = 0x0000000000001ABC
P1(LHKey) = 0x10, P1(Index) = 0x02

(®)
Fig. 7. Two sample outputs of data trace analyzer. (a) a memory transaction
which is monitored in a single P1 and P2 packet. (b) a memory transaction
which is encoded in several P1 and P2 packets. (HO, Hv indicating a zero-
payload and variable payload packets, respectively).
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generator was developed to cover all cases. It receives the data
trace stream size as an input and then randomly divides it into m
sections beginning with an “A-Sync” packet. Each section is
then filled by various packets. There is also an option to force
the synthetic data trace generator to add a group of user-desired
packets that are not often available in a real data trace stream.

Fig. 7(a) shows the sample output of data trace decoder and
analyzer for a single memory operation. The data trace analyzer
combines the data transfer address and value using P1 right-hand
key and P2 left-hand key. Fig. 7(b) shows a memory operation
spanned over several packets. Once a P1 format 5 packet is
decoded, two P1 right-hand keys and two P1 indexes are
generated. The following two P2 format 1 packets are then
utilized to group the new (address, value). It is noticeable that
the last two addresses are inferred using their corresponding P1
indexes and the latest address of a P1 packet sharing the same
P1 left-hand key with them.

V. CONCLUSION

In this work, we have proposed the first ETMv4 data trace
analyzer implemented completely in hardware to monitor
memory operations and to combine data transfer addresses and
data transfer values. The proposed architecture is implemented
on the Xilinx Virtex xc6vex75t-2ff784 FPGA device and
operates up to 125 MHz. Using this approach, the debugging
and verification of complex SoCs are feasible in real-time. The
future work would be extending this idea to instruction trace
stream and combining with PO elements.
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