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Abstract—Microfluidic technologies find application in various
safety-critical fields such as medical diagnostics, drug research,
and cell analysis. Recent work has focused on security threats to
microfluidic-based cyberphysical systems and defenses. So far the
threat analysis has been limited to the cases of tampering with
control software/hardware, which is common to most cyberphys-
ical control systems in general; in a sense, such an approach
is not exclusive to microfluidics. In this paper, we present a
stealthy attack paradigm that uses characteristics exclusive to the
microfluidic devices - a microfluidic trojan. The proposed trojan
payload is a valve whose height has been perturbed to vary its
pressure response. This trojan can be triggered in multiple ways
based on time or specific operations. These triggers can occur
naturally in a bioassay or added into the controlling software. We
showcase the trojan application in carrying out practical attacks -
contamination, parameter-tampering and denial-of-service - on a
real-life bioassay implementation. Further, we present guidelines
to launch stealthy attacks and to counter them.

Index Terms—microfluidic, trojans, fluid flow, valves, security

I. INTRODUCTION

Microfluidic technology enables biochemical reactions on
a miniaturized platform called lab-on-a-chip or a biochip. A
biochip minimizes reagent and sample consumption, reaction
time, and associated cost [1]. Further, biochips can be inte-
grated with a controller, actuators, sensors, and network, mak-
ing it a cyberphysical system (CPS). Due to these advantages,
they find application in medical diagnostic, drug development,
and genomics.

The continuous flow-based microfluidic biochip (CFMB) is
a two-layered device. At the intersection of the two layers -
flow and control layer, a ‘valve’ is formed (Fig. 1(a)) that
can be controlled by an external pressure source [2]. When
the valve is pressurized, the flexible membrane of the control
layer deflects deep into the flow layer blocking the fluid flow
(Fig. 1(b)). Such fluid control enables microfluidic operations
such as dispensing, mixing, and splitting. These, in turn, can
be used to build more complex biochemical protocols [3].

The current biochip market is estimated to be 5.7 billion
U.S. dollars and is expected to grow to 12.3 billion U.S.
dollars by 2022 [4]. This is corroborated by the increase in
investments [5], and high-valued acquisitions [6] of microflu-
idic companies. Microfluidic products have been deployed
in: 1) Personalized drug identification out of thousands of
available options, which is not plausible using traditional lab
methods [7]. 2) Diagnosis of common diseases in remote
locations such as refugee camps where there is no access to
traditional labs [8]. 3) Diagnosis of common diseases in new-
born babies where the test-sample is very scarce [9]. In light
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Fig. 1. Schematic of a two-layer microfluidic device: (a) top view and (b)
cross-sectional view of valve states.

of these developments, there is no doubt that microfluidics has
revolutionized various biomedical fields.

The current production of biochips is low-volume and
customized. However, as the microfluidic market grows, high-
volume production of programmable devices will be required
to meet the market demand. We know from the Integrated
Circuit (IC) market experience that this is enabled by a
horizontal supply chain, wherein third-party computer-aided
design (CAD) software, microfluidic design libraries, and
manufacturing facilities could be used. This unfortunately
opens the door for supply chain attacks such as overproduc-
tion, trojan insertion, and intellectual property (IP) theft [10].
Successful scaling of the microfluidic market requires that
these security concerns be addressed. The fact that biochips
are often targeted for security-critical application only further
emphasizes the need to address these concerns.

Accordingly, security in microfluidics has been an impor-
tant focus of the research community. Previous work has
focused on network-based tampering of controlling software,
and controller-based trojan attacks [11]–[13]. In other words,
researchers focused on attacks that are common to all cyber-
physical systems. In this work, we showcase a microfluidic
trojan design, which is exclusive to microfluidics technology.
This is the first such attempt and is focused on CFMBs. Our
contributions include:

• Design of a microfluidic trojan - a new attack paradigm
- using multi-height valves.

• Various attack strategies of payload insertion and trigger-
ing mechanisms.

• An analysis of the different types of pneumatic interfaces,
one-to-one mapping and control-logic-based mapping, on
triggering the trojans.

• Application of the trojan in launching attacks such as
contamination, parametric, and denial-of-service (DoS).

• Guidelines that the attacker and the defender can use to
sharpen their attacks and strengthen their defenses.

The paper is organized as follows: Section II describes
the basics of CFMB fabrication, pneumatic interfaces, and
related work. Section III describes the threat model and the
microfluidic trojan design. In Section IV, we launch several
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Fig. 2. CFMB fabrication steps (cross section view): (a) Spin coating negative
photoresist on a silicon wafer. (b) Exposing to UV light through a transparency
mask. (c) Washing of the unattached photoresist film from the wafer.

attacks using the microfluidic trojan. We demonstrate these
attacks on a real-life bioassay implementation in Section IV-A.
In Section V, plausible guidelines for and against trojan attacks
are laid out. Finally, Section VI concludes the paper.

II. BACKGROUND

In this section, we describe the fabrication process of the
continuous-flow microfluidic biochips (CFMBs), pneumatic
interface, and the recent works on microfluidic security.

A. Continuous-Flow-Microfluidic Biochips

A CFMB consists of two layers of permanently etched
microchannels called the flow and the control layer. The
microchannel patterns for individual layers are transferred to
the silicon wafer using a photolithography process. In this
process, a negative photo-resist (e.g., SU-8) is spin-coated to
the desired thickness on the silicon wafer (Fig. 2(a)). Then, the
wafer is exposed to the UV light through a transparency mask
(Fig. 2(b)). The exposed part of the photo-resist to the UV
become cross-linked. The unexposed photo-resist film remains
soluble and is washed to transfer the desired pattern on the
silicon wafer (Fig. 2(c)).

Soft lithography is used to transfer flow and control channel
patterns from the silicon wafers to the PDMS. After the two
PDMS layers are cast separately, they are aligned and bonded
irreversibly. At the intersection of the two layers, a ‘valve’ is
formed (see Fig. 1(a)). A pressurized valve closes the flow
layer by deflecting the flexible membrane of the control layer
deep into the flow layer (see Fig. 1(b)). The amount of pressure
needed to open or close a valve is determined by the membrane
thickness in the valve region [14].

B. Pneumatic Interface

The CFMB valves are controlled using a pneumatic pressure
source connected through solenoid valves. The solenoid valves
are electrically actuated to toggle between high pressure and
low pressure. The implementation of a bioassay on a CFMB
requires transforming each assay into a sequence of fluidic
operations. These operations are then mapped to a sequence
of electrical actuations. These actuations open (close) the
solenoid valves, which in turn close (open) the microfluidic
valves on the CFMB. This regulates the flow of fluid as
required to realize fluidic operations. The pneumatic interface
connects the CFMB valves to the external solenoid valves.
The interface connection can be a direct one-to-one map or a
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Fig. 3. A schematic of the one-to-one mapping between CFMB valves and
external solenoid valves.

control-logic-based-based mapping. In a one-to-one map, each
CFMB valve is connected to an external solenoid valve. We
explain this more in Example 1.

Example 1: Consider a sample preparation biochip shown
in Fig. 3. The CFMB has a mixer and multiplexer that selects
from two fluid inlets. It consists of eleven valves. Each valve
is connected to a solenoid valve array, i.e., eleven solenoid
valves. These solenoid valves are part of a manifold(s) and
can be individually actuated through a microcontroller to
pressurize or depressurize the CFMB valves.

To reduce the number of external pressure source controlled
by solenoid valves, the control-logic-based interface is used.
Such an interface has a core input pressure which is connected
to a CFMB valve selected through an on-chip control logic,
as shown in Fig. 4. The control logic creates control patterns
that specify which CFMB valve gets connected to core input to
update its pressure state. When a given valve is not selected, it
latches (remembers) its state, which then needs to be refreshed
periodically. The core input and control logic select lines are
driven by individual solenoid valves.

Example 2: Consider the sample preparation biochip de-
scribed in Example 1. The eleven CFMB valves can be
controlled by on-chip control logic, as shown in Fig. 4. The
pressure state of a valve is changed by applying appropriate
control patterns to the solenoid valves at the control ports. To
close the valve 10 in Fig. 4, the control pattern needs to be
abcd = “1111” and core input needs to be ‘1’, where ‘1’
denotes high pressure and ‘0’ denotes low pressure. Similarly,
the control pattern needs to be abcd = “1001” and core input
state be ‘0’ to open the valve 1 in Fig. 4. The interface requires
2 × �log2 11� = 8 control ports and one core input port, i.e.,
total nine solenoid valves as compared to eleven in Example 1.

C. Related Prior Work

Previous work has shown that biochips are susceptible
to operational attacks such as denial-of-service and result
manipulation [15]. IP security threats in the supply chain
due to the distributed design flow include overbuilding, re-
verse engineering, and counterfeiting [10], [15]. One of the
early countermeasures for tamper detection used randomized
checkpoints [13]. Even with these measures, an attacker can
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Fig. 4. A schematic of the control-logic-based interface.

escape detection with some probability. A micro-electrode-dot-
array (MEDA) platform with fine-grained integrated sensor
modules offers strong proof of security [16]. The security
solutions for digital microfluidics cannot be readily applied
to CFMBs due to the inherent differences in the technologies.
A threat model for CFMBs is discussed in [11]. Hardware-
tampering attacks that target microfluidic routing fabrics were
presented in [17]. Software-programmable flow-based biochips
have been shown to be susceptible to attacks such as fluid
swapping, contaminating, and aging [12]. The defense against
such attacks is limited by sensor coverage [12]. Machine-
learning techniques can be used to maximize the accuracy
of attack detection from incomplete sensor coverage [12].
However, all previous work considers tampering of hardware
and/or software, which is similar in most computing systems.
Hence, these methods have a key shortcoming in that they do
not consider the specifics related to the microfluidic platforms.
In previous work, we used dummy valves to obfuscate the
bioassay implementation [18]. In this work, we use multi-
height valve to deploy trojans in the flow-based biochips.

III. MICROFLUIDIC TROJAN DESIGN

In this section, we outline the threat model and describe the
microfluidic trojan design.

A. Threat Model

Consider a biochip developer who outsources the fabrication
of the biochip to an untrusted foundry. A rogue element

in the foundry tampers with the biochip design to insert
a trojan. The objective of the attacker could be to bring
disrepute to the biochip developer [19]. The attacker has access
to the design files through which he/she could identify the
biochip components. However, the attacker has a constraint
that the biochip needs to pass the post-manufacturing fault
testing. We assume that the test of the biochip is performed
by a trusted actor. The trojan trigger can occur naturally in
a bioassay implementation or the control software can be
modified remotely to trigger the trojan, as shown in Fig. 5.

B. Microfluidic Trojan

A trojan is defined as a malicious modification of the design.
It can be divided into two components - trigger and payload.
The basic idea of a microfluidic trojan is to use a multi-height
(thinner) valve as a trojan payload, which begins to leak when
the valve pressure drops due to activity on the other valves.
We explain the design through the following two concepts:

1) Design of a multi-height valve: An attacker can mali-
ciously lower the height of the control channel, as shown in
Fig. 6. This results in a thicker membrane which requires a
higher pressure to operate (close/open) compared to the normal
membrane. When it is operated at a lower pressure, the valve
does not close/open completely [2], [20]. For example, the
work in [20] shows that a 34 µm membrane valve requires
a minimum pressure of 12 psi to operate, whereas a 28 µm
membrane requires a minimum pressure of 8 psi to operate.
Such valve misbehavior can hamper biochip functioning. The
proposed microfluidic trojan payload is designed based on this
phenomenon.

2) Draining of valve pressure: The proposed microfluidic
trojan is triggered in two ways - operation-based or time-based.
The valve state can be closed (opened) when the pressure at the
valve is high (low). The valve pressure is controlled through
the pneumatic interface. The pressure source is connected
to multiple valves through a solenoid valve manifold. If
the valves associated with a manifold close/open at a high
frequency, the pressure at the source drops. This is analogous
to draining of voltage at a battery when a large current is drawn
from it. This is referred to as an operation-based trigger.

In the case of the control logic interface, the pressure source
is connected to the valve selected through the control logic.
Recall that such valves latch their states and need a periodic
refresh. However, as the membrane height increases, it requires
more frequent refresh, else the valve pressure drops [21].
Suppose the normal valves need to be refreshed at rate T
to retain their valve state. Due to its thicker membrane, the
payload valve will need a frequent refresh rate τ (τ < T ). If
the refresh rate (t) is in the range T > t > τ , the payload
valve can be triggered after τ time. This is referred to as a
time-based trigger.

C. Attack Model

Payload — A rogue element in the foundry inserts the
trojan by identifying one or more valves suitable for the attack
objectives. The attacker increases the valve (trojan-payload)
membrane height to the maximum extent that allows the
device to pass the post-manufacturing test. When the biochip
is deployed in operation, the trojan can be triggered by either
time-based or operation-based draining of the pressure source.

Trigger — The trigger conditions can occur naturally in
a bioassay that has been synthesized for high throughput
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Fig. 5. Biochip design supply chain and threat model for the microfluidic-trojan-based attack.
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Fig. 6. Fabrication of multi-height structure: a cross-sectional view of (a) spin
coating with photoresist (b) UV exposure (c) washing of uncured photoresist
(d) spin coating with photoresist (e) UV exposure (f) washing.

(tighter refresh cycles) and lower overhead (multiple valves
share a pressure source). The trojan gets activated for a very
short time, causing an intermittent fault. Current testing and
functional methods are not designed for detecting intermittent
faults [2], [22]. Therefore, it is unlikely that the designer
considers the change in timing and pressure behavior of
the valve. Alternatively, the attacker can gain access to the
controller through network access and induce one of the two
trigger conditions. The attacker can insert time-based trigger
by elongating/skipping the refresh steps of the payload valves.
Further, the attacker can insert extra actuations to toggle
dormant valves and drain the pressure source. This leads to
an operation-based trigger.

Novelty — The microfluidic trojan attack is stealthy be-
cause: 1) There is no visible change in the payload valve,
so the online sensor-based monitoring cannot detect it [12].
2) If the trigger occurs naturally, then the attacker need not
gain network access. This makes it easier for the attacker.
3) In the case of network-based software modification, the
dormant valves are unlikely to be monitored as their state
does not change the bioassay. In fact, previous work has
shown that the monitoring of non-dormant valves increases the
probability of detection of any assay tampering [12]. This way
the attacker can escape detection by both post-manufacturing
test and online-monitoring.

IV. MICROFLUIDIC TROJAN-BASED ATTACKS

Using the steps described in the previous section, we
fabricated a multi-height valve as trojan payload, as shown
in Fig. 7. We maintained the pressure that allowed normal
valves to work correctly. However, for the same pressure, the
payload did not close, which lead to contamination of fluids,
as shown in Fig. 7. Using such trojan various attacks can
be realized such as contamination, parametric, and denial-of-
service attacks.

1) Contamination attack: The fluid can be contaminated
by unspecified mixing. Here, the valve that isolates two fluids
is the trojan payload, which leaks when it is triggered. This
leads to contamination of fluids that the valve (payload) was
meant to isolate (Fig. 7).

Normal valve

Fluid#1

Fluid#2

Trojan payload

Contamination

Fig. 7. Snapshot of the microfluidic chip fabricated at our lab with a multi-
height valve as trojan payload. The payload leaks fluid#2 and contaminate
fluid#1, when triggered.

2) Parametric attack: An assay implementation requires
fine-tuning of various parameters such as mixing time, incu-
bation time, and concentration ratio. Any deviation from these
parameters results in variations in the assay results [10]. Using
the microfluidic trojan, malicious alteration of mixing accuracy
can be achieved. Here, the peristaltic valves are the trojan
payload. When these are triggered, the peristaltic pumping
pressure drops, leading to insufficient mixing.

3) Denial-of-service: The above two attacks lead to subtle
variations in the end results. This may not raise an alarm and
the user will trust the result. However, tampering with the
implementation can also lead to no result or an untrustworthy
result. This would lead to a denial-of-service attack [13].
For example, if an expected reagent is not dispensed in a
chemiluminescence reaction, then the final color will not be
as expected and the results will be discarded.

A. Case Study: Chromatin Immunoprecipitation (ChIP)

Chromatin immunoprecipitation (ChIP) is used for inter-
rogating proteinDNA interactions in the cell [23]. By using
this technique, specific proteins are purified along with the
DNA they bind to. After that, the DNA is isolated, identified,
and quantified to determine the binding site of the protein
on the genome. AutoChIP is a microfluidic implementation
of the ChIP that performs the following two-step: 1) Cell
lysis and DNA fragmentation are performed on the sample
cells through a series of mixing operations. 2) The resulting
fluid is divided equally into four rings (Ring-A - Ring-D) to
perform Immunoprecipitation. These rings are preloaded with
anti-body functionalized beads, as shown in Fig. 8(a). We
describe the microfluidic implementation of the ChIP [23]:

1) Preprocessed sample cells are loaded into the mixer
Ring-1 through the inlet 1 of the multiplexer (Fig. 8(b)).

2) NP40 buffer is pushed from the inlet 2 into Ring-1
between valves P2 and P3 by keeping them closed. Next,
cells are mixed with the NP40 buffer for 10min.
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Fig. 8. (a) ChIP bioassay description. (b) AutoChIP implementation platform.

3) Next, similarly, micrococcal nuclease enzyme (MNase)
is loaded into Ring 1 from inlet 3 and mixed for 10min.

4) The process for loading is repeated for SDS/EDTA lysis
buffer from the inlet 4 and mixed for 5min.

5) The resultant cellular material is equally divided among
Rings A-D by flowing protease inhibitor cocktail (PIC)
from the inlet 5 by dead-end priming.

6) After that the contents of each of the four rings (A-D)
is washed with four different buffers for 90 s (Fig. 8(a)).

7) The washed beads are then moved to micro-centrifuge
tubes for qPCR analysis.

Interface AutoChIP has in total 54 valves; these can be con-
trolled by 44 solenoid valves (one-to-one mapping scheme),
because five valves of Ring A (C) and B (D) share the same
input control, as shown in Fig. 8(b). The same can also be
controlled using control logic-based mapping, which requires
2×�log2 44� = 12 control ports and one core-input port, i.e.,
total 13 ports instead of 44. We demonstrate the practicality
of launching contamination, parametric, and DoS attacks on
the AutoChIP by considering both one-to-one or control-logic-
based pneumatic interface.

1) Contamination attack: During cell lysis, the mixing op-
erations require the loading of measured quantities of reagents.
MNase reagent that performs DNA digestion into fragments
is loaded from inlet 3. SDS/EDTA lysis that is loaded in the
next step stops the DNA digestion by inhibiting MNase. An
attacker can insert a trojan payload at the multiplexer inlet
4. The payload when triggered leaks to contaminate MNase
reagent, as shown in Fig. 9(a). During loading, the peristaltic
valves corresponding to the Ring A-D are dormant (Fig. 9(a)).
The attacker can insert extra actuations to toggle these dormant
valves. This drains the source and momentary triggers the
payload at inlet 4 of the multiplexer.

In control logic-based interface, the attacker has more
opportunities to trigger a trojan. The multiplexer valves are
opened only during the load operation. The multiplexer valve
payload can be triggered (time-based) if the refresh cycle
is not frequent enough. Additionally, if the control logic
valves and multiplexer valves correspond to the same manifold

and pressure source, then the attacker can insert malicious
(dummy) actuations on the control ports that either select an
invalid pattern or a dormant valve. This drains the source and
momentary triggers the multiplexer valve payload.

2) Parametric attack: Active mixing is achieved by actuat-
ing three valves in a sequence for peristaltic pumping. The
attacker can insert the microfluidic trojan payload at these
peristaltic valves to tamper with the efficiency of mix operation
— a parametric attack. The triggering of the trojan reduces the
pressure on the mixing fluid, thereby reducing the rotation
speed of the fluid in the rotary mixer. Insufficient mixing
prevents washing of the unbounded proteins in Ring A-D,
which leads to wrong results, as shown in Fig. 9(b). Mix
operations in Ring A-D are executed in parallel. The increased
activity on the shared manifold drains the pressure source. This
leads to the operation-based triggering of the peristaltic valves
in Ring A (Fig. 9(b)).

During the mix operation in ring A-D, the valves at the
Ring 1 are dormant. Their state (close/open) does not influ-
ence the bioassay as the path through these valves is closed
downstream, as shown in Fig. 9(b). An attacker could insert
extra actuations to toggle these dormant valves. This drains the
source and consequently trigger the peristaltic valve payload
in Ring A. In the case of control logic-based interface, apart
from these possibilities, malicious actuations on the control
logic can trigger the peristaltic valve payload.

3) Denial-of-service attack: The cellular material from
Ring 1 is flushed into Ring A - D by flowing PIC from the
inlet 5 of the multiplexer. This divides the number of cells
equally to Ring A-D. These rings are dead-end-filled, i.e., no
outlet is opened. An attacker can insert a payload at the outlet
to eject the cellular material during the flushing, as shown in
Fig. 9(c). This leads to loss of soluble DNA and failure of
subsequent analysis — a denial-of-service. The trigger can be
time-based or spurious actuations on control ports, in the case
of the control-logic-based interface. Similarly, DoS attack is
also possible through a trojan payload in the control logic. A
leaky control valve leads to undesirable patterns at the control
logic. This leads to wrong valves being controlled, which in
turn can hinder the microfluidic operation such as dispensing,
mixing, and transporting.

V. GUIDELINES

In this section, we describe guidelines that the attacker and
defender can use to sharpen attacks and strengthen defenses.

A. Attack Guidelines

The objective of the attacker is to maximize damage while
minimizing the probability of detection. This is best achieved
by subtly tampering with the valve height such that it passes
the post-fabrication test [2]. A larger variation increases the
chance of detection if, during the test phase, the pressure
source is drained. For the time-based trigger, the attacker
can choose the valves that are part of multiplexer, waste
outlet or metering circuit [24]. These valves do not change
their state for a longer duration, hence are less likely to
be frequently refreshed. The control-logic-based pneumatic
interface provides a choice of multiple control patterns to
control a given valve [25]. The attacker can select a control
pattern that maximizes the activity at the pressure source.
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Denial-of-service attack during flushing of cellular material from Ring 1 to Ring A-D: the output valves are payload time-triggered due to lack of refresh.

B. Defense Guidelines & Future Work

So far we have described the threat to biochip integrity
from bad actors in the supply chain. We hope our work will
motivate the exploration of secure practices in the microfluidic
industry. Towards this end, we suggest that the first line of
defense against microfluidic trojan be a trojan-aware test plan.
The current state-of-the-art testing of CFMBs does not include
testing of the pressure profile of the valve [2]. The test can
include testing of valves for minimum and maximum pressure
analogous to the analog IC testing. For the control-logic-based
pneumatic interface, the valve states are latched for a certain
duration [21]. This latch timing behavior needs to be verified
in the test plan similar to an IC delay test.

Recall that the draining of the pressure source is used as a
trigger. The trigger is feasible when the payload valve shares
the solenoid manifold with either high activity operation valves
or dormant valves, as shown in the case study (Section IV).
On the one hand, the payload in Ring A is triggered in
Fig. 9(b) because the peristaltic valves that are active at the
same time shared a manifold. On the other hand, the payload in
multiplexer inlet 4 is triggered in Fig. 9(a) because it shared the
manifold with inactive or dormant valves of Ring A-D. This
allowed the attacker to insert malicious (dummy) actuations
on these valves. The biochip defender can avoid such trigger
by careful clubbing valves with different manifolds based on
their activity. We plan to develop this strategy as future work.

VI. CONCLUSION

We have proposed a design of microfluidic trojan that
uses valve pressure behavior to launch a stealthy attack. We
showcase how subtle changes in the membrane thickness can
be exploited to insert a trojan in the CFMBs. The trojan can be
triggered in various conditions based on time or high activity
operations, which can occur naturally or could be inserted by
control software modification. We showcase that the trojan can
be used to carry out attacks such as contamination, parameter-
tampering, and denial-of-service attacks. We also lay down
guidelines for the future work towards secure biochips.
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