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Abstract— Recent works in the field of cryptography focus on 
Deep Learning based Side Channel Analysis (DLSCA) as one of 
the most powerful attacks against common encryption algo-
rithms such as AES. As a common case, profiling DLSCA have 
shown great capabilities in revealing secret cryptographic keys 
against the majority of AES implementations. In a very recent 
study, it has been shown that Deep Learning can be applied in a 
non-profiling way (non-profiling DLSCA), making this method 
considerably more practical, and able to break powerful coun-
termeasures for encryption algorithms such as AES including 
masking countermeasures, requiring considerably less power 
traces than a first order CPA attack. In this work, our main goal 
is to apply the non-profiling DLSCA against a hiding-based AES 
countermeasure which utilizes correlated noise generation so as 
to hide the secret encryption key. We show that this AES, with 
correlated noise generation as a lightweight countermeasure, can 
provide equivalent protection under CPA and under non-
profiling DLSCA attacks, in terms of the required power traces 
to obtain the secret key. 

Keywords—Deep Learning, Side Channel Analysis, Profiling 
SCA, non-Profiling SCA, AES encryption algorithm, Hiding-based 
AES countermeasure 

I. INTRODUCTION  
Every year there is a greater demand for devices which 

process data which need to be secure. Side Channel Attacks 
(SCA) are a serious threat against these devices, as they can 
expose the secret encryption keys [1]. Deep learning methods 
have been proven potentially powerful for many different data 
analysis applications in which the analyzed data are chunks of 
data that are accompanied with distortions and noise [2]. Even 
though Deep Learning based Side Channel Analysis (DLSCA) 
is a fairly new field, it is very promising for performing power-
ful attacks against cryptographic implementations. DLSCA 
have been applied in two ways, profiling and non-profiling [3]. 

In profiling DLSCA the attacker uses a copy of the target 
device to record its power consumption during the execution of 
the target encryption algorithm (e.g. AES) [4]. In this case, the 
attacker has a full control over the copy of the device. The 
attacker therefore uses the experimentally obtained power 
traces of the copy of the device to train a neural network, and 
proceeds into constructing a template model which is able to 
identify the correlations between the intermediate values of the 

encryption algorithm and the power traces of the target device. 
Then, the trained model is used to analyze the power traces 
obtained from the actual target device, and to reveal its secret 
key. Profiled DLSCA has been proven capable to reveal secret 
encryption keys besides the presence of strong countermeas-
ures, such as masking [5] and jitter-based countermeasures 
[11]. However, since this method assumes having access to a 
copy of the target device with full control over the implementa-
tion of the encryption algorithm as well as knowledge of the 
secret key, it is oriented towards evaluations. Such strong as-
sumptions may lead to evaluations which are a lot stronger 
than possible attacks, which in turn may lead to over-
constrained countermeasures and thus increased costs.   

On the other hand, non-profiling DLSCA, can be used to 
evaluate secure devices in a more realistic way, due to less 
constraining assumptions. Other non-profiling SCA attacks 
include Correlation Power Analysis (CPA) and Differential 
Power Analysis (DPA) attacks. To apply these attacks, the 
attacker only uses the power traces captured from the actual 
target device using only one secret key. However, since the 
attacker has no knowledge of this secret key, he makes hypoth-
eses for all the possible values of the part of the secret key 
under attack (e.g. one key byte). Using non-profiling SCA 
attacks, including non-profiling DLSCA, the attacker is able to 
use the power traces to reveal which key hypothesis is correct. 
For DLSCA, this analysis happens during the optimization 
(also known as training) of an Artificial Neural Network 
(ANN) model. Later in the coming sections we will explain 
how this analysis can lead to compromising the encryption 
algorithm and reveal the secret key using non-profiling 
DLSCA.   

While proven as a successful attack, non-profiling DLSCA 
has been applied on only few designs and types of counter-
measures. The attack has been applied so far on simulated 
datasets, on unprotected hardware-based AES and on software-
based AES protected by masking [6][7]. In this study, we pre-
sent the results of attacking a software-based AES, running on 
a 32-bit ARM-based Micro-Controler Unit (MCU), by means 
of a non-profiling DLSCA attack, which is also called Differ-
ential Deep Learning Analysis (DDLA) attack. The AES algo-
rithm is protected by a hiding countermeasure based on com-
plementary memory reads and writes and a protection based on 
an additional correlated noise generation. This countermeasure 
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was initially described in [8] for AES hardware implementa-
tions and then applied to AES software implementations [9]. 
This countermeasure is a low overhead solution, so as to pro-
tect modern MCU applications concurrently against SCA and 
Fault attacks. In this work, by attacking this AES countermeas-
ure, we show that non-profiling DLSCA attack, described so 
far in the literature, can be approximately equally strong as a 
CPA attack. While on the contrary, according to [6], when a 
non-profiling DLSCA attack is performed against a masked 
countermeasure, the attack is very strong and reveals the secret 
key with only a few thousand power traces. 

The rest of the paper will be as follows: In section II, we 
will explain the Differential Deep Learning Attack (DDLA) as 
the core method of non-profiling DLSCA attack. In section III, 
we show our experimental results with DDLA against different 
implementations of AES. Finally, in section IV we conclude 
the work. 

II. METHODOLOGY OF DIFFERENTIAL DEEP 
LEARNING ATTACKS 

First, the main goal of non-profiling DDLA, as mentioned 
in the introduction, is to compute the training accuracy for each 
key hypothesis and identify the secret encryption key as the 
key guess having the maximum accuracy. Take note that accu-
racy refers to the correctness of classification of a reduced 
characterization, such as the Most Significant Bit (MSB), of an 
intermediate value in AES [7].  In more details, to perform a 
DDLA attack, the attacker must initially provide a list of key-
byte hypotheses KH. For a byte oriented cipher, we have: 

 

In the next step, the attacker moves forward to the labeling 
process. Labels, in DDLA, are values assigned to each power 
trace and characterize it according to one of its properties. In 
our case, potential candidates for these labels are the values 
obtained by applying a power model to the cipher’s hypothet-
ical intermediate values. Possible power models include, the 
Hamming Weight (HW), the Most Significant Bit (MSB) and 
the Least Significant Bit (LSB) [6]. Therefore, by taking MSB 
as our power model, we can label each power trace according 
to the following formula: 

 

Where Pi is the plaintext for the byte under attack and KHj 
is the key hypothesis for the same byte. This way the attacker 
can compute one label for each power trace (0 to N) and each 
key hypothesis (0 to 255) and use it for training his ANNs, as 
shown in (3): 

 

 

… 

 

Wherein N is the total number of power traces in the da-
taset. The next step for the attacker is to design a model of each 
ANN he will train in order to perform the attack with each KHi 

Label List (3). For this purpose, several options exist, such as 
modeling a Multi-Layer Perceptron (MLP), or Convolutional 
Neural Network (CNN) [10]. In common cases, MLPs are 
types of ANN which are relatively faster to train compared to 
CNNs. 

 
Figure 1. Diagram of a binary classifier MLP.. Mentioned ReLu and 
Sigmoid on the diagram are activation functions defined for each 
layer. 

 In addition, , CNNs are suitable models for detailed feature 
extraction and handling complicated data classification models, 
MLPs on the other hand are for simpler classification applica-
tions. Also relative to our context, on one hand, CNN have the 
advantage of being resilient to temporal distortion, on the other 
hand MLPs are susceptible to it [11]. In this work, we assume 
that our traces are free from temporal distortion, and therefore 
MLP networks are a suitable and efficient choice. Fig. 1 shows 
a binary classifier MLP which is modelled for DDLA and 
Table 1 shows the optimization parameters of the model. This 
specific model can be trained to predict given a specific power 
trace of an encryption, whether its Sbox output has an MSB 
equal to one or zero. This type of classification is referred to as 
binary classification [12]. During constructing our MLP, our 
aim was to reconstruct the same model used in [7]. Since each 
of the power traces has 5000 sampling points, in order to re-
duce the size of our DDLA model and thus reduce its training 
duration we reduced by 50% the sampling points of each pow-
er trace. In detail, from each two neighboring sample points, 
the first one is kept, while the second is omitted (Fig. 1).  

Table 1. Table showing the optimizer parameters for the given MLP 

Optimizer Learning Rate Loss Function Metric 

Adam 0.001 Binary Crossentropy accuracy 

 

During the training phase, the attacker trains a new model 
for each of the KHi Label Lists and the corresponding power 
traces. Noting that for each model the attacker starts each train-
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ing with an un-trained model. In the end the attacker uses the 
classification accuracies so as to determine the secret encryp-
tion key. In DDLA, the trained network with the highest accu-
racy (between all the 256 networks) will correspond to the 
secret encryption key [6]. Since the assigned labels for this 
trained network are the ones which have been calculated using 
the correct secret key, the key hypothesis used to build these 
labels will be the most correlating with the power traces. In the 
coming section, we will show our experimental results by 
performing DDLA attacks. 

III. EXPERIMENTAL RESULTS AND DISCUSSION 
Our experimental results include performing DDLA against 

an unprotected AES, an AES protected with masking, and one 
AES protected by a hiding countermeasure utilizing comple-
mentary memory writes and correlated noise generation.  

Table 2. Table of Training Dataset specifications 

Dataset name Encryption 
Algorithm 

Number Of 
traces 

Size of One 
trace 

AES unprotect-
ed AES-128bit 10,000 5,000 sample 

points 

AES with 
hiding coun-
termeasure 

AES-128bit 
with hiding 

countermeasure 
10,000 5,000 sample 

points 

ASCAD AES-128bit 
with masking 20,000 700 sample 

points 

 

The masked AES set of power traces we used is part of the 
publically available ASCAD database [4]. We have performed 
the power trace acquisition for the other two power trace sets 
of the unprotected and hiding based countermeasures. To ob-
tain the power traces we have used a Teledyne-LeCroy Wa-
veRunner 640Zi oscilloscope, set at a sampling rate of 
2.5GSPS. The target contained an MCU of the 32-bit ARM 
Cortex M3 family, operating at a clock frequency of 72 MHz. 
To capture the power traces we have connected a resistor of 1 
Ohm in series between a GND pin of the MCU and the PCB 
ground and cut all other pins connected to the ground. 

The specifications of each set of power traces are presented 
in Table 2. For both the unprotected and the hidden AES, we 

collected 10,000 traces. For the masked AES, we used the 
20,000 traces available in the ASCAD database. For our MLP 
model, we implemented the model we discussed in section II. 
Noting again that our goal was to reconstruct the same model 
discussed in [7]. The only difference is we used the Keras 
library instead of Pytorch. In Fig. 2, we present the results of 
our DDLA. In each graph the horizontal axis contains the train-
ing number of epochs, while the vertical axis represents the 
accuracy of each trained network. Noting in deep learning 
terms, one epoch is when an entire training dataset is passed, 
only once, through the neural network during the training 
phase [2]. In DDLA, for each epoch, all the available traces 
(10k or 20k) are used to train the networks, resulting to the 
depicted accuracies. In Fig. 2a, we can see that the attack is 
capable to find the secret key after the first epoch, using the 
10k traces. Fig. 2b shows that the masked AES is also leaking 
the key after the first epoch using the 20k traces. On the other 
hand, in Fig. 2c we see the results for the hiding countermeas-
ure which computes each intermediate value using a fake key 
(the AES operation of which is on purpose leaking more than 
the one with secret key), in parallel with the computation based 
on the correct secret key. This countermeasure exposes after all 
the epochs using the 10k traces the fake key only and hides the 
secret key byte inside the remaining key byte hypotheses. 
While first order CPA attack works against the hiding coun-
termeasure, the DDLA is not efficient against this counter-
measure.  

After obtaining these results, we decided to further investi-
gate the hiding countermeasure since it was the only one which 
was still resilient using 10k traces. The goal of our second 
experiment was to obtain as many traces as necessary, so as to 
break the hiding countermeasure by performing a DDLA at-
tack. Furthermore, for this set of power traces we will also 
present a first order CPA attack and its computed correlation 
coefficients for each sampling point of the oscilloscope. Noting 
for CPA we considered 5000 sample points. In Fig. 3, we see 
the results of the DDLA attack using 100k power traces which 
were needed for the attack to clearly distinguish the correct 
secret key from the remaining keys which were considered as 
noise. We can consider that the countermeasure is no longer 
secure when this happens, even though the highest accuracy is 
the one of the fake key, since eventually the attacker may un-
derstand the use of a fake/correct key scheme. Therefore, this 

Figure 2. Accuracy graphs of DDLA attack, (a) belonging to DDLA against AES unprotected, (b) belonging to DDLA against AES with mask-
ing and (c) to DDLA against AES with fake-key 
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countermeasure is compromised after training the network for 
50 epochs using 100k traces. A CPA attack which is shown in 
Fig. 4 on the other hand needs at least 65k traces to compro-
mise the countermeasure. Furthermore, we can also see that the 
CPA attack is capable just after 10k traces to include the cor-
rect secret key byte among the most likely choices of an at-
tacker (who has understood the way the countermeasure oper-
ates). 

 
Figure 3. Accuracy graph of DDLA attack against fake key with 
100,000 traces 

 
Figure 4. Correlation diagram of CPA attack against fake key with 
100,000 traces 

Comparing the time necessary for each attack, we needed 
approximately 14 hours in order to perform the DDLA attack 
and 12 hours to perform the first order CPA attack for 100k 
traces. Even though these durations seem to show that the two 
attacks take approximately the same amount of time to com-
promise the hiding countermeasure, we also need to take into 
account the different computational platforms used for each 
attack. In the case of DDLA we have used a computer 
equipped with a GeForce GTX 1080Ti Graphics card which is 
very efficient for Deep Learning applications. On the other 
hand, for performing the CPA attack we have used a computer 
with an Intel i7 processor without any graphics accelerator. 
Therefore, in order to fairly compare the durations of the at-
tacks we would have to implement the CPA attack by taking 
advantage of the same graphics card accelerator, as for the 
DDLA attack. 

IV. CONCLUSION 
Our results add to the state of the art an evaluation of a hid-

ing-based SCA countermeasure by means of DDLA and com-

pare it with a classic CPA attack. In [6] the authors point out 
that a countermeasure which may offer high protection against 
first order CPA attacks, such as masking, may not be powerful 
against DDLA attacks. Our experiments show that a hiding 
countermeasure may provide higher protection against non-
profiled deep learning side channel attacks. Therefore, in order 
to implement countermeasures which are resilient against mod-
ern non-profiling DDLA attacks we may need to use method-
ologies which can disturb their training procedure. One per-
spective is to further investigate if there exist disturbances we 
can induce into the power traces of an encryption algorithm 
which can disturb even more the training procedure of DDLA 
attacks. Furthermore, we plan to investigate countermeasures 
which can protect equally against DDLA and CPA attacks. 

V. ACKNOWLEDGEMENT 
This work is supported by the French National Research 
Agency in the framework of the “Investissements d’avenir” 
program (ANR-15-IDEX-02). 

VI. REFERENCES 
[1] Standaert, François-Xavier. "Introduction to side-channel at-
tacks." Secure Integrated Circuits and Systems. Springer, Boston, 
MA, 2010. 27-42. 
[2] L.Deng, “A tutorial survey of architectures, algorithms, and ap-
plications for deep learning,” APSIPA Transactions on Signal and 
Information Processing, vol. 3, 2014. 
[3] H. Maghrebi, “Deep Learning based Side Channel Attacks in 
Practice,” Tech. Rep. 578, 2019. 
[4] J. Daemen and V. Rijmen, The Design of Rijndael: AES - The 
Advanced Encryption Standard. Springer Science & Business Media, 
Mar. 2013. Google-Books-ID: fNaoCAAAQBAJ. 
[5] R. Benadjila, E. Prouff, R. Strullu, E. Cagli, and C. Dumas, 
“Study of Deep Learning Techniques for Side-Channel Analysis and 
Introduction to ASCAD Database,” IACR Cryptography ePrint Ar-
chives, p. 45, 2018. 
[6] B. Timon, “Non-Profiled Deep Learning-Based Side-Channel 
Attacks,” Tech. Rep. 196, 2018. 
[7] B. Timon, “Non-Profiled Deep Learning-based Side-Channel 
attacks with Sensitivity Analysis,” IACR Transactions on Crypto-
graphic Hardware and Embedded Systems, pp. 107–131, Feb. 2019. 
[8]Kamoun, Najeh, Lilian Bossuet, and Adel Ghazel. "Correlated 
power noise generator as a low cost DPA countermeasures to secure 
hardware AES cipher." 2009 3rd International Conference on Sig-
nals, Circuits and Systems (SCS). IEEE, 2009. 
[9] E. Aerabi, A. Papadimitriou, and D. Hély, “On a side channel and 
fault attack concurrent countermeasure methodology for MCU-based 
byte- sliced cipher implementations,” 2019. 
[10] A. Kamilaris and F. X. Prenafeta-Bold, “Deep learning in agri-
culture: A survey,” Computers and Electronics in Agriculture, vol. 
147, pp. 70–90, Apr. 2018. 
[11] E.Cagli, C.Dumas, and E.Prouff, “Convolutional Neural Net-
works with Data Augmentation Against Jitter-Based Countermeas-
ures,” in cryptographic Hardware and Embedded Systems CHES 
2017 (W. Fischer and N. Homma, eds.), Lecture Notes in Computer 
Science, pp. 45–68, Springer International Publishing, 2017. 
[12] S. Fanelli, M. D. Martino, and M. Protasi, “An efficient algo-
rithm for the binary classification of patterns using MLP-networks,” 
in IEEE International Conference on Neural Networks, pp. 936–943 
vol.2, Mar. 1993. 

Correct Key Guess
Fake Key Guess

Random Key Guess

trace(x100)

C
or

re
la

tio
n

Correct Key Guess
Fake Key Guess

Random Key Guess

Design, Automation And Test in Europe (DATE 2020) 617



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


