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This paper presents a statistical method based on cumulative 
distribution functions (CDF) to analyze an embedded system’s 
behavior to detect anomalous and malicious executions behaviors.  
The proposed method analyzes the internal timing of the system 
by monitoring individual operations and sequences of operations, 
wherein the timing of operations is decomposed into multiple 
timing subcomponents. Creating the normal model of the system 
utilizing the internal timing adds resilience to zero-day attacks, 
and mimicry malware. The combination of CDF-based statistical 
analysis and timing subcomponents enable both higher detection 
rates and lower false positives rates. We demonstrate the 
effectiveness of the approach and compare to several state-of-the-
art malware detection methods using two embedded systems 
benchmarks, namely a network connected pacemaker and an 
unmanned aerial vehicle, utilizing seven different malware. 

Keywords—Embedded systems security, anomaly-based 
detection, runtime intrusion detection, timing-based detection 

I. INTRODUCTION 
Internet connected devices have grown explosively and are 

estimated to reach several billions by 2020 [1]. Simultaneously, 
more than 140 million new malware were created in 2018 [2], 
which is indicative of the scope of the potential threat to security 
and privacy. Connected embedded systems can no longer rely 
on physical isolation to ensure security. Many of these systems 
are used in healthcare, where internet connectivity enable users 
and physicians to remotely access devices. Malicious attacks can 
have significant impacts both to patients’ privacy and safety. 
Numerous vulnerabilities have been demonstrated in medical 
devices, and other life-critical systems. Li et al. [3] demonstrated 
that by using publicly available information, a malicious packet 
could be transmitted to an insulin pump that would deliver a fatal 
dose of insulin. McCarthy et al. [4] demonstrated that disabling 
an automobile’s brake system was possible.  

Broadly defined, there are two types of essential security 
measures for securing embedded systems. Proactive measures 
commonly include communication protocols and static 
application security testing, among others, but system designers 
must also consider scenarios in which attackers can circumvent 
a system’s defenses. Reactive security measures are also needed 
to analyze the system at runtime to determine if malware is 
affecting the system execution. Signature-based detection 
systems (e.g. an antivirus running in your computer) focus on 
matching known traces in its database, because of this it is not 
able to protect against newly found threats (i.e. zero-day attacks 
[5]). Anomaly-based detection systems create a model based on 
the normal behavior of the system and detect any deviation from 
the expected behavior. One of the most common approaches is 
monitoring the execution sequence of the system’s function calls 

[6][7][8]. Every time a function is executed out of the expected 
order, sequence-based anomaly detection flags it as malware. 
However, these type of anomaly detectors do not provide 
protection against mimicry malware [9][10]. Mimicry avoids 
detection by interleaving malicious functions within normal 
functions, avoiding executing functions out of order, but 
successfully carrying out the attack by eventually reaching the 
necessary functions following the normal execution sequence.  

Timing-based anomaly detection [18][19] exploits the fact 
that many embedded systems have tight timing constraints to 
additionally detect deviations in the execution times of a 
system’s operations. Although mimicry malware doesn’t 
execute any function out of the expected order, the malicious 
actions have a noticeable effect on the internal timing of the 
system. Thus, utilizing a system model that combine sequence 
and timing based execution enables more robust malware 
detection against mimicry malware.  

However, existing timing-based anomaly detection primarily 
relies on so called lumped timing measurements [19] that can 
have significant variations due to the timing overhead incurred 
by interrupts, cache misses, and the system architecture. 
Alternatively, the timing data can be broken down into 
subcomponents with tighter distributions that enable better 
detection. A timing model with three subcomponents splits the 
timing measurement into different measurable subcomponents, 
including the intrinsic software execution (i.e. ideal software 
execution time without the overhead due to the OS, interrupts, 
etc.), the time overhead due to the instruction cache (I$) misses, 
and the timing overhead due to data cache (D$) misses.   

This paper presents a statistical timing-based anomaly 
detection method that analyzes the cumulative distribution 
functions (CDF) [16] of timing subcomponents within sliding 
execution windows. As the approach detects deviations in 
execution timing, it can also indirectly detect other malware 
types (i.e. non-mimicry malware). We further present a path-
based method for estimating the probability of malware based 
on observed timing measurements at runtime, and we present a 
methodology for defining probabilities thresholds to minimize 
false positive rates, which is a critical concern for any anomaly-
based detection method. The novelty resides on analyzing the 
subcomponent timing using cumulative distribution functions 
along execution sequences, to create a model of the system.  

II. RELATED WORK 
Several efforts have been made to develop sequence-based 

anomaly detectors. Patel et al. [21][22] use a control flow map 
to monitor execution sequences of the target system. However, 
their detection methods require code instrumentation to transmit 
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measurements to a dedicated processor for analysis, which 
incurs up to a 44% performance overhead and 27% area 
overhead. Embedded systems usually have very tight 
constraints, especially medical systems. Thus, these overheads 
may be infeasible or cost prohibitive.   

Although sequence-based detectors can achieve good 
detection rates, they are unable to protect the system against 
mimicry attacks. Wagner et al. [9][10] demonstrated that 
sequence-based detectors are unable to detect mimicry malware. 
They did this by evaluating different sequence-based detectors 
against mimicry malware. However, although mimicry malware 
doesn’t alter the execution sequence, it still influences the 
internal timing. The mimicked normal operations commonly use 
dummy or null parameters, and the malicious operations change 
the internal functionality of said operations, which impacts the 
time the operation takes to execute. Even small changes in the 
timing of execution of a single function can have measurable 
impacts to the timing of other operations. 

Creating a model of the system by analyzing the timing 
behaviors provides additional resilience against mimicry 
malware, as has been demonstrated by several existing methods. 

Lu et al. [19][20] defined several methods to analyze the 
timing distribution and create anomaly detectors using non-
intrusive hardware. Their approaches include a distance-based 
approach and a support vector machine approach. The 
granularity of their approach is at a subcomponent-level, in 
which they separate the timing information into three different 
times, namely D$, I$, and intrinsic timing. However, their 
approach separately analyzes the timing behavior of each 
execution of each operation, meaning that it does not consider 
the statistical distribution of timing behaviors nor the timing of 
entire execution paths.  

Yoon et al. [18] presented SecureCore, which focuses on 
analyzing the timing distribution at the basic block level. At 
runtime, the timing of the basic block is measured, and the 
probability of that measurement being observed is estimated. If 
the probability is below a previously defined threshold, the 
execution is flagged as malicious. Since false positives may 
deteriorate the performance of the system, defining the correct 
thresholds is critical. However, it must be noted that false 
positives are inherent in this approach, and when applied to 
operations at a coarse granularity (e.g. system or function calls) 
the false positive rate can be as high as 10%. 

Other efforts include monitoring the control flow sequences 
within sliding windows [7], analyzing the data dependencies 
between internal operations by monitoring the dataflow of an 
application [23], creating stochastic models based on Markov 
chains [24] that describe any possible sequence of events along 
with their probabilities, and modelling the dataflow as the 
relationship between the arguments for different function calls 
or control flow operations [25][26]. However, these would be 
infeasible in our target systems due to performance or area 
overheads, data not being accessible at runtime, or their 
susceptibility to mimicry malware.   

III. ASSUMPTIONS AND THREAT MODEL 
To appropriately evaluate the proposed model, several 

assumptions about the target systems were made. We assume the 

considered malware has already been able to gain access to the 
system. How the malware was able to gain access to the system 
is out of the scope for this paper, and it doesn’t influence the 
evaluation of our proposed model. All malware were 
implemented as mimicry malware, done by interleaving 
malicious operations within normal operations. Since mimicry 
malware does not violate the execution sequence, therefore, a 
sequence-based anomaly detector would not be able to detect 
any of these malware.  

Seven mimicry malware [11][12][13][14][15] were 
implemented targeting prototypes of a network connected 
pacemaker and an unmanned aerial vehicle (UAV). These 
malware all represent real threats from different systems that 
have been modified to attack our systems. The Fuzz Malware 
interferes with the normal behavior by “fuzzing” (i.e. 
randomizing) the data within the pacemaker’s cardiac log. This 
malware is implemented at two different fuzzification levels, 
namely 20% and 100%. The Information Leakage malware 
breaks confidentiality by sending private patient's data from the 
pacemaker to an unauthorized party. A Data Manipulation 
malware modifies data stored inside both target systems. For the 
pacemaker, this malware modifies the cardiac log so as to 
mislead a physician. For the UAV, the malware  manipulates the 
encrypted files that causes a failure when decrypting them. The 
Gain Scheduling malware manipulates the gains or gain 
scheduling logic, which could cause decreased performance or 
dangerous instability in the control systems of the UAV. The 
Image Fuzz malware renders an image unusable by adding a 
Gaussian noise during the compression process onboard the 
UAV. The Camera Obfuscation malware interferes with the 
correct functionality of the UAV’s camera by altering the 
behavior of the camera’s flash (i.e. increasing or disabling the 
flash), rendering the image unusable. Finally, the Key Leakage 
malware breaks confidentiality by stealing and transmitting the 
encryption keys of the UAV to an unauthorized party.  

Fig. 1 shows an overview of the proposed system 
architecture and methodology for CDF-based anomaly detection 

 
Fig. 1. CDF-based anomaly detection using timing subcomponents.  
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using timing subcomponents. The system is first executed under 
normal circumstances to collect the required amount of timing 
samples to create a model of the expected system execution 
behavior. A CDF hardware component analyzes the system non-
intrusively by directly interfacing with the microprocessor’s 
trace port, measures the time each operation takes to execute, 
and extracts the timing data of the different subcomponents.  

Once the required amount of timing samples has been 
collected, the CDF-Analysis (highlighted in blue) creates the 
normal model of the system. The model is created by analyzing 
the timing distribution of the different subcomponents using 
Cumulative Distribution Functions (CDFs). This model is stored 
inside the CDF component to be used at runtime to determine if 
the runtime execution matches the expected CDF model or if 
timing deviation are due to malicious activities.  

At runtime (highlighted in red) the state of the system is 
analyzed by looking at the state of the microprocessor through 
the trace port. Once enough timing samples have been collected, 
the CDF-Analysis is executed and the timing distribution is 
compared against the stored model. If the state of the system 
deviates beyond a previously defined threshold, an alert is sent.  

IV. TIMING AND CLASSIFICATION MODELS 
The system is monitored by analyzing the state of the 

microprocessor by directly interfacing with it through its trace 
port. This approach is non-intrusive in the sense that the 
observation method does not affect the system behavior (i.e. no 
performance overhead is incurred). The CDF component detect 
the operation’s execution by observing the program counter 
(PC) and looking for matching addresses against previously 
known addresses. Whenever an address matches the start 
address of an operation a timer starts, and whenever an address 
matches an end address, said timer stops.  

Time measurements can be done at different granularities 
(e.g. operation-level, subcomponent-level). Building the model 
utilizing a finer granularity yield tighter bounds, which in turn 
improves accuracy. We generically define an operation as a 
function call of the system. We define the intrinsic timing as the 
ideal execution time of the software without any overhead 
produced by the environment (i.e. OS, cache misses). On the 
other hand, the incidental timing is the overhead produced by the 
environment in which the software executes. The incidental 
timing is further broken down into the timing overhead produced 
by the I$ and D$ misses. Our approach measures the time of 
three different subcomponents: intrinsic, D$, and I$ timing.  

Using these timing measurements, several classification 
models can be used to determine if the execution is malicious. 
We present on overview of two existing subcomponent timing 
classification from [20], including a Euclidean distance-based 
model and support vector machine (SVM) model, which we 
compared to in our experimental results. We then present our 
proposed new methods using CDF-based statistical analysis of 
execution windows, one which performs malware classification 
at the operation level and one at the execution path level.  

Distance based subcomponent (DBS) evaluates the data from 
each subcomponent together. The data points are arranged in a 
multi-dimensional feature space, with each dimension 
representing the timing data of one subcomponent (i.e. intrinsic, 

I$, D$). Clusters (i.e. spheres) are created from the data points 
utilizing the Euclidian distance, with the center of each one 
being their mean, and the farthest data point from the mean 
determining its radius. In this approach, every value that falls 
outside a sphere’s radius is flagged as malware. Hierarchical 
clustering is used to cluster the normal data into multiple 
spheres, where the number of spheres has a direct effect on the 
tradeoff between detection accuracy and false positives. For this 
analysis, the number of spheres was set to 8, which yields a false 
positive rate below 1% for both target systems. 

Support Vector Machines (SVM) use supervised learning 
theory for binary classification, which have been extensively 
used in the field of bioinformatics and image recognition. For 
anomaly detection, where only a model of normal system 
execution exists, the decision of whether the incoming data 
belongs to the one normal class can be solved using a one-class 
SVM [6], which are particularly useful when a higher number of 
features to train the system are available. In this case, the timing 
subcomponents are the features used by the SVM. The 
advantage of SVM against other existing machine learning 
techniques is its lower complexity [27] and requirement of only 
needing normal timing measurements to train the model. Using 
the Schölkopf’s model [28] all features of the training data (i.e. 
subcomponent timing data) are mapped into a hyperplane, 
maximizing the distance between the hyperplane and the 
original feature space. A binary function is then used to make 
the decision whether malware is executing inside the system. 

We present a new Operation-based Historical CDF 
(OHCDF) based malware classification model that makes 
malware classification at the operation level. The CDF-Analysis 
is based on the Kolmogorov-Smirnov test (K-S Test) [17], both 
of which focus on analyzing the data distribution.  However, a 
traditional K-S test requires collecting thousands of timing 
samples before testing distributions, which is infeasible due to 
the resources and time needed to collect and store the data. 
Instead, we use a modified K-S test to statistically analyze the 

Fig. 2. Conceptual overview of window-based CDF calculation, highlighting
the sliding windows of timing samples used to calculate the CDF of an
operation. The plot shows the CDFs for four different windows, from which 
the upper and lower CDF boundaries can be calculated. 
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CDFs of operation’s timing within a fixed size sliding execution 
window. Each window has two properties, the window size 
defines how many samples are stored inside the window at any 
given time, and the stride defines how many new samples needs 
to be recollected before executing the CDF analysis again.  

The CDF-Analysis consist of two parts, constructing the 
model of the system, and calculating the runtime threshold. The 
normal data collected to train the system is split into two sets, 
the first is used to create the model of the system, and the second 
to calculate the threshold of the subcomponents per operation.  

1) Boundary Construction 
The timing samples of the first data set are split into small 

segments (i.e. windows). Each window overlaps 75% with the 
previous one, and having 25% of new timing samples (e.g. a 
stride of 5 for a window size of 20). The CDF of each window 
is then computed and compared against each other. The most 
extreme points found across all their CDFs, as shown in Fig. 2, 
define the CDF bounds of the normal behavior for an operation. 
These boundaries are used at runtime to estimate the probability 
of the execution being malicious based on how much it deviates 
from the CDF boundaries. The estimated probability of malware 
is defined as the percentage of the runtime CDF that falls outside 
the CDF boundaries, calculated as the complement of the 
overlap between the runtime CDF and the CDF boundaries. 

2) Threshold Calculation 
The second set of normal timing measurements is also split 

into overlapping windows and their CDFs are computed. For 
each window of each subcomponent, the complement of the 
overlap between their CDF and the subcomponent’s CDF 
boundaries is calculated. The obtained value reflects how 
different the data inside the window is from the expected 
behavior. Next, the system finds the window that deviates the 
most from the expected behavior and set that as the threshold. In 
our approach, the threshold defines the maximum deviation the 
runtime CDF can have, while still being considered normal.  

At runtime, once enough data samples have been collected 
to fill a window, the CDF for each subcomponent is computed 
and compared against the subcomponent’s previously defined 
CDF boundaries. The estimated probability of malware 
(Pestoi(M)) is then calculated and compared against the 
subcomponent’s threshold. An example of three different 
execution windows can be seen in Fig. 3. If the estimated 
probability of malware is above the threshold the execution 

window is flagged as malware, and a non-maskable interrupt is 
sent. Analyzing the timing data at the subcomponent level may 
reveal malware that would not be detected by a lumped timing 
as can be seen on Fig. 4. Profiling the system using the 
subcomponent timing data yields a finer granularity, which 
increases the accuracy of the anomaly detector. At runtime, if 
any of the subcomponents of an operation flags the execution 
window as malware, the operation is said to be malicious. 

The OHCDF approach performs classification at the 
operation level, which can achieve high detection rates but with 
higher than desired false positive rates.  Thus, we further extend 
this approach to create Path-based Historical CDF (PHCDF) 
that perform malware classification by aggregating the estimated 
probabilities of malware of several operations inside a path, 
yielding a more robust decision. A path is defined as a specific 
sequence of operations that execute at the same rate inside a 
software task. The path-based CDF analysis has an extra step 
compared to the OHCDF analysis, which is the aggregation of 
the thresholds and runtime CDFs per path. 

3) Path Malware Probability Calculation 
 Estimating the probability of malware of an execution path 

(Pestpj(M)) depends on the independent probabilities of malware 

Fig. 3.  Three runtime CDFs plotted with the upper and lower CDF bounds (red 
solid lines), showing the overlap used to calculate the estimated probability of 
malware. Normal execution of the system (blue circles) is always inside the 
previously obtained boundaries. The CDFs for malware (black crosses and 
green triangles) results in a CDF that does not fall within the CDF boundaries. 

 
 
 

• CDF Bounds 
• Probability of Malware = 1 - Overlap  

 
• Normal Execution: Probability of 

Malware = 0% 
• Malware Execution: Probability of 

Malware = 100% 
• Malware Execution: Probability of 

malware = 100% - (65% - 20%) = 55% 

Fig. 4.   Comparison between the normal timing (blue solid), and the fuzz malware timing (black triangles) for a single execution window using
the lumped timing and the subcomponent timing models. The malware is detected 100% of the time by the intrinsic timing, while is would not
be detected by the lumped timing. 
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of the operations inside the path. The estimated probability of 
malware of a path is calculated using (1), defined as the 
probability that at least one of the operations is malicious.  

Pestpj M 1- 1-Pestoi Mn
i=0               (1) 

4) Path Threshold Calculation 
Previously, we had shown that the decision whether the 

execution was normal or malicious was made by comparing the 
estimated probability of malware against the threshold. 
Similarly, the decision whether the path execution is malicious 
or not is made by comparing the path’s estimated probability of 
malware against the path’s threshold (Tpj). Calculating the path 
threshold is similar to calculating the estimated probability of 
malware of the path. However, instead of utilizing the estimated 
probabilities of malware, we utilize the previously calculated 
thresholds (Pmaxoi(M)) of all operations inside the path, as shown 
in (2). The resulting threshold is rigorous enough to accurately 
distinguish normal from malicious executions. 

Tpj=1- 1-Pmaxoi Mn
i=0                       (2) 

At runtime, once enough timing data has been collected to 
fill the windows of each operation in the path, the 
subcomponent’s CDFs are calculated and compared against the 
previously defined CDF boundaries to determine their individual 
probabilities of malware. The estimated probability of malware 
of the execution path is then calculated and compared against the 
t path threshold. If the estimated probability of malware is above 
the threshold the execution path is flagged as malware, and a 
non-maskable interrupt is sent. Like in the previous approach, 
this process is repeated for the three subcomponents considered, 
with any subcomponent flagging the execution as malicious 
resulting in the path determined to be malicious. 

V. EXPERIMENTAL RESULTS 
To demonstrate the advantages our CDF-based analysis of 

timing subcomponents compared to existing methods, we 
conducted experiments for two target systems with a total of 
seven mimicry malware using a window size of 20 and a stride 
of 5. Table 1 shows both target systems considered along with a 
summary of their characteristics. The Unmanned Aerial Vehicle 
(UAV) [29] is a prototype for an autonomous drone capable of 
automatically (or under manual control) collect images for target 
locations. The Pacemaker [20] is a prototype for a connected 
pacemaker featuring remote connections for both automated 
communication of cardiac activity to healthcare providers and 
configurable pacing parameters by physicians. Across all 
malware classification methods considered, any operation with 
an individual false positive rate above 5% was excluded from 
the timing model (i.e the operation was not monitored at 
runtime). We cross validated (k = 10) to determine the detection 

and false positive rates using 1000 executions per malware for 
the corresponding target system.  

We designed a hardware implementation of PHCDF 
malware detector and synthetized the designed targeting an 
Artix-7 XC7A200T FPGA with Vivado 2016.4. The hardware 
supports 51 operations, using 32-bit registers for both the 
operation’s addresses and timers, and using block RAMs 
(BRAMs) as local memories. The hardware requires 7,979 
lookup tables (LUTs), 9,100 flip-flops (FF), and three BRAMs 
(1x254Kb, 2x512Kb). No additional external memory or storage 
is needed. The hardware component has a maximum operating 
frequency of 111 MHz, which is sufficient for the target 
integration with a 100 MHz MicroBlaze based system. The 
hardware component has a peak power consumption of 112 mW 
(with 65mW being consumed by the BRAMs), and average 
power consumption of 80.74 mW, which corresponds to a power 
overhead of only 6.89%. We note that only the event detection 
and timing components need to operate at the processor 
frequency and using a dual clock configuration could enable 
lower energy consumption, although that is left as future work. 

Fig. 5 presents the detection rates for each one of the 
malware affecting the pacemaker, for the four different 
approaches previously discussed. The SVM has the lowest 
average detection rate across all malware with 65.8%, although 
it’s important to note that this is due to SVM having a very low 
detection rate for the Information Leakage malware, achieving 
just 52.0%. On the other hand, PHCDF achieves the highest 
average detection rate of 86.2%, with the highest detection rate 
for all malware except the Information Leakage malware. 
PHCDF achieves a detection rate of 76.22%, 78.57%, and 100% 
for Fuzz 20%, Fuzz 100%, and File Manipulation malware, 
respectively. While PHCDF achieves a 90% detection rate for 
the Information Leakage malware, DBS achieves a higher 
detection rate of 92.0%. In contrast, OHCDF has the second 
highest detection rate with an average of 76.1%, DBS achieves 
the third highest with 71.6%, and SVM the lowest with 65.8%.  

For the UAV, as shown in Fig. 6, OHCDF achieve the lowest 
average detection rate with 76.0%. PHCDF achieved again the 
highest average detection rate with 89.3%, having the highest 
detection rates on all analyzed malware except Gain Scheduling. 
However, it must be noted that Gain Scheduling might be an 
outlier, since the operation selection criteria left out most of the 
affected operations, lowering the detection rate drastically by up 
to 62.7%, as opposed to 83.8% for Image Fuzz, and 100% 
detection rates for the Data Manipulation, Key Leakage, and 
Camera Obfuscation malware. SVM yields the second highest 
detection rate with 86.8%, followed by DBS with 79.2%. 

 
Fig. 5. Detection rates for all malware affecting the pacemaker. 

TABLE 1: NUMBER OF TASKS/ISRS, NUMBER OF OPERATIONS, AND 
MALWARE AFFECTING THE PACEMAKER AND UAV TARGET SYSTEMS. 

 Pacemaker UAV 
# Operations 43 51 
# Tasks/ISRs 3/4 5/0 

Affecting 
Malware 

Fuzz 20%, Fuzz 100%, 
File Manipulation, 
Information Leakage 

Gain Scheduling, Image Fuzz, 
Data Manipulation, Key 
Leakage, Camera Obfuscation 
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Table 2 shows the average false positive rate for both 
systems monitoring only operations whose individual false 
positive rate is below 5%. OHCDF yield false positive rates of 
up to 3.25% for the pacemaker, and 2.45% for the UAV, which 
is 2.18% and 1.56% higher than the second highest false positive 
rate for the pacemaker and UAV, respectively. Although SVM 
yields high detection rates, its false positive rates are the second 
highest for both target systems, yielding 1.07% and 0.89% for 
the pacemaker and UAV respectively. On the other hand, 
PHCDF yields the lowest false positive rates for both target 
systems, with 0.07% for the pacemaker, and 0.17% for the UAV.  

VI. CONCLUSIONS 
 Path-based statistical analysis of subcomponent timing 
yields higher detection rates compared both to statistical analysis 
of individual operations and previously presented methods using 
Euclidean distance and support vector machines. Aggregating 
the results from the PHCDF analysis across all subcomponents 
yield high detection rates along with very low detection rates at 
the cost of a small increase in latency due to the system needing 
to gather enough new data samples before executing the CDF 
analysis. For the considered target systems, the PHCDF malware 
detection achieves the highest average detection rates with the 
lowest average false positive rates. Specifically, PHCDF 
achieves 14.6% and 2.5% higher detection rates and 0.15% and 
0.72% lower false positive rates compared to DBS and SVM for 
the pacemaker and UAV target systems, respectively.  
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TABLE 2: AVERAGE FALSE POSITIVE RATE FOR ALL DIFFERENT APPROACHES, 
FOR BOTH THE PACEMAKER AND UAV TARGET SYSTEMS. 

 Pacemaker UAV 
DBS 0.0022 0.0079 
SVM 0.0107 0.0089 
OHCDF 0.0325 0.0245 
PHCDF 0.0007 0.0017 

 
Fig. 6. Detection rates for all malware affecting the UAV. 

Design, Automation And Test in Europe (DATE 2020) 567



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


